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AP3 AP4

® ® ®
— — —
g g g

L1

PC1 PC2

AP1

(6
(((")) AP5

(.

E11-1 WLAN £HpISCISiaE MNE]

1.1.4 SCIGFK

— ARZ

GE0/0/2

GE0/0/1
Sw4

GE0/0/2

AP6

D@ !

PC3

Branch

RIEIATS, Aggl. Agg2 1 SW4 2 PoE 32l Core-SW {EJ9tzLaZifl, ART 2

AEMRRE, EEF—TEXMNES.

AP3. AP4 ¥ AP5 F2Bk Mesh B/, PC2 BEigi@id APS ihinE R X N4 .

AP6 iTF2H WACT e,
Z1-1 VLAN im O3BV e S 5ha+

oA i o WS VLANZ#{
PVID: 1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 1213 14
PVID: 1
Core-SW GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 1213 14
PVID: 1
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12 13 14
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& iwE WS VLANZ#
PVID: 1
WAC1 GEO0/0/1 Trunk
Allow-pass: VLAN 10
PVID: 1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID: 10
Aggl GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 1213 14
PVID: 10
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID: 1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12 13 14
Agg2
PVID: 10
GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 12 13 14
GEO0/0/1 Access PVID: 200
sw4 PVID: 100
GEO0/0/2 Trunk
Allow-pass: VLAN 100 110 120
Z<1-2 IP HhbRE)
RE w0 |Pithit
VLANIf 10 10.1.10.1/24
VLANIf 11 10.1.11.1/24
VLANIf 12 10.1.12.1/24
Core-SW
VLANIf 13 10.1.13.1/24
VLANIf 14 10.1.14.1/24
VLANIf 99 10.1.99.1/30
VLANIf 10 10.1.10.254/24
WAC1 Loopback 0 10.10.10.10/32
Tunnel0/0/0 192.168.12.1/24
GEO0/0/1 10.1.99.2/30
AR1
GEO0/0/2 20.1.1.1/30
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e& im0 IPithhit
GEO/0/1 20.1.1.2/30
AR2 GE0/0/2 10.1.200.1/30
Tunnel0/0/0 192.168.12.2/24
VLANIF 200 10.1.200.2/30
VLANIF 100 192.168.100.1/24
SW4
VLANIF 110 192.168.110.1/24
VLANIF 120 192.168.120.1/24
1-3 WLAN WE28u8it
WLANYISZ 2%
HREL HigEAR
SIEVLAN 10
VLAN Pool: HCIE-Lab, VLAN 11 12
J53VLAN
VLAN Pool: HCIE-Interview, VLAN 13 14
WACE#ZO | 10.10.10.10
HCIE
APZH
HCIE-Mesh
N HCIE-Lab
VAPEHR
HCIE-Interview
N HCIE-Lab
LT EIER
HCIE-Interview
HCIE-Lab
SSID#&EHR

HCIE-Interview
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1.2 SCYMTFSEECE

1.2.1 BcE R
e MEEMMNEORE, FERSFEN"TE. ZEEE
o FEERELAP L4,
o FELEP Mesh 48 L4k,
o ELE WLAN WIE3%,
o Mi=E8 WLAN ik%
o EBESTNMSRIE
o FEDZ AP ERES WAC k£,
o MhiKs3Z WLAN 55

1.2.2 o B E

TR 1 BEZEME.

FRE A, U VLAN, BoE3cHaNED,
# 7£ Core-SW _E 6% VLAN10~VLAN14 0 VLAN99 .

<Huawei>sys
[Huawei] sysname Core-SW
[Core-SW] vlan batch 10 to 14 99

# BoE Core-SW im[ZEEYN Fr/E VLAN,

[Core-SW] interface GigabitEthernet 0/0/1
[Core-SW-GigabitEthernet0/0/1] port link-type trunk
[Core-SW-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 14
[Core-SW-GigabitEthernet0/0/1] quit

#

[Core-SW] interface GigabitEthernet 0/0/2
[Core-SW-GigabitEthernet0/0/2] port link-type trunk
[Core-SW-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 14
[Core-SW-GigabitEthernet0/0/2] quit

#

[Core-SW] interface GigabitEthernet 0/0/3
[Core-SW-GigabitEthernet0/0/3] port link-type trunk
[Core-SW-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 14
[Core-SW-GigabitEthernet0/0/3] quit

#

[Core-SW] interface GigabitEthernet 0/0/7
[Core-SW-GigabitEthernet0/0/7] port link-type access
[Core-SW-GigabitEthernet0/0/7] port default vlan 99
[Core-SW-GigabitEthernet0/0/7] quit
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# T£ Agg1 LBl VLAN, EcEimZEEN siFEgRY VLAN,

[Huawei] sysname Agg1

[Agg1] vlan batch 10 to 14

[Agg1] interface GigabitEthernet 0/0/1
[Agg1-GigabitEthernet0/0/1] port link-type trunk
[Agg1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 14
[Agg1-GigabitEthernet0/0/1] quit

#

[Agg1] interface GigabitEthernet 0/0/2
[Agg1-GigabitEthernet0/0/2] port link-type trunk
[Agg1-GigabitEthernet0/0/2] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 14
[Agg1-GigabitEthernet0/0/2] quit

#

[Agg1] interface GigabitEthernet 0/0/3
[Agg1-GigabitEthernet0/0/3] port link-type trunk
[Agg1-GigabitEthernet0/0/3] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 14
[Agg1-GigabitEthernet0/0/3] quit

# 7E Agg2 LBl VLAN, ELEiROEER AIFEEHY VLAN,

[Huawei] sysname Agg2

[Agg2] vlan batch 10 to 14

[Agg2?] interface GigabitEthernet 0/0/1
[Agg2-GigabitEthernet0/0/1] port link-type trunk
[Agg2-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 14
[Agg2-GigabitEthernet0/0/1] quit

#

[Agg?] interface GigabitEthernet 0/0/2
[Agg2-GigabitEthernet0/0/2] port link-type trunk
[Agg2-GigabitEthernet0/0/2] port trunk pvid vlan 10
[Agg2-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 14
[Agg2-GigabitEthernet0/0/2] quit

# 7 SW4 632 VLAN, EeEiROZEEN SiFEISAY VLAN,

[Huawei] sysname SW4

[SW4] vlan batch 100 110 120 200

[SW4] interface GigabitEthernet 0/0/1
[SW4-GigabitEthernet0/0/1] port link-type access
[SW4-GigabitEthernet0/0/1] port default vlan 200
[SW4-GigabitEthernet0/0/1] quit

#

[SW4] interface GigabitEthernet 0/0/2
[SW4-GigabitEthernet0/0/2] port link-type trunk
[SW4-GigabitEthernet0/0/2] port trunk pvid vlan 100
[SW4-GigabitEthernet0/0/2] port trunk allow-pass vlan 100 110 120
[SW4-GigabitEthernet0/0/2] quit
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# £ WACT LEI%E VLAN, BcEimZEEN IR EIZRY VLAN,

[Huawei] sysname WAC1

[WAC1] vlan 10

[WAC1] interface GigabitEthernet 0/0/1
[WAC1-GigabitEthernet0/0/1] port link-type trunk

[WAC1-GigabitEthernet0/0/1] quit

[WAC1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10

IR 2 ELE IP bt

BcEIREAY IP Bk,
# 7 Core-SW LFECE IP ik,

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] ip address 10.1.10.1 24
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] ip address 10.1.11.1 24
[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] ip address 10.1.12.1 24
[Core-SW-Vlanif12] quit

#

[Core-SW] interface Vlanif 13
[Core-SW-Vlanif13] ip address 10.1.13.1 24
[Core-SW-Vlanif13] quit

#

[Core-SW] interface Vlanif 14
[Core-SW-Vlanif14] ip address 10.1.14.1 24
[Core-SW-Vlanif14] quit

#

[Core-SW] interface Vlanif 99
[Core-SW-Vlanif99] ip address 10.1.99.1 30
[Core-SW-Vlanif99] quit

# BZE Core-SW _EHY IP Hhtit,

[Core-SW] display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 7
The number of interface that is DOWN in Physical is 1
The number of interface that is UP in Protocol is 7

The number of interface that is DOWN in Protocol is 1
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Interface IP Address/Mask Physical  Protocol
Vlanif10 10.1.10.1/24 up up
Vlanif11 10.1.11.1/24 up up
Vlanif12 10.1.12.1/24 up up
Vlanif13 10.1.13.1/24 up up
Vlanif14 10.1.14.1/24 up up
Vl0anif99 10.1.99.1/30 up up
[Core-SW]

# WAC1 EECE IP bt

[WACT] interface Vlanif 10

[WAC1-Vlanif10] ip address 10.1.10.254 24
[WAC1-Vlanif10] quit

#

[WAC1] interface LoopBack 0
[WAC1-LoopBack0] ip address 10.10.10.10 32
[WAC1-LoopBack0] quit

# BE WACT LAY IP Hbhik,

<WAC1>display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 4

The number of interface that is DOWN in Physical is 0
The number of interface that is UP in Protocol is 4
The number of interface that is DOWN in Protocol is O

Interface IP Address/Mask Physical Protocol
LoopBack0 10.10.10.10/32 up up(s)
Vlanif10 10.1.10.254/24 up up
<WAC1>

# AR1 EECE IP ik,

[AR1] interface GigabitEthernet 0/0/1
[AR1-GigabitEthernet0/0/1] undo portswitch
[AR1-GigabitEthernet0/0/1] ip address 10.1.99.2 30
[AR1-GigabitEthernet0/0/1] quit

#

[AR1] interface GigabitEthernet 0/0/2
[AR1-GigabitEthernet0/0/2] undo portswitch
[AR1-GigabitEthernet0/0/2] ip address 20.1.1.1 30
[AR1-GigabitEthernet0/0/2] quit
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# BE AR1 LRI IP Htht,

<AR1> display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 4

The number of interface that is DOWN in Physical is 10

The number of interface that is UP in Protocol is 3

The number of interface that is DOWN in Protocol is 11

Interface IP Address/Mask  Physical Protocol
GigabitEthernet0/0/1 10.1.99.2/30 up up
GigabitEthernet0/0/2 20.1.1.1/30 up up
<AR1>

# AR2 EECE IP bk,

[AR2] interface GigabitEthernet 0/0/1

[AR2-GigabitEthernet0/0/1] undo portswitch

[AR2-GigabitEthernet0/0/1] ip address 20.1.1.2 30
[AR2-GigabitEthernet0/0/1] quit

#

[AR2] interface GigabitEthernet 0/0/2

[AR2-GigabitEthernet0/0/2] undo portswitch

[AR2-GigabitEthernet0/0/2] ip address 10.1.200.1 30
[AR2-GigabitEthernet0/0/2] quit

#BE AR2 BLELER.

<AR2> display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 4

The number of interface that is DOWN in Physical is 9

The number of interface that is UP in Protocol is 3

The number of interface that is DOWN in Protocol is 10

Interface IP Address/Mask Physical  Protocol
GigabitEthernet0/0/1 20.1.1.2/30 up up
GigabitEthernet0/0/2 10.1.200.1/30 up up
<AR2>

# SW4 EECE IP bk,

[SW4] interface Vlanif 200
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[SW4-Vlanif200] ip address 10.1.200.2 30
[SW4-Vlanif200] quit

#

[SW4] interface Vlanif 100

[SW4-Vlanif100] ip address 192.168.100.1 24
[SW4-Vlanif100] quit

#

[SW4] interface Vlanif 110

[SW4-Vlanif110] ip address 192.168.110.1 24
[SW4-Vlanif110] quit

#

[SW4] interface Vlanif 120

[SW4-Vlanif120] ip address 192.168.120.1 24
[SW4-Vlanif120] quit

H#EE SW4 BLEBLE

[Sw4] display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 6

The number of interface that is DOWN in Physical is 1
The number of interface that is UP in Protocol is 5
The number of interface that is DOWN in Protocol is 2

Interface IP Address/Mask Physical
V0anif100 192.168.100.1/24 up
Vl0anif110 192.168.110.1/24 up
Vl0anif120 192.168.120.1/24 up
Vl0anif200 10.1.200.2/30 up
[Sw4]

Protocol
up
up
up
up

I 3 EERE.

BCENSIEEH, SEHREIMESERE, AJ53(ER OSPF AN

#1E Core-SW _Hf2E OSPF, EE5AMERMER,

[Core-SW] ospf 1

[Core-SW-ospf-1] area 0

[Core-SW-ospf-1-area-0.0.0.0] network 10.1.10.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.11.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.12.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.13.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.14.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.99.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] return
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<Core-SW>

#1E WAC1 tFECE OSPF, BEEAMIEMES

[WAC1] ospf 1

[WAC1-ospf-1] area O

[WACT1-ospf-1-area-0.0.0.0] network 10.10.10.10 0.0.0.0
[WAC1-ospf-1-area-0.0.0.0] network 10.1.10.254 0.0.0.0
[WAC1-ospf-1-area-0.0.0.0] return

<WAC1>

#1F AR1 EFERE OSPF, B4 AMZMER

[AR1] ospf 1

[AR1-ospf-1] area 0O

[AR1-ospf-1-area-0.0.0.0] network 10.1.99.2 0.0.0.0
[AR1-ospf-1-area-0.0.0.0] return

<AR1>

TERIRAER, SLIAERRIREEISIHIDERLN .
#1£ ART L FARZAREH.

[AR1-ospf-1] default-route-advertise always
[ART-ospf-1] quit
[AR1]

STIE 4 &E WACT # Core-SW HIFZHE .

BERE LBAR, BEREEFIZFOARE, RERTRIZIRLSEEEETRNXEIHEIIND
PIEE o

#1£ WACT EEEIRHBER.

<WAC1>display ip routing-table
Route Flags: R - relay, D - download to fib
Routing Tables: Public

Destinations: 17 Routes: 17
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 O_ASE 150 1 D 10.1.10.1 Vl0anif10
10.1.10.0/24 Direct 0 0 D 10.1.10.254 Vl0anif10
10.1.10.254/32 Direct 0 0 D 127.0.0.1 Vl0anif10
10.1.10.255/32 Direct 0 0 D 127.0.0.1 Vl0anif10
10.1.11.0/24 OSPF 10 2 D 10.1.10.1 Vl0anif10
10.1.12.0/24 OSPF 10 2 D 10.1.10.1 Vlanif10
10.1.13.0/24 OSPF 10 2 D 10.1.10.1 Vl0anif10
10.1.14.0/24 OSPF 10 2 D 10.1.10.1 Vl0anif10
10.1.99.0/30 OSPF 10 2 D 10.1.10.1 Vl0anif10
10.10.10.10/32 Direct 0 0 D 127.0.0.1 LoopBackO
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
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127.255.255.255/32  Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32  Direct 0 0 D 127.0.0.1 InLoopBack0
<WAC1>
#7E Core-SW EEERAE.
<Core-SW>display ip routing-table
Route Flags: R - relay, D - download to fib
Routing Tables: Public
Destinations: 16 Routes: 16
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 O_ASE 150 1 D 10.1.100.2 Vlanif100
10.1.10.0/24 Direct 0 0 D 10.1.10.1 Vlanif10
10.1.10.1/32 Direct 0 0 D 127.0.0.1 Vlanif10
10.1.11.0/24 Direct 0 0 D 10.1.11.1 Vlanif11
10.1.11.1/32 Direct 0 0 D 127.0.0.1 Vlanif11
10.1.12.0/24 Direct 0 0 D 10.1.12.1 Vlanif12
10.1.12.1/32 Direct 0 0 D 127.0.0.1 Vlanif12
10.1.13.0/24 Direct 0 0 D 10.1.13.1 Vlanif13
10.1.13.1/32 Direct 0 0 D 127.0.0.1 Vlanif13
10.1.14.0/24 Direct 0 0 D 10.1.14.1 Vlanif14
10.1.14.1/32 Direct 0 0 D 127.0.0.1 Vlanif14
10.1.99.0/30 Direct 0 0 D 10.1.99.1 Vl0anif100
10.1.99.1/32 Direct 0 0 D 127.0.0.1 Vlanif100
10.10.10.10/32 OSPF 10 1 D 10.1.10.254  Vlanif10
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBackO0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
<Core-SW>

FI 5 FESIAP F4,

£l DHCP hibith
#1E Core-SW 87 AP g9 DHCP 1ttt

[Core-SW] dhcp enable

[Core-SW] ip pool AP

[Core-SW-ip-pool-ap] network 10.1.10.0 mask 24
[Core-SW-ip-pool-ap] gateway-list 10.1.10.1
[Core-SW-ip-pool-ap] excluded-ip-address 10.1.10.254

[Core-SW-ip-pool-ap] option 43 sub-option 3 ascii 10.10.10.10

[Core-SW-ip-pool-ap] quit

#1£ Core-SW _ 6172 HCIE-Lab B4 DHCP i#eiikith

[Core-SW] ip pool lab1
[Core-SW-ip-pool-lab1] network 10.1.11.0 mask 24
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[Core-SW-ip-pool-lab1] gateway-list 10.1.11.1
[Core-SW-ip-pool-lab1] quit

#

[Core-SW] ip pool lab2

[Core-SW-ip-pool-lab2] network 10.1.12.0 mask 24
[Core-SW-ip-pool-lab2] gateway-list 10.1.12.1
[Core-SW-ip-pool-lab2] quit

#7£ Core-SW _E 8% HCIE-Interview {9 DHCP ikt

[Core-SW] ip pool interview1
[Core-SW-ip-pool-interview1] network 10.1.13.0 mask 24
[Core-SW-ip-pool-interview1] gateway-list 10.1.13.1
[Core-SW-ip-pool-interview1] quit

#

[Core-SW] ip pool interview2
[Core-SW-ip-pool-interview2] network 10.1.14.0 mask 24
[Core-SW-ip-pool-interview?2] gateway-list 10.1.14.1
[Core-SW-ip-pool-interview2] quit

#1E Core-SW [ T{#8E DHCP 2/F1h&E.

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] dhcp select global
[Core-SW-Vlanif10] quit

<Core-SW>

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] dhcp select global
[Core-SW-Vlanif11] quit

<Core-SW>

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] dhcp select global
[Core-SW-Vlanif12] quit

<Core-SW>

#

[Core-SW] interface Vlanif 13
[Core-SW-Vlanif13] dhcp select global
[Core-SW-Vlanif13] quit

<Core-SW>

#

[Core-SW] interface Vlanif 14
[Core-SW-Vlanif14] dhcp select global
[Core-SW-Vlanif14] quit

<Core-SW>

#85Z DHCP Hifibith .

[Core-SW] display ip pool
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Pool-name : AP
Pool-No :0
Lease : 1 Days 0 Hours 0 Minutes
Position : Local
Status : Unlocked
Gateway-0 :10.1.10.1
Network :10.1.10.0
Mask : 255.255.255.0

VPN instance D=
Conflicted address recycle interval: -

Address Statistic: Total : 253 Used :0
Idle 1152 Expired :0
Conflict :0 Disabled 1101

Pool-name : lab1

Pool-No 01

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.11.1

Network :10.1.11.0

Mask : 255.255.255.0

VPN instance D --
Conflicted address recycle interval: -

Address Statistic: Total : 253 Used :0
Idle : 253 Expired :0
Conflict :0 Disabled :0

Pool-name : lab2

Pool-No 12

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.12.1

Network :10.1.12.0

Mask : 255.255.255.0

VPN instance S ==
Conflicted address recycle interval: -

Address Statistic: Total 1253 Used :0
Idle : 253 Expired :0
Conflict :0 Disabled :0

Pool-name : interview1

Pool-No 13

Lease : 1 Days 0 Hours 0 Minutes
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Position : Local

Status : Unlocked
Gateway-0 :10.1.13.1
Network :10.1.13.0
Mask : 255.255.255.0

VPN instance D=
Conflicted address recycle interval: -

Address Statistic: Total : 253 Used :0
Idle :253 Expired :0
Conflict :0 Disabled :0

Pool-name : interview?2

Pool-No 14

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.14.1

Network :10.1.14.0

Mask : 255.255.255.0

VPN instance D --
Conflicted address recycle interval: -

Address Statistic: Total 1253 Used :0
Idle : 253 Expired :0
Conflict :0 Disabled :0

IP address Statistic

Total : 1265

Used :0 Idle ;1164

Expired :0 Conflict :0 Disabled
[Core-SW]

: 101

F2& VLAN Pool,
#1£ WAC1 613 HCIE-Lab B9 VLAN Pool .

[WAC1] vlan pool lab
[WAC1-vlan-pool-lab] vlan 11 12
[WAC1-vlan-pool-lab] quit

#7£ WAC _ 6z HCIE-Interview BY VLAN Pool .

[WAC1] vlan pool interview
[WAC1-vlan-pool-interview] vlan 13 14
[WAC1-vlan-pool-interview] quit

BB AP LEHEIRNRSE .
#7£ WAC1 EFEZE CAPWAP &bt ,

[WAC1] capwap source interface LoopBack 0
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#1£ WACT LRI EIRENR, FAERCBREFE (WRREEFEUIMEXNFEZN RS
RAYEZRRS ) o

[WACT] wlan

[WAC1-wlan-view] regulatory-domain-profile name HCIE
[WAC1-wlan-regulate-domain-HCIE] country-code CN
[WAC1-wlan-regulate-domain-HCIE] quit

#1E WACT LI AP 4B, H4IEEIREN.

[WAC1-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] regulatory-domain-profile HCIE
[WAC1-wlan-ap-group-HCIE] quit

#7E WACT _E3R00 AP B89 MAC H#tit ( MAC ttBhibS S FASERRIAE AT AP MAC it )

[WAC1-wlan-view] ap-mac 30fd-65f8-fd40

[WAC1-wlan-ap-0] ap-name ap1

[WAC1-wlan-ap-0] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-0] quit

#

[WAC1-wlan-view] ap-mac f4de-af36-b300

[WAC1-wlan-ap-1] ap-name ap2

[WAC1-wlan-ap-1] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WACT-wlan-ap-1] quit

#

[WAC1-wlan-view] ap-mac f02f-a75e-5740

[WAC1-wlan-ap-2] ap-name ap3

[WAC1-wlan-ap-2] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-2] quit

[WACT-wlan-view]

BE AP KT

<WAC1>display ap all
Total AP information:

nor :normal [3]

Extralnfo : Extra information

P : insufficient power supply

ID MAC Name Group IP Type State STA Uptime Extralnfo

0 30fd-65f8-fd40 ap1 HCIE 10.1.10.62 AP7060DN nor 0 14H:9M:51S P
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1 fAde-af36-b300 ap2 HCIE 10.1.10.114 AirEngine5760-10 nor
2 fo02f-a75e-5740 ap3 HCIE 10.1.10.196 AP4030DN nor

Total: 3
<WAC1>

14H:9M:42S
9S

TR 6 BRBESIPAPISSH,

SllEEZetER, HCIE-Lab 1 HCIE-Interview 9 B{EFEARRIAIZD .
#7£ WACT 83 HCIE-Lab 22181,

[WAC1-wlan-view] security-profile name HCIE-Lab
[WAC1-wlan-sec-prof-HCIE-Lab] security wpa2 psk pass-phrase HCIE-Lab aes
[WAC1-wlan-sec-prof-HCIE-Lab] quit

#1E WAC1 63 HCIE-Interview Z&1ER .

[WAC1-wlan-view] security-profile name HCIE-Interview

[WAC1-wlan-sec-prof-HCIE-Interview] quit

[WAC1-wlan-sec-prof-HCIE-Interview] security wpa2 psk pass-phrase HCIE-Interview aes

Bl52 SSID #&#x, HCIE-Lab %0 HCIE-Interview,
#1E£ WACT 6132 HCIE-Lab B9 SSID &1

[WAC1-wlan-view] ssid-profile name HCIE-Lab
[WACT1-wlan-ssid-prof-HCIE-Lab] ssid HCIE-Lab

Info: This operation may take a few seconds, please wait.done.
[WACT1-wlan-ssid-prof-HCIE-Lab] quit

[WACT-wlan-view]

#1E£ WACT 6132 HCIE-Interview B3 SSID &1k .

[WAC1-wlan-view] ssid-profile name HCIE-Interview
[WACT1-wlan-ssid-prof-HCIE-Interview] ssid HCIE-Interview
Info: This operation may take a few seconds, please wait.done.
[WACT-wlan-ssid-prof-HCIE-Interview] quit
[WACT-wlan-view]

BI%2 VAP #&#k, HCIE-Lab 0 HCIE-Interview
#7£ WAC1 632 HCIE-Lab BY VAP &1 .

[WAC1-wlan-view] vap-profile name HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Lab] service-vlan vlan-pool lab
[WACT-wlan-vap-prof-HCIE-Lab] security-profile HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] ssid-profile HCIE-Lab
[WACT-wlan-vap-prof-HCIE-Lab] quit

#

#7£ WAC1T 8132 HCIE-Interview A9 VAP &1

[WACT-wlan-view] vap-profile name HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Interview] service-vlan vlan-pool interview
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[WACT1-wlan-vap-prof-HCIE-Interview] security-profile HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] ssid-profile HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] quit

#

5 VAP tERN FEEI AP LHT .
7£ WAC1 A7E HCIE-Lab #0 HCIE-Interview B9 VAP 1&#k .

[WAC1-wlan-view] ap-group name HCIE

[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Lab wlan 1 radio all
[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Interview wlan 2 radio all
[WAC1-wlan-ap-group-HCIE] quit

[WACT-wlan-view]

BZE VAP SHRIENR
#1E WACT E&EE VAP §HRIER

[WAC1-wlan-view] display vap all

Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID  BSSID Status Auth type STA SSID

0 ap1 0 1 30FD-65F8-FD40 ON WPA2-PSK 0 HCIE-Lab

0 ap1 0 2 30FD-65F8-FD41 ON WPA2-PSK 0  HCIE-Interview
0 ap1 1 1 30FD-65F8-FD50 ON WPA2-PSK 0 HCIE-Lab

0 ap1 1 2 30FD-65F8-FD51 ON WPA2-PSK 0 HCIE-Interview
1 ap2 0 1 FADE-AF36-B300 ON WPA2-PSK 0 HCIE-Lab

1 ap2 0 2 FADE-AF36-B301 ON WPA2-PSK 0 HCIE-Interview
1 ap2 1 1 FADE-AF36-B310 ON WPA2-PSK 0 HCIE-Lab

1 ap2 1 2 FADE-AF36-B311 ON WPA2-PSK 0  HCIE-Interview
2 ap3 0 1 FO2F-A75E-5740 ON WPA2-PSK 0 HCIE-Lab

2 ap3 0 2 FO2F-A75E-5741 ON WPA2-PSK 0 HCIE-Interview
2 ap3 1 1 FO2F-A75E-5750 ON WPA2-PSK 0 HCIE-Lab

2 ap3 1 2 FO2F-A75E-5751 ON WPA2-PSK 0 HCIE-Interview
Total: 12

[WACT-wlan-view]

HIR 7 FEEE Mesh W& 4%,

Bz Mesh P£Z AP 48,
#1E WACT LBIIE2 Mesh A9 AP 4,

[WACT-wlan-view] ap-group name HCIE-Mesh
Info: This operation may take a few seconds. Please wait for a moment.done.
[WAC1-wlan-ap-group-HCIE-Mesh] regulatory-domain-profile HCIE

Warning: Modifying the country code will clear channel, power and antenna gain configurations of the
radio and reset the AP. Continue? [Y/N]: Y

[WAC1-wlan-ap-group-HCIE-Mesh] quit




S

HUAWEI

HCIE-WLAN SIS S 528

[WACT-wlan-view]

#45 AP4. AP5 fIIA\ Mesh [£& AP 48,

[WAC1-wlan-view] ap-mac 28a6-dbe1-c300

[WAC1-wlan-ap-3] ap-name ap4

[WAC1-wlan-ap-3] ap-group HCIE-Mesh

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: Y

Info: This operation may take a few seconds. Please wait for a moment... done.

[WAC1-wlan-ap-3] quit

#

[WAC1-wlan-view] ap-mac f02f-a75e-5dcO

[WAC1-wlan-ap-4] ap-name ap5

[WAC1-wlan-ap-4] ap-group HCIE-Mesh

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: Y

Info: This operation may take a few seconds. Please wait for a moment... done.

[WAC1-wlan-ap-4] quit

#

F2E Mesh 5%,

# BCE Mesh DRI FESHEASE . KEIP{FEREAIZE AP ISR 1, “coverage
distance” S NGHRERIER, REBRX N2 3, B2 100m, KEIHERSEN 1, B
FaL#RELIRE B EIZ S H .

[WAC1-wlan-view] ap-group name HCIE

[WAC1-wlan-ap-group-HCIE] radio 1
[WAC1-wlan-group-radio-HCIE/1] channel 40mhz-plus 149

Warning: This action may cause service interruption. Continue? [Y/N] y
[WAC1-wlan-group-radio-HCIE/1] coverage distance 1
[WAC1-wlan-group-radio-HCIE/1] quit

[WACT-wlan-ap-group-HCIE]

[WACT-wlan-view] ap-group name HCIE-Mesh
[WAC1-wlan-ap-group-HCIE-Mesh] radio 1
[WAC1-wlan-group-radio-HCIE-Mesh/1] channel 40mhz-plus 157
Warning: This action may cause service interruption. Continue? [Y/N] y
[WAC1-wlan-group-radio-HCIE-Mesh/1] coverage distance 1
[WAC1-wlan-group-radio-HCIE-Mesh/1] return

<WAC1>

# EcE Mesh B,

[WAC1-wlan-view] mesh-whitelist-profile name HCIE-Mesh
[WAC1-wlan-mesh-whitelist-HCIE-Mesh] peer-ap mac f02f-a75e-5740
[WAC1-wlan-mesh-whitelist-HCIE-Mesh] peer-ap mac 28a6-dbe1-c300
[WAC1-wlan-mesh-whitelist-HCIE-Mesh] peer-ap mac f02f-a75e-5dc0
[WAC1-wlan-mesh-whitelist-HCIE-Mesh] quit

[WAC1T-wlan-view]
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[WAC1-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] radio 1
[WAC1-wlan-group-radio-HCIE/1] mesh-whitelist-profile HCIE-Mesh
[WAC1-wlan-group-radio-HCIE/1] quit
[WAC1-wlan-ap-group-HCIE] quit

#

[WAC1-wlan-view] ap-group name HCIE-Mesh
[WAC1-wlan-ap-group-HCIE-Mesh] radio 1
[WAC1-wlan-group-radio-HCIE-Mesh/1] mesh-whitelist-profile HCIE-Mesh
[WAC1-wlan-group-radio-HCIE-Mesh/1] quit
[WAC1-wlan-ap-group-HCIE-Mesh] quit

[WACT-wlan-view]

# BCE Mesh HIR(EANZEER.

[WAC1-wlan-view] security-profile name HCIE-Mesh
[WAC1-wlan-sec-prof-HCIE-Mesh] security wpa2 psk pass-phrase HCIE-Mesh aes
[WAC1-wlan-sec-prof-HCIE-Mesh] quit

[WACT-wlan-view]

# BcE Mesh &1, ACE Mesh MZEHY ID 9 “HCIE-Mesh” , Mesh $i&ZCATEZ 30 7,
FEI AR EER Mesh AR,

[WAC1-wlan-view] mesh-profile name HCIE-Mesh
[WAC1-wlan-mesh-prof-HCIE-Mesh] mesh-id HCIE-Mesh
[WACT-wlan-mesh-prof-HCIE-Mesh] link-aging-time 30
[WACT-wlan-mesh-prof-HCIE-Mesh] security-profile HCIE-Mesh
[WAC1-wlan-mesh-prof-HCIE-Mesh] quit

[WACT-wlan-view]

# BCE Mesh fats ., BE AP3 B9 Mesh A “Mesh-portal” , FREER T Mesh A
“Mesh-node” , AP4. AP5 BUf2H “Mesh-node” , AILUMFREIABLE . Mesh BB
i AP RFEIEIRECER

[WAC1-wlan-view] ap-system-profile name HCIE-Mesh
[WAC1-wlan-ap-system-prof-HCIE-Mesh] mesh-role mesh-portal
[WAC1-wlan-ap-system-prof-HCIE-Mesh] quit
[WACT-wlan-view]

7£ AP H5 | FtEXIER, {F Mesh WS4
# BeE AP 4H HCIE 5|F AP RE%it&1R HCIE-Mesh,

[WAC1-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] ap-system-profile HCIE-Mesh
Warning: This action may cause service interruption. Continue? [Y/N] Y

# ECE AP £H HCIE S|P Mesh 1R, & Mesh W43,

[WAC1-wlan-ap-group-HCIE] mesh-profile HCIE-Mesh radio 1
Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ap-group-HCIE] quit
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#

[WAC1-wlan-view] ap-group name HCIE-Mesh
[WAC1-wlan-ap-group-HCIE-Mesh] mesh-profile HCIE-Mesh radio 1
Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ap-group-HCIE-Mesh] quit

[WACT-wlan-view]

3OIE Mesh W' BECELER .
# Mesh WEENIS, HiTa< display mesh vap all, EEFFE Mesh B VAP iS58,

[WAC1] display mesh vap all
Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID Mesh ID BSSID Auth type Mesh links
2 ap3 1 16 HCIE-Mesh FO2F-A75E-575F WPA2-PSK 2

3 ap4 1 16 HCIE-Mesh 60F1-8A9C-2B5F WPA2-PSK 2

4 ap5 1 16 HCIE-Mesh F898-EF7F-B41F  WPA2-PSK 2

Total: 3

# Mesh WEENIE, HiTd< display wlan mesh link all, & Mesh $5EHEXEE.,

[WAC1] display wlan mesh link all

Rf :radio ID Dis : coverage distance(100m)
Ch :channel Per :drop percent(%)

TSNR : total SNR(dB) P- :peer

Mesh : Mesh mode Re :retry ratio(%)

RSSI : RSSI(dBm) MaxR : max RSSI(dBm)

ap3 ap4 60f1-8a9c-2b40 1 1 149 portal normal-13 -13 0 1 74  72/69/-/-
ap3 ap5 f898-ef7f-b400 1 1 149 portal normal-13 -13 0 1 74 72/69/-/-
ap4 ap5 f898-ef7f-b400 1 1 149 node normal-10 -2 0 6 66 64/63/-/-
ap4 ap3 f02f-a75e-5740 1 1 149 node normal-27 -27 0 2 66 64/63/-/-
ap5 ap4 60f1-8a9c-2b40 1 1 149 node normal-11 -2 0 3 73 68/71/-/-
ap5 ap3 f02f-a75e-5740 1 1 149 node normal -30 -4 0 0 73 68/71/-/-
Total: 6

[WACT]

F$IR 8 BEDTHWISLEMSET GRE BEDE.

FtE WAC1 5 AR2 IBHHEIE.
#1E AR1 FECERESIRA.

’ [AR1] ip route-static 0.0.0.0 0.0.0.0 20.1.1.2

#1E AR2 FECEFESIRA.
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‘ [AR2] ip route-static 10.1.10.0 255.255.255.0 20.1.1.1

ISIE WACT 1 AR2 B8EHEIE .,

<WAC1> ping 10.1.200.1
PING 10.1.200.1: 56 data bytes, press CTRL_C to break

--- 10.1.200.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/2/5 ms

<WAC1>

#

[AR2] ping 10.1.10.254

PING 10.1.10.254: 56 data bytes, press CTRL_C to break

Reply from 10.1.10.254: bytes=56 Sequence=1 ttl=253 time=1
Reply from 10.1.10.254: bytes=56 Sequence=2 ttl=253 time=1
Reply from 10.1.10.254: bytes=56 Sequence=3 ttl=253 time=1
Reply from 10.1.10.254: bytes=56 Sequence=4 tt|=253 time=1
Reply from 10.1.10.254: bytes=56 Sequence=5 ttl=253 time=1

--- 10.1.10.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

Reply from 10.1.200.1: bytes=56 Sequence=1 ttl=253 time=2 ms
Reply from 10.1.200.1: bytes=56 Sequence=2 ttl=253 time=1 ms
Reply from 10.1.200.1: bytes=56 Sequence=3 ttl=253 time=5 ms
Reply from 10.1.200.1: bytes=56 Sequence=4 ttl=253 time=1 ms
Reply from 10.1.200.1: bytes=56 Sequence=5 ttl=253 time=2 ms

ms
ms
ms
ms
ms

#ZIt, BFERBIEETMIRREE,
B2E& GRE Tunnel 0,
#1E£ WACT EECE Tunnel 20,

[WACT] interface Tunnel 0/0/0

[WAC1-Tunnel0/0/0] ip address 192.168.2.1 255.255.255.0
[WAC1-Tunnel0/0/0] tunnel-protocol gre
[WAC1-Tunnel0/0/0] source 10.1.10.254
[WAC1-Tunnel0/0/0] destination 10.1.200.1
[WACT-Tunnel0/0/0]

#7£ AR2 FEZE Tunnel 0,

[AR2] interface Tunnel 0/0/0
[AR2-Tunnel0/0/0] ip address 192.168.2.2 255.255.255.0
[AR2-Tunnel0/0/0] tunnel-protocol gre
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[AR2-Tunnel0/0/0] source 10.1.200.1
[AR2-Tunnel0/0/0] destination 10.1.10.254
[AR2-Tunnel0/0/0]

ISIE GRE BERERCINGE o

#EEE Tunnel 0/0/0 OAYRZS, BREMIRAILAERE, 5HH GRE BHEZIZIMI.

<WAC1> display ip interface brief
*down: administratively down
Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

Interface IP Address/Mask Physical Protocol
LoopBackO 10.10.10.10/32 up up(s)
Tunnel0/0/0 192.168.2.1/24 up up
Vlanif10 10.1.10.254/24 up up
<WAC1>

<WAC1> ping 192.168.2.2
PING 192.168.2.2: 56 data bytes, press CTRL_C to break
Reply from 192.168.2.2: bytes=56 Sequence=1 ttl=255 time=4 ms
Reply from 192.168.2.2: bytes=56 Sequence=2 ttl=255 time=1 ms
Reply from 192.168.2.2: bytes=56 Sequence=3 ttl=255 time=2 ms
Reply from 192.168.2.2: bytes=56 Sequence=4 ttl=255 time=5 ms
Reply from 192.168.2.2: bytes=56 Sequence=5 ttl=255 time=5 ms

--- 192.168.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/3/5 ms

<WAC1>

#1£ WACT tECERFEIZORESIEH .

[WAC1] ip route-static 192.168.100.0 255.255.255.0 tunnel0/0/0
[WAC1] ip route-static 192.168.110.0 255.255.255.0 tunnel0/0/0
[WAC1] ip route-static 192.168.120.0 255.255.255.0 tunnel0/0/0

#1£ AR2 EECEREZOAVEHSIRA .

[AR2] ip route-static 10.10.10.10 255.255.255.255 tunnel 0/0/0

HI 9 FESS AP ERERAC L4,

£ SW4 L6132 DHCP tbiikith
#1E SW4A RIS ST AP F1MVSSHI DHCP Hbtitith
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[SW4] ip pool ap

[SW4-ip-pool-ap] gateway-list 192.168.100.1
[SW4-ip-pool-ap] network 192.168.100.0 mask 255.255.255.0
[SW4-ip-pool-ap] option 43 sub-option 3 ascii 10.10.10.10
[SW4-ip-pool-ap] quit

#

[SW4] ip pool HCIE-Lab

[SW4-ip-pool-HCIE-Lab] gateway-list 192.168.110.1
[SW4-ip-pool-HCIE-Lab] network 192.168.110.0 mask 255.255.255.0
[SW4-ip-pool-HCIE-Lab] quit

#

[SW4] ip pool HCIE-Interview

[SW4-ip-pool-HCIE-Interview] gateway-list 192.168.120.1
[SW4-ip-pool-HCIE-Interview] network 192.168.120.0 mask 255.255.255.0
[SW4-ip-pool-HCIE-Interview] quit

#

[SW4] dhcp enable

#

[SW4] interface Vlanif 100

[SW4-Vlanif100] dhcp select global

[SW4-Vlanif100] quit

#

[SW4] interface Vlanif 110

[SW4-Vlanif110] dhcp select global

[SW4-Vlanif110] quit

#

[SW4] interface Vlanif 120

[SW4-Vlanif120] dhcp select global

[SW4-Vlanif120] quit

#

FIA AP 2EBIEFEIRENE IP ittt

#1E SW4 _EBFE DHCP #ttibte o EciER, &I AP6 B433KENE! IP btk

[SW4] display ip pool name ap used

Pool-name :ap
Pool-No :0
Lease : 1 Days 0 Hours 0 Minutes

Domain-name i -
Option-code 143
Option-subcode 13
Option-type : ascii
Option-value :10.10.10.10
DNS-server0 S =
NBNS-serverO -
Netbios-type i -
Position : Local
Status : Unlocked




S

SIALS
HUAWEI HCIE-WLAN SCISESF A 2534

Gateway-0 :192.168.100.1

Network : 192.168.100.0

Mask : 255.255.255.0

VPN instance D=

Logging : Disable

Conflicted address recycle interval: -

Address Statistic: ~ Total :253 Used 11

Idle 252 Expired :0
Conflict :0 Disabled :0
Network section
Start End Total Used Idle(Expired) Conflict Disabled
192.168.100.1 192.168.100.254 253 1 252(0) 0 0
Client-ID format as follows:

DHCP : mac-address PPPoE : mac-address

IPSec : user-id/portnumber/vrf PPP : interface index

L2TP : cpu-slot/session-id SSL-VPN : user-id/session-id

Index IP Client-ID Type Left Status

139 192.168.100.72 f4de-af36-b3c0 DHCP 86302 Used

#1E WACT I3 AP 4B HCIE-Bran, 3i5 AP6 485EZIiZ4E

# [WAC1-wlan-view] ap-group name HCIE-Bran
Info: This operation may take a few seconds. Please wait for a moment.done.
[WAC1-wlan-ap-group-HCIE-Bran] regulatory-domain-profile HCIE

Warning: Modifying the country code will clear channel, power and antenna gain configurations of the
radio and reset the AP. Continue? [Y/N]:Y

[WAC1-wlan-ap-group-HCIE-Bran]quit

[WACT-wlan-view]

#

[WAC1-wlan-view] ap-mac f4de-af36-ace0

[WAC1-wlan-ap-5] ap-name ap6

[WACT-wlan-ap-5] ap-group HCIE-Bran

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: Y
Info: This operation may take a few seconds. Please wait for a moment... Done.
[WAC1-wlan-ap-5] quit

[WACT-wlan-view]

BE APIKRE, APEIEE L%,

[WACT1]display ap all
Total AP information:
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Idle :idle [1]

Nor : normal [5]

Extralnfo : Extra information

P : insufficient power supply

ID MAC Name Group IP
Extralnfo

0 30fd-65f8-fd40 ap1 HCIE 10.1.10.62
1 f4de-af36-b300 ap2 HCIE 10.1.10.114
2 f02f-a75e-5740 ap3 HCIE 10.1.10.196

3 28a6-dbel1-c300 ap4 HCIE-Mesh 10.1.10.240

4 f02f-a75e-5dc0 ap5 HCIE-Mesh10.1.10.198

5 f4de-af36-ace0 ap6 HCIE-Bran 192.168.100.72 AirEngine5760 nor

Total: 6
[WAC1]

Type State STA Uptime
“,;\P7060DN “;1;1_'“ 0 19M:24S
AirEngine5760 nor 0 15H:22M:42S
AP4030DN nor 0 15H:22M:33S
AP4030DN nor 0 15H:20M:17S
AP4030DN nor 0 15H:19M:54S

0 O00H:01M:51S

1.3 BESE
1.3.1 Core-SW RYECE

#
sysname Core-SW
#
vlan batch 10 to 14 99
#
ip pool ap
gateway-list 10.1.10.1
network 10.1.10.0 mask 255.255.255.0
excluded-ip-address 10.1.10.254
option 43 sub-option 3 ascii 10.10.10.10
#
ip pool lab1
gateway-list 10.1.11.1
network 10.1.11.0 mask 255.255.255.0
#
ip pool lab2
gateway-list 10.1.12.1
network 10.1.12.0 mask 255.255.255.0
#
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ip pool interview1
gateway-list 10.1.13.1
network 10.1.13.0 mask 255.255.255.0
#
ip pool interview2
gateway-list 10.1.14.1
network 10.1.14.0 mask 255.255.255.0
#
interface Vlanif10
ip address 10.1.10.1 255.255.255.0
dhcp select global
#
interface Vlanif11
ip address 10.1.11.1 255.255.255.0
dhcp select global
#
interface Vlanif12
ip address 10.1.12.1 255.255.255.0
dhcp select global
#
interface Vlanif13
ip address 10.1.13.1 255.255.255.0
dhcp select global
#
interface Vlanif14
ip address 10.1.14.1 255.255.255.0
dhcp select global
#
interface Vlanif99
ip address 10.1.99.1 255.255.255.252
#
interface MEth0/0/1
ip address 172.21.59.1 255.255.128.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/3
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
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interface GigabitEthernet0/0/5
port link-type trunk
undo port trunk allow-pass vlan 1
#
interface GigabitEthernet0/0/7
port link-type access
port default vlan 99
#
ospf 1 router-id 10.1.10.1
area 0.0.0.0
network 10.1.10.1 0.0.0.0
network 10.1.11.1 0.0.0.0
network 10.1.12.1 0.0.0.0
network 10.1.13.1 0.0.0.0
network 10.1.14.1 0.0.0.0
network 10.1.99.1 0.0.0.0
#
return
[Core-SW]

1.3.2 Agg1 H9ELS

#
sysname Agg1
#
vlan batch 10 to 14
#
interface MEth0/0/1
ip address 172.21.59.4 255.255.128.0
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 10
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk pvid vlan 10
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
return
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| <Agg1>

1.3.3 Agg2 HUECE

#
sysname Agg2
#
vlan batch 10 to 14
#
interface MEth0/0/1
ip address 172.21.59.5 255.255.128.0
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 10
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
return
<Agg2>

1.3.4 WAC1 B9fc &

#
<WAC1>display current-configuration
Software Version V200R010C00SPC700
#
sysname WACT
#
vlan batch 10 to 14
#
vlan pool lab
vlan 11 to 12
vlan pool interview
vlan 13 to 14
#
interface Vlanif10
ip address 10.1.10.254 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 14
#
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interface LoopBackO
ip address 10.10.10.10 255.255.255.255
#
interface Tunnel0/0/0
ip address 192.168.2.1 255.255.255.0
tunnel-protocol gre
source 10.1.10.254
destination 10.1.200.1
#
ospf 1 router-id 10.1.10.254
area 0.0.0.0
network 10.1.10.254 0.0.0.0
network 10.10.10.10 0.0.0.0
#
ip route-static 192.168.100.0 255.255.255.0 Tunnel0/0/0
ip route-static 192.168.110.0 255.255.255.0 Tunnel0/0/0
ip route-static 192.168.120.0 255.255.255.0 Tunnel0/0/0
#
capwap source ip-address 10.10.10.10
#
wlan
security-profile name HCIE-Lab
security wpa2 psk pass-phrase Huawei@123 aes
security-profile name HCIE-Mesh
security wpa2 psk pass-phrase Huawei@123 aes
security-profile name HCIE-Interview
security wpa2 psk pass-phrase Huawei@123 aes
ssid-profile name HCIE-Lab
ssid HCIE-Lab
ssid-profile name HCIE-Interview
ssid HCIE-Interview
vap-profile name HCIE-Lab
service-vlan vlan-pool lab
ssid-profile HCIE-Lab
security-profile HCIE-Lab
vap-profile name HCIE-Interview
service-vlan vlan-pool interview
ssid-profile HCIE-Interview
security-profile HCIE-Interview
mesh-whitelist-profile name HCIE
mesh-whitelist-profile name HCIE-Mesh
peer-ap mac f02f-a75e-5740
peer-ap mac 60f1-8a9c-2b40
peer-ap mac f898-ef7f-b400
mesh-profile name HCIE-Mesh
security-profile HCIE-Mesh
mesh-id HCIE-Mesh
link-aging-time 30
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regulatory-domain-profile name HCIE
ap-system-profile name HCIE-Mesh
mesh-role mesh-portal
ap-group name HCIE
ap-system-profile HCIE-Mesh
regulatory-domain-profile HCIE
radio 0
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 1
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
mesh-profile HCIE-Mesh
mesh-whitelist-profile HCIE-Mesh
channel 40mhz-plus 149
coverage distance 1
radio 2
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
ap-group name HCIE-Mesh
regulatory-domain-profile HCIE
radio 1
mesh-profile HCIE-Mesh
mesh-whitelist-profile HCIE-Mesh
channel 40mhz-plus 157
coverage distance 1
ap-group name HCIE-Bran
regulatory-domain-profile HCIE
ap-id 0 type-id 100 ap-mac 30fd-65f8-fd40 ap-sn 2102351TYR10L4004310
ap-name ap1
ap-group HCIE
ap-id 1 type-id 115 ap-mac f4de-af36-b300 ap-sn 2102352UBR10L6001295
ap-name ap2
ap-group HCIE
ap-id 2 type-id 43 ap-mac f02f-a75e-5740 ap-sn 21500826412SH1906275
ap-name ap3
ap-group HCIE
ap-id 3 type-id 75 ap-mac 60f1-8a9¢-2b40 ap-sn 21500831023GJ9022622
ap-name ap4
ap-group HCIE-Mesh
ap-id 4 type-id 75 ap-mac f898-ef7f-b400 ap-sn 21500831023GJ3001187
ap-name ap5
ap-group HCIE-Mesh
ap-id 5 ap-mac f4de-af36-b3c0
ap-name ap6
ap-group HCIE-Bran
provision-ap
#
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return
<WAC1>

1.3.5 ART V&

#
sysname AR1
#
interface GigabitEthernet0/0/0
#
interface GigabitEthernet0/0/1
undo portswitch
ip address 10.1.99.2 255.255.255.252
#
interface GigabitEthernet0/0/2
undo portswitch
ip address 20.1.1.1 255.255.255.252
#
ospf 1
default-route-advertise always
area 0.0.0.0
network 10.1.99.2 0.0.0.0
#
ip route-static 0.0.0.0 0.0.0.0 20.1.1.2
#
return
<AR1>

1.3.6 AR2 i9fic &

#
sysname AR2
#
interface GigabitEthernet0/0/1
undo portswitch
ip address 20.1.1.2 255.255.255.252
#
interface GigabitEthernet0/0/2
undo portswitch
ip address 10.1.200.1 255.255.255.252
#
interface Tunnel0/0/0
ip address 192.168.2.2 255.255.255.0
tunnel-protocol gre
source 10.1.200.1
destination 10.1.10.254
#
ospf 1
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default-route-advertise always
area 0.0.0.0
network 10.1.200.1 0.0.0.0

#
ip route-static 0.0.0.0 0.0.0.0 20.1.1.1
ip route-static 10.10.10.10 255.255.255.255 Tunnel0/0/0
ip route-static 10.1.11.0 255.255.255.0 Tunnel0/0/0
ip route-static 10.1.12.0 255.255.255.0 Tunnel0/0/0
ip route-static 10.1.13.0 255.255.255.0 Tunnel0/0/0
ip route-static 10.1.14.0 255.255.255.0 Tunnel0/0/0
#
return
<AR2>

1.3.7 SW4 f9fc &

sysname SW4
#
vlan batch 100 110 120 200
#
ip pool ap
gateway-list 192.168.100.1
network 192.168.100.0 mask 255.255.255.0
option 43 sub-option 3 ascii 10.10.10.10
#
ip pool HCIE-Lab
gateway-list 192.168.110.1
network 192.168.110.0 mask 255.255.255.0
#
ip pool HCIE-Interview
gateway-list 192.168.120.1
network 192.168.120.0 mask 255.255.255.0
#
interface Vlanif100
ip address 192.168.100.1 255.255.255.0
dhcp select global
#
interface Vlanif110
ip address 192.168.110.1 255.255.255.0
dhcp select global
#
interface Vlanif120
ip address 192.168.120.1 255.255.255.0
dhcp select global
#
interface Vlanif200
ip address 10.1.200.2 255.255.255.252
#




S

HUAWEI

HCIE-WLAN L6158 SF i

5431

interface MEth0/0/1
ip address 172.21.59.6 255.255.128.0
#
interface GigabitEthernet0/0/1
port link-type access
port default vlan 200
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 100
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 100 110 120
#
ospf 1
area 0.0.0.0
network 10.1.200.2 0.0.0.0
network 192.168.100.1 0.0.0.0
network 192.168.110.1 0.0.0.0
network 192.168.120.1 0.0.0.0
#
Return
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#<2-1 VLAN iR[(3ER 25621
R’ i o WSS VLANZ#
PVID:1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 1213 14
PVID:1
GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID:1
GEO0/0/3 Trunk
Core-SW Allow-pass: VLAN 10 11 12 13 14
PVID:1
GEO0/0/4 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID:1
GEO0/0/5 Trunk
Allow-pass: VLAN 10 11 1213 14
GEO0/0/7 Access PVID:99
PVID:1
WAC1 GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID:1
WAC2 GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID:1
WAC3 GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID:1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID: 10
Aggl GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID: 10
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12 13 14
PVID:1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12 13 14
Agg2
PVID: 10
GE0/0/2 Trunk
Allow-pass: VLAN 10 11 1213 14
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22-2 |P bR
15531 inO ogiich il
VLANIf 10 10.1.10.1/24
VLANIf 11 10.1.11.1/24
VLANIf 12 10.1.12.1/24
Core-SW
VLANIf 13 10.1.13.1/24
VLANIf 14 10.1.14.1/24
GEO/0/7 10.1.99.1/30
WAC1 VLANIf 10 10.1.10.254/24
WAC2 VLANIf 10 10.1.10.253/24
WAC3 VLANIf 10 10.1.10.252/24
GEO0/0/1 10.1.99.2/30
AR1
GEO0/0/2 20.1.1.1/30
GEO0/0/1 20.1.1.2/30
AR2
GEO0/0/2 172.16.1.1/24
2-3 WLAN 38653t
WLANISS 2¥
EEIE BiFEK
ETEVLAN 10
VLAN Pool: HCIE-Lab, VLAN 11~12
JI'S$3VLAN
VLAN Pool: HCIE-Interview, VLAN 13~14
ACRE#EO 10.10.10.10
HCIE
APZH
HCIE-Mesh
. HCIE-Lab
VAPIERR

HCIE-Interview

HCIE-Lab
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WLANMSZ 2%
ZEENR HCIE-Interview
HCIE-Lab
SSID{ER
HCIE-Interview

2.2 SLEMFSEECE

2.2.1 B ERBIR
o MHEEMMEEE, FIEXFIN_E. =EE&.
e FZE ACT 71 AC2 B9 VRRP SHLIHED o
o FCESEP WLAN k55,
o MXXWAEMDFI WLAN 55,
o & AC3 IRHIUEERISH .
o FE WLAN M55,
o MK WLAN k53,

222 BeEBETE
T RBEBEME.

EcEacHatl, Bl VLAN, BEERMNIEO,
# 1E Core-SW _E 6132 VLAN10~VLAN14 1 VLAN99 ,

<Huawei>sys
[Huawei] sysname Core-SW
[Core-SW] vlan batch 10 to 14 99

# BCE Core-SW imZEEINFRfE VLAN,

[Core-SW] interface GigabitEthernet 0/0/1
[Core-SW-GigabitEthernet0/0/1] port link-type trunk
[Core-SW-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 14
[Core-SW-GigabitEthernet0/0/1] quit

#

[Core-SW] interface GigabitEthernet 0/0/2
[Core-SW-GigabitEthernet0/0/2] port link-type trunk
[Core-SW-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 14
[Core-SW-GigabitEthernet0/0/2] quit

#

[Core-SW] interface GigabitEthernet 0/0/3
[Core-SW-GigabitEthernet0/0/3] port link-type trunk
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[Core-SW-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 14
[Core-SW-GigabitEthernet0/0/3] quit

#

[Core-SW] interface GigabitEthernet 0/0/4
[Core-SW-GigabitEthernet0/0/4] port link-type trunk
[Core-SW-GigabitEthernet0/0/4] port trunk allow-pass vlan 10 to 14
[Core-SW-GigabitEthernet0/0/4] quit

#

[Core-SW] interface GigabitEthernet 0/0/5
[Core-SW-GigabitEthernet0/0/5] port link-type trunk
[Core-SW-GigabitEthernet0/0/5] port trunk allow-pass vlan 10 to 14
[Core-SW-GigabitEthernet0/0/5] quit

#

[Core-SW] interface GigabitEthernet 0/0/7
[Core-SW-GigabitEthernet0/0/7] port link-type access
[Core-SW-GigabitEthernet0/0/7] port default vlan 99
[Core-SW-GigabitEthernet0/0/7] quit

# £ Agg1 EBIZ VLAN, ECEinOZEBIR RiF@EEH VLAN,

[Huawei] sysname Agg1

[Agg1] vlan batch 10 to 14

[Agg1] interface GigabitEthernet 0/0/1
[Agg1-GigabitEthernet0/0/1] port link-type trunk
[Agg1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 14
[Agg1-GigabitEthernet0/0/1] quit

#

[Agg1] interface GigabitEthernet 0/0/2
[Agg1-GigabitEthernet0/0/2] port link-type trunk
[Agg1-GigabitEthernet0/0/2] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 14
[Agg1-GigabitEthernet0/0/2] quit

#

[Agg1] interface GigabitEthernet 0/0/3
[Agg1-GigabitEthernet0/0/3] port link-type trunk
[Agg1-GigabitEthernet0/0/3] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 14
[Agg1-GigabitEthernet0/0/3] quit

# £ Agg2 EBIZ VLAN, EEinZEEIR RiF@EEH VLAN,

[Huawei] sysname Agg2

[Agg2] vlan batch 10 to 14

[Agg2] interface GigabitEthernet 0/0/1
[Agg2-GigabitEthernet0/0/1] port link-type trunk
[Agg2-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 14
[Agg2-GigabitEthernet0/0/1] quit

#

[Agg?] interface GigabitEthernet 0/0/2
[Agg2-GigabitEthernet0/0/2] port link-type trunk
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[Agg2-GigabitEthernet0/0/2] port trunk pvid vlan 10
[Agg2-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 14
[Agg2-GigabitEthernet0/0/2] quit

# £ WAC L83 VLAN, FEEiROZEEN AIEEIERY VLAN,

[WACT] vlan batch 10 to 14

[WACT1] interface GigabitEthernet 0/0/1
[WAC1-GigabitEthernet0/0/1] port link-type trunk
[WAC1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 14
[WAC1-GigabitEthernet0/0/1] quit

#

[WAC2] vlan batch 10 to 14

[WAC2] interface GigabitEthernet 0/0/1
[WAC2-GigabitEthernet0/0/1] port link-type trunk
[WAC2-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 14
[WAC2-GigabitEthernet0/0/1] quit

#

[WAC3] vlan batch 10 to 14

[WAC3] interface GigabitEthernet 0/0/1
[WAC3-GigabitEthernet0/0/1] port link-type trunk
[WAC3-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 14
[WAC3-GigabitEthernet0/0/1] quit

#

L8] 2 EE P b,

ECEIR AT IP ik,
# 7£ Core-SW LHECE IP #btik,

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] ip address 10.1.10.1 24
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] ip address 10.1.11.1 24
[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] ip address 10.1.12.1 24
[Core-SW-Vlanif12] quit

#

[Core-SW] interface Vlanif 13
[Core-SW-Vlanif13] ip address 10.1.13.1 24
[Core-SW-Vlanif13] quit

#

[Core-SW] interface Vlanif 14
[Core-SW-Vlanif14] ip address 10.1.14.1 24
[Core-SW-Vlanif14] quit

#
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[Core-SW] interface Vlanif 99
[Core-SW-Vlanif99] ip address 10.1.99.1 30
[Core-SW-Vlanif99] quit

# BZF& Core-SW _EHY IP Hhtit,

[Core-SW] display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 7
The number of interface that is DOWN in Physical is 1
The number of interface that is UP in Protocol is 7
The number of interface that is DOWN in Protocol is 1

Interface IP Address/Mask Physical
Vl0anif10 10.1.10.1/24 up
Vlanif11 10.1.11.1/24 up
Vlanif12 10.1.12.1/24 up
Vlanif13 10.1.13.1/24 up
Vlanif14 10.1.14.1/24 up
Vlanif99 10.1.99.1/30 up
[Core-SW]

Protocol
up
up
up
up
up
up

# WACT LEcE IP ik,

[WACT] interface Vlanif 10
[WAC1-Vlanif10] ip address 10.1.10.254 24
[WAC1-Vlanif10] quit

# WAC2 LFcE IP ik,

[WAC2] interface Vlanif 10
[WAC2-Vlanif10] ip address 10.1.10.253 24
[WAC2-Vlanif10] quit

# WAC3 LFcE IP ik,

[WAC3] interface Vlanif 10
[WAC3-Vlanif10] ip address 10.1.10.252 24
[WAC3-Vlanif10] quit

# AR1 LECE IP ik,

[AR1] interface GigabitEthernet 0/0/1
[AR1-GigabitEthernet0/0/1] ip address 10.1.99.2 30
[AR1-GigabitEthernet0/0/1] quit

#

[AR1] interface GigabitEthernet 0/0/2
[AR1-GigabitEthernet0/0/2] ip address 20.1.1.1 30
[AR1-GigabitEthernet0/0/2] quit
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LI’ 3 BEEH.

BCENSIBEH, SCINEIMESERE, AJ53ER OSPF BEIMNY

#1E Core-SW _FFEZE OSPF, SE5AMZMES,

[Core-SW] ospf 1

[Core-SW-ospf-1] area O

[Core-SW-ospf-1-area-0.0.0.0] network 10.1.10.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.11.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.12.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.13.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.14.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.99.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] return

<Core-SW>

#1E WACT tFERE OSPF, ESAMEMER,

[WAC1] ospf 1

[WAC1-ospf-1] area 0

[WAC1-ospf-1-area-0.0.0.0] network 10.1.10.254 0.0.0.0
[WACT1-ospf-1-area-0.0.0.0] return

<WAC1>

#1E WAC2 HFERE OSPF, ESAMEMER,

[WAC2] ospf 1

[WAC2-o0spf-1] area 0

[WAC2-o0spf-1-area-0.0.0.0] network 10.1.10.253 0.0.0.0
[WAC2-o0spf-1-area-0.0.0.0] return

<WAC2>

#1£ WAC3 tFEZE OSPF, SEAMEZMES

[WAC3] ospf 1

[WAC3-o0spf-1] area 0

[WAC3-ospf-1-area-0.0.0.0] network 10.1.10.252 0.0.0.0
[WAC3-ospf-1-area-0.0.0.0] return

<WAC3>

#1E AR1 LB2E OSPF, SE5AHEZMER,

[AR1] ospf 1

[AR1-ospf-1] area 0

[AR1-ospf-1-area-0.0.0.0] network 10.1.99.2 0.0.0.0
[AR1-ospf-1-area-0.0.0.0] return

<AR1>

TERECAKE, SCIASRIREEIZIHI0EREM .
#1E£ ART E F&EEARRH.

[AR1-ospf-1] default-route-advertise always
[AR1-ospf-1] quit
[AR1]
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1B

tEIR 4 gz DHCP HBhEtFD VLAN Pool,

#1E Core-SW _8l7E AP B9 DHCP ittt

[Core-SW] dhcp enable

[Core-SW] ip pool AP

[Core-SW-ip-pool-ap] network 10.1.10.0 mask 24
[Core-SW-ip-pool-ap] gateway-list 10.1.10.1

[Core-SW-ip-pool-ap] excluded-ip-address 10.1.10.250 10.1.10.254

[Core-SW-ip-pool-ap] option 43 sub-option 3 ascii 10.1.10.250
[Core-SW-ip-pool-ap] quit

#1£ Core-SW _E 6l HCIE-Lab A DHCP Htiilkith

[Core-SW] ip pool lab1

[Core-SW-ip-pool-lab1] network 10.1.11.0 mask 24
[Core-SW-ip-pool-lab1] gateway-list 10.1.11.1
[Core-SW-ip-pool-lab1] quit

#

[Core-SW] ip pool lab2

[Core-SW-ip-pool-lab2] network 10.1.12.0 mask 24
[Core-SW-ip-pool-lab2] gateway-list 10.1.12.1
[Core-SW-ip-pool-lab2] quit

#7E Core-SW _6132 HCIE-Interview B DHCP Httibith .

[Core-SW] ip pool interview1
[Core-SW-ip-pool-interview1] network 10.1.13.0 mask 24
[Core-SW-ip-pool-interview1] gateway-list 10.1.13.1
[Core-SW-ip-pool-interview1] quit

#

[Core-SW] ip pool interview?2
[Core-SW-ip-pool-interview2] network 10.1.14.0 mask 24
[Core-SW-ip-pool-interview2] gateway-list 10.1.14.1
[Core-SW-ip-pool-interview2] quit

#1E Core-SW 1[0 T{#F8E DHCP £/3118E.

[Core-SW] dhcp enable

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] dhcp select global
[Core-SW-Vlanif10] quit

<Core-SW>

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] dhcp select global
[Core-SW-Vlanif11] quit

<Core-SW>

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] dhcp select global
[Core-SW-Vlanif12] quit
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<Core-SW>

#

[Core-SW] interface Vlanif 13
[Core-SW-Vlanif13] dhcp select global
[Core-SW-Vlanif13] quit

<Core-SW>

#

[Core-SW] interface Vlanif 14
[Core-SW-Vlanif14] dhcp select global
[Core-SW-Vlanif14] quit

<Core-SW>

#&7& DHCP itk ,

[Core-SW] display ip pool

Pool-name :ap

Pool-No :0

Lease : 1 Days 0 Hours 0 Minutes
Position : Local

Status : Unlocked

Gateway-0 :10.1.10.1

Network :10.1.10.0

Mask : 255.255.255.0

VPN instance -
Conflicted address recycle interval: -

Address Statistic: Total : 253 Used :3
Idle : 245 Expired :0
Conflict :0 Disabled :5

Pool-name : lab1

Pool-No 21

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.11.1

Network :10.1.11.0

Mask : 255.255.255.0

VPN instance D --
Conflicted address recycle interval: -

Address Statistic: Total 1253 Used :0
Idle : 253 Expired :0
Conflict :0 Disabled :0

Pool-name : lab2

Pool-No 12

Lease : 1 Days 0 Hours 0 Minutes
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Position : Local

Status : Unlocked
Gateway-0 :10.1.12.1
Network :10.1.12.0
Mask : 255.255.255.0

VPN instance D=
Conflicted address recycle interval: -

Address Statistic: Total : 253 Used :0
Idle :253 Expired :0
Conflict :0 Disabled :0

Pool-name : interview1

Pool-No 13

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.13.1

Network :10.1.13.0

Mask : 255.255.255.0

VPN instance : --
Conflicted address recycle interval: -

Address Statistic: Total : 253 Used :0
Idle : 253 Expired :0
Conflict :0 Disabled :0

Pool-name : interview?2

Pool-No 14

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.14.1

Network :10.1.14.0

Mask : 255.255.255.0

VPN instance S ==
Conflicted address recycle interval: -

Address Statistic: Total 1253 Used :0
Idle : 253 Expired :0
Conflict :0 Disabled :0

IP address Statistic

Total : 1265
Used :0 Idle 11164
Expired :0 Conflict :0 Disabled

[Core-SW]

: 101
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EtE VLAN Pool,
#7£ WAC1 _E61% HCIE-Lab B9 VLAN Pool

[WAC1] vlan pool lab
[WAC1-vlan-pool-lab] vlan 11 12
[WAC1-vlan-pool-lab] quit

#7£ WAC _E 613 HCIE-Interview B3 VLAN Pool,

[WAC1] vlan pool interview
[WAC1-vlan-pool-interview] vlan 13 14
[WAC1-vlan-pool-interview] quit

$£IB 5 FE WACT F1 WAC2 SAHIEED

£ WAC1 EF2E VRRP ACAITHNIAEZD o

# £ WAC1 L6I3ZETE VRRP B4, FLE WAC! EZEZ D HEPRIEERS 120, HEEG
HAEFES 180 7,

[WACT] interface vlanif 10

[WAC1-Vlanif10] vrrp vrid 1 virtual-ip 10.1.10.250
[WAC1-Vlanif10] vrrp vrid 1 priority 120

[WAC1-Vlanif10] vrrp vrid 1 preempt-mode timer delay 180
[WAC1-Vlanif10] admin-vrrp vrid 1

[WACT1-Vlanif10] quit

# £ WACT E8J# HSB &R 0, HECEEHFHREE IP itflixsS, EE HSB FHER
SR EEREFNZXERRE -

[WACT] hsb-service 0

[WAC1-hsb-service-0] service-ip-port local-ip 10.1.10.254 peer-ip 10.1.10.253 local-data-port 10241
peer-data-port 10241

[WAC1-hsb-service-0] service-keep-alive detect retransmit 3 interval 6
[WACT1-hsb-service-0] quit

# 1€ WACT L6l% HSB F1{94B 0, HECEHYEE HSB £FIRSS 0 FIE1E VRRP FH4A.

[WAC1] hsb-group 0

[WAC1-hsb-group-0] bind-service 0
[WACT1-hsb-group-0] track vrrp vrid 1 interface vlanif 10
[WAC1-hsb-group-0] quit

# FEE NAC \I534B5E HSB &F1{0H .

|

[WAC1] hsb-service-type access-user hsb-group 0

# EcE WLAN W' 48E HSB B0t

[WAC1] hsb-service-type ap hsb-group 0

# EcE DHCP JI554B%E HSB &1p4H

|

[WAC1] hsb-service-type dhcp hsb-group 0

# {EREXSIAEETINAE

[WAC1] hsb-group 0
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[WAC1-hsb-group-0] hsb enable
[WACT1-hsb-group-0] quit

£ WAC2 tFEE VRRP AXAIAINGED o
# £ WAC2 L8I3EE1E VRRP &1p4H,

[WAC2] interface vlanif 10

[WAC2-Vlanif10] vrrp vrid 1 virtual-ip 10.1.10.250
[WAC2-Vlanif10] admin-vrrp vrid 1
[WAC2-Vlanif10] quit

# £ WAC2 E8I# HSB =%/iRSS 0, HEcEEHFHEE IP iS5, Ec&E HSB £&ER
SR EEREFNZXERRE -

[WAC2] hsb-service 0

[WAC2-hsb-service-0] service-ip-port local-ip 10.1.10.253 peer-ip 10.1.10.254 local-data-port 10241
peer-data-port 10241

[WAC2-hsb-service-0] service-keep-alive detect retransmit 3 interval 6
[WAC2-hsb-service-0] quit

# £ WAC2 L83 HSB &F104H 0, HECEESIE HSB &R 0 FNETE VRRP HFntH,

[WAC2] hsb-group 0

[WAC2-hsb-group-0] bind-service 0
[WAC2-hsb-group-0] track vrrp vrid 1 interface vlanif 10
[WAC2-hsb-group-0] quit

# BB NAC \534P%E HSB &F1{pH .

‘ [WAC2] hsb-service-type access-user hsb-group 0

# EcE WLAN W' 48E HSB B{n4H.

‘ [WAC2] hsb-service-type ap hsb-group 0

# BoE DHCP 3348 E HSB &1{p4H,

‘ [WAC2] hsb-service-type dhcp hsb-group 0

IR 6 FE WAC HERZSH.
#1E£ WACT EECE CAPWAP JEitEE ( VRRP LHEEHL IP #Elk )

[WACT1] capwap source ip-address 10.1.10.250

#£ WACT eI EERR, FAERREEFE (MRREEPEIAIMEKNFEZL AT
RAIEZRES ) o

[WACT] wlan

[WAC1-wlan-view] regulatory-domain-profile name HCIE
[WACT-wlan-regulate-domain-HCIE] country-code CN
[WAC1-wlan-regulate-domain-HCIE] quit

#1E WACT E6IZ2 AP 4H, H4IEESIEER.

[WACT-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] regulatory-domain-profile HCIE
[WAC1-wlan-ap-group-HCIE] quit
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#1E WACT B350 AP B9 MAC H#ttit ( MAC HtetibE{#E B SCiRIAE AR AP MAC fbtlt ) o

[WAC1-wlan-view] ap-mac 30fd-65f8-fd40
[WAC1-wlan-ap-0] ap-name ap1
[WAC1-wlan-ap-0] ap-group HCIE

and antenna gain configurations of the radio, whether to continue? [Y/N]: y
Info: This operation may take a few seconds. Please wait for a moment... Done.
[WAC1-wlan-ap-0] quit

#

[WAC1-wlan-view] ap-mac f4de-af36-b300

[WAC1-wlan-ap-1] ap-name ap2

[WAC1-wlan-ap-1] ap-group HCIE

and antenna gain configurations of the radio, whether to continue? [Y/N]: y
Info: This operation may take a few seconds. Please wait for a moment... Done.
[WAC1-wlan-ap-1] quit

#

[WAC1-wlan-view] ap-mac f02f-a75e-5740

[WAC1-wlan-ap-2] ap-name ap3

[WAC1-wlan-ap-2] ap-group HCIE

and antenna gain configurations of the radio, whether to continue? [Y/N]: y
Info: This operation may take a few seconds. Please wait for a moment... Done.
[WAC1-wlan-ap-2] quit

[WACT-wlan-view]

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power

B8E AP KT

<WAC1> display ap all
Total AP information:

nor :normal [3]

Extralnfo : Extra information

P : insufficient power supply

ID MAC Name Group IP Type State STA Uptime Extralnfo
0 30fd-65f8-fd40 ap1 HCIE 10.1.10.62 AP7060DN nor 0 14H:9M:51S P

1 f4de-af36-b300 ap2 HCIE 10.1.10.114 AirEngine5760-10 nor 0 14H:9M:42S -

2 f02f-a75e-5740 ap3 HCIE 10.1.10.196 AP4030DN nor 0 9S -
Total: 3

<WAC1>

IR 7 EE WACT B WLAN WE5%,

BliEZRL1EHR, HCIE-Lab #1 HCIE-Interview £ 3{ERARRBINIZZR .
#1E£ WACT E63Z HCIE-Lab Z£18R .

[WAC1-wlan-view] security-profile name HCIE-Lab
[WAC1-wlan-sec-prof-HCIE-Lab] security wpa2 psk pass-phrase HCIE-Lab aes
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[WAC1-wlan-sec-prof-HCIE-Lab] quit

#1E WAC1 6z HCIE-Interview Z&1Ex o

[WAC1-wlan-view] security-profile name HCIE-Interview
[WAC1-wlan-sec-prof-HCIE-Interview] security wpa2 psk pass-phrase HCIE-Interview aes
[WAC1-wlan-sec-prof-HCIE-Interview] quit

Bl% SSID #&#x, HCIE-Lab #0 HCIE-Interview,
#7E WACT 632 HCIE-Lab A3 SSID 1&4#R .

[WAC1-wlan-view] ssid-profile name HCIE-Lab
[WAC1-wlan-ssid-prof-HCIE-Lab] ssid HCIE-Lab

Info: This operation may take a few seconds, please wait.done.
[WACT1-wlan-ssid-prof-HCIE-Lab] quit

[WACT-wlan-view]

#1£ WAC1 _EEI%2 HCIE-Interview B9 SSID &%,

[WAC1-wlan-view] ssid-profile name HCIE-Interview
[WACT1-wlan-ssid-prof-HCIE-Interview] ssid HCIE-Interview
Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ssid-prof-HCIE-Interview] quit
[WACT-wlan-view]

BI%E VAP #&#k, HCIE-Lab 0 HCIE-Interview
#7E WAC1 LE6J# HCIE-Lab B9 VAP #&#% o

[WAC1-wlan-view] vap-profile name HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Lab] service-vlan vlan-pool lab
[WACT-wlan-vap-prof-HCIE-Lab] security-profile HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] ssid-profile HCIE-Lab
[WACT-wlan-vap-prof-HCIE-Lab] quit

#

#1E WACT 6132 HCIE-Interview B9 VAP #&1R

[WACT-wlan-view] vap-profile name HCIE-Interview
[WACT-wlan-vap-prof-HCIE-Interview] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Interview] service-vlan vlan-pool interview
[WAC1-wlan-vap-prof-HCIE-Interview] security-profile HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] ssid-profile HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] quit

5 VAP &R FEZEI AP AT,
#7£ WAC1 5 HCIE-Lab #0 HCIE-Interview BY VAP &y .

[WAC1-wlan-view] ap-group name HCIE

[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Lab wlan 1 radio all
[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Interview wlan 2 radio all
[WAC1-wlan-ap-group-HCIE] quit

[WACT-wlan-view]
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BE VAP §HIER .
#1E WACT E&EE VAP §HRER

[WAC1-wlan-view] display vap all
Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID  BSSID Status Auth type STA SSID

0 ap1 0 1 30FD-65F8-FD40 ON WPA2-PSK 0  HCIE-Lab

0 ap1 0 2 30FD-65F8-FD41 ON WPA2-PSK 0  HCIE-Interview
0 ap1 1 1 30FD-65F8-FD50 ON WPA2-PSK 0  HCIE-Lab

0 ap1 1 2 30FD-65F8-FD51 ON WPA2-PSK 0  HCIE-Interview
1 ap2 0 1 FADE-AF36-B300 ON WPA2-PSK 0  HCIE-Lab

1 ap2 0 2 FADE-AF36-B301 ON WPA2-PSK 0 HCIE-Interview
1 ap2 1 1 FADE-AF36-B310 ON WPA2-PSK 0  HCIE-Lab

1 ap2 1 2 FADE-AF36-B311 ON WPA2-PSK 0  HCIE-Interview
2 ap3 0 1 FO2F-A75E-5740 ON WPA2-PSK 0  HCIE-Lab

2 ap3 0 2 FO2F-A75E-5741 ON WPA2-PSK 0 HCIE-Interview
2 ap3 1 1 FO2F-A75E-5750 ON WPA2-PSK 0  HCIE-Lab

2 ap3 1 2 FO2F-A75E-5751 ON WPA2-PSK 0 HCIE-Interview

Total: 12
[WACT-wlan-view]

I 8 FiE WACT F1 WAC2 BT BRLE

# BicE WAC2 9 CAPWAP jgitbtit,

‘ [WAC2] capwap source ip-address 10.1.10.250

# BeE WACT EHE&ECEREINGE

[WACT] wlan
[WACT-wlan-view] master controller

[WAC1-master-controller] master-redundancy peer-ip ip-address 10.1.10.253 local-ip ip-address
10.1.10.254 psk Huawei@123

[WAC1-master-controller] master-redundancy track-vrrp vrid 1 interface vlanif 10
[WAC1-master-controller] quit
[WAC1-wlan-view] quit

# BeE WAC2 ERIEEECERIZINGE

[WAC2] wlan
[WAC2-wlan-view] master controller

[WAC2-master-controller] master-redundancy peer-ip ip-address 10.1.10.254 local-ip ip-address
10.1.10.253 psk Huawei@123

[WAC2-master-controller] master-redundancy track-vrrp vrid 1 interface vlanif 10
[WAC2-master-controller] quit
[WAC2-wlan-view] quit
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#1785 display sync-configuration status BELEAEBERERSER, REHR “cfg-
mismatch” . FETE Master AC _EFahfitk TkBcE R E! Backup Master AC k., &5
Backup Master AC BEIERTM o

[WAC1-wlan-view] display sync-configuration status
Info: This operation may take a few seconds. Please wait for a moment.done.
Controller role:Master/Backup/Local

Controller IP Role Device Type  Version Status Last synced
10.1.10.253 Backup AC6508 V200R010CO0SPC700B cfg-mismatch (config check fail) -
Total: 1

[WACT-wlan-view]

#

[WACT] synchronize-configuration

Warning: This operation may reset the remote AC, synchronize configurations to it, and save all its
configurations. Whether to continue? [Y/N]: y

#E}Mjn‘ﬁ display sync-configuration status BEELEECERLSIKSER, KER
“up” , IHBA WACT 1 WAC2 LB EREIE T .

<WAC1> display sync-configuration status
Info: This operation may take a few seconds. Please wait for a moment.done.
Controller role: Master/Backup/Local

Controller IP Role Device Type  Version Status  Last synced
10.1.10.253 Backup AC6508 V200R010CO0SPC700 up 2021-03-31/11:12:08
Total: 1
<WAC1>
£ WAC2 EREXWIAREIIEE

FENHAEINEE .

[WAC2] hsb-group 0
[WAC2-hsb-group-0] hsb enable
[WAC2-hsb-group-0] quit

£ 0 1GE VRRP SRR EEE.,

<WAC1> display vrrp brief

Total: 1 Master: 1 Backup: 0 Non-active: 0

VRID  State Interface Type Virtual IP

1 Master Vl0anif10 Admin 10.1.10.250
<WAC1>

#

<WAC2> display vrrp brief
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Total: 1 Master: 0 Backup: 1 Non-active: 0

VRID  State Interface Type Virtual IP

1 Backup Vlanif10 Admin 10.1.10.250
<WAC1>

#

[WAC1] display hsb-service 0
Hot Standby Service Information:

Local IP Address :10.1.10.254
Peer IP Address :10.1.10.253
Source Port : 10241
Destination Port 110241
Keep Alive Times 13

Keep Alive Interval 16

Service State : Connected

Service Batch Modules
Shared-key i -
[WAC1]
#
[WACT1] display hsb-group 0
Hot Standby Group Information:

HSB-group 1D :0
Vrrp Group ID 21
Vrrp Interface : Vlanif10
Service Index :0
Group Vrrp Status : Master
Group Status : Active
Group Backup Process : Realtime
Peer Group Device Name : AC6508
Peer Group Software Version :V200R010CO0SPC700B715
Group Backup Modules : Access-user
AP
DHCP
[WACT]

I 10 EE WAC3 g WACT/WAC2 12HIREEIRISE

# £ WACT LRI AP RGEIR T, BcEESE WACHT IP ik,

[WAC1] wlan

[WACT-wlan-view] ap-system-profile name HCIE
[WAC1-wlan-ap-system-prof-HCIE] mesh-role mesh-portal
[WAC1-wlan-ap-system-prof-HCIE] primary-access ip-address 10.1.10.250
Warning: This action will take effect after resetting AP.

[WAC1-wlan-ap-system-prof-HCIE] backup-access ip-address 10.1.10.252
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Warning: This action will take effect after resetting AP.
[WAC1-wlan-ap-system-prof-HCIE] quit

[WACT-wlan-view]

#

[WACT]wlan

[WAC1-wlan-view] ap-system-profile name HCIE-Mesh
[WAC1-wlan-ap-system-prof-HCIE-Mesh] mesh-role mesh-node
[WAC1-wlan-ap-system-prof-HCIE-Mesh] primary-access ip-address 10.1.10.250
Warning: This action will take effect after resetting AP.
[WAC1-wlan-ap-system-prof-HCIE-Mesh] backup-access ip-address 10.1.10.252
Warning: This action will take effect after resetting AP.
[WAC1-wlan-ap-system-prof-HCIE-Mesh] quit

#

HFERFRIRIERIXI VAT AP BT,

[WAC1-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] ap-system-profile HCIE
[WAC1-wlan-ap-group-HCIE] quit

#

[WAC1-wlan-view] ap-group name HCIE-Mesh
[WAC1-wlan-ap-group-HCIE-Mesh] ap-system-profile HCIE-Mesh
[WAC1-wlan-ap-group-HCIE-Mesh] quit

#HEREEREWIINGE, REB/RT, 2REWINRELT(ERAE.

[WAC1-wlan-view] undo ac protect restore disable
Info: Protect restore has already enabled.

#an S R (EREE R VER D TIREF = (ERE N+1 FIDINEE.

[WAC1] hsb-group 0

[WACT1-hsb-group-0] undo hsb enable

[WAC1-hsb-group-0] undo bind-service 0

[WAC1-hsb-group-0] quit

[WAC1] undo hsb-service-type ap

[WAC1] hsb-group 0

[WAC1-hsb-group-0] bind-service 0

[WAC1-hsb-group-0] hsb enable

[WAC1-hsb-group-0] wlan

[WAC1-wlan-view] ac protect enable

Warning: This operation maybe cause AP reset, continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment.done.
Info: Capwap echo interval has changed to default value 25, capwap echo times to 3.
[WACT-wlan-view]

#1E£ WAC3 ERY AP ZAIEIR T, BoEFE WACRY IP bk,

[WAC3] wlan

[WAC3-wlan-view] ap-system-profile name HCIE
[WAC3-wlan-ap-system-prof-HCIE] mesh-role mesh-portal
[WAC3-wlan-ap-system-prof-HCIE] primary-access ip-address 10.1.10.250
Warning: This action will take effect after resetting AP.
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[WAC3-wlan-ap-system-prof-HCIE] backup-access ip-address 10.1.10.252

Warning: This action will take effect after resetting AP.
[WAC3-wlan-ap-system-prof-HCIE] quit
[WAC3-wlan-view]

#

[WAC3] wlan

[WAC3-wlan-view] ap-system-profile name HCIE-Mesh

[WAC3-wlan-ap-system-prof-HCIE-Mesh] mesh-role mesh-node
[WAC3-wlan-ap-system-prof-HCIE-Mesh] primary-access ip-address 10.1.10.250

Warning: This action will take effect after resetting AP.

[WAC3-wlan-ap-system-prof-HCIE-Mesh] backup-access ip-address 10.1.10.252

Warning: This action will take effect after resetting AP.
[WAC3-wlan-ap-system-prof-HCIE-Mesh] quit

#HBRGERGPERIXINAY AP LHT o

[WAC3-wlan-view] ap-group name HCIE
[WAC3-wlan-ap-group-HCIE] ap-system-profile HCIE
[WAC3-wlan-ap-group-HCIE] quit

#

[WAC3-wlan-view] ap-group name HCIE-Mesh

[WAC3-wlan-ap-group-HCIE-Mesh] ap-system-profile HCIE-Mesh

[WAC3-wlan-ap-group-HCIE-Mesh] quit

#HEREEREWIINGE, REB/RT, 2REWINRELT(ERAE.

[WAC3-wlan-view] undo ac protect restore disable
Info: Protect restore has already enabled.

#an S R (EREE R VER D TIREF = (ERE N+1 FIDINEE.

[WAC3-wlan-view] ac protect enable

Warning: This operation maybe cause AP reset, continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment.done.

Info: Capwap echo interval has changed to default value 25, capwap echo times to 3.

[WAC3-wlan-view]

EIR 1] BHE WAC3 BITEIREZIIRES .

#1£ WAC3 E&BE AP BUIRE,

<WAC3> display ap all
Total AP information:

Type

idle s idle [1]

stdby : standby [5]

Extralnfo : Extra information

P : insufficient power supply

ID MAC Name Group IP

0 30fd-65f8-fd40 ap1 HCIE 10.1.10.62
1 f4de-af36-b300 ap2 HCIE 10.1.10.114

AP7060DN stdby o - -
AirEngine5760 stdby 0 - -
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2 f02f-a75e-5740 ap3 HCIE 10.1.10.196  AP4030DN stdby 0

3 60f1-8a9¢-2b40 ap4 HCIE-Mesh 10.1.10.240  AP4050DN stdby 0

4 898-ef7f-b400 ap5 HCIE-Mesh 10.1.10.198  AP4050DN stdby 0 - -
5 fade-af36-b3c0 ap6 HCIE-Bran 192.168.100.140 AP4050DN  stdby 0

Total: 6

<WAC3>

$IR 12 HLE CAPWAP Mt S5,

£ WAC ECEMRE I SSRIFINEE,
#1E WACT {E8E CAPWAP Hisl 2{FEIhRE o

[WAC1-wlan-view] ap-system-profile name HCIE
[WAC1-wlan-ap-system-prof-HCIE] keep-service enable
[WAC1-wlan-view] ap-system-profile name HCIE-Mesh
[WACT1-wlan-ap-system-prof-HCIE-Mesh] keep-service enable

#7E WACT fs58E CAPWAP W& SeiF s AP NINRE

[WAC1-wlan-view] ap-system-profile name HCIE
[WACT1-wlan-ap-system-prof-HCIE] keep-service enable allow new-access
[WAC1-wlan-view] ap-system-profile name HCIE-Mesh
[WAC1-wlan-ap-system-prof-HCIE-Mesh] keep-service enable allow new-access

#1E WAC3 {#H8E CAPWAP BfsiEl S{RIFINEE,

[WAC3-wlan-view] ap-system-profile name HCIE
[WAC3-wlan-ap-system-prof-HCIE] keep-service enable
[WAC3-wlan-view] ap-system-profile name HCIE-Mesh
[WAC3-wlan-ap-system-prof-HCIE-Mesh] keep-service enable

#7E WACS3 fsEgE CAPWAP Wit SeiF s AP NINRE

[WAC3-wlan-view] ap-system-profile name HCIE
[WAC3-wlan-ap-system-prof-HCIE] keep-service enable allow new-access
[WAC3-wlan-view] ap-system-profile name HCIE-Mesh

[WAC3-wlan-ap-system-prof-HCIE-Mesh] keep-service enable allow new-access

2.3 Z5ER0GIE

2.3.1 {&HL WACT =

&l WACT 8, BF WAC e SH9820m .,

#PC1 1 ping O ART B9 IP #Bhik 20.1.1.1 SRIEHLFDEEEMS, 4 WACT 89 GE0/0/1
O, E5WSEEKREIEMm.

C:\Users\admin>ping 20.1.1.1 -t

IFfE Ping 20.1.1.1 B 32 FHRIEIE:
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kE 20.1.1.1 BIEIS: F15=32 AfE=1ms TTL=254
kB 20.1.1.1 EIE: F15=32 At{E@=1ms TTL=254
kE 20.1.1.1 BIEIS: F75=32 AfE=1ms TTL=254
kB 20.1.1.1 EIE: F15=32 At{@=1ms TTL=254
kE 20.1.1.1 BEIS: F75=32 KfE=1ms TTL=254
kE 20.1.1.1 BIEIS: F75=32 AfE=1ms TTL=254

#x7 WAC1 B9 GE0/0/1 O,

[WAC1] interface GigabitEthernet 0/0/1
[WAC1-GigabitEthernet0/0/1] shutdown
[WAC1-GigabitEthernet0/0/1]

#8% ping B1ER, KMEEFNH 0,

kB 20.1.1.1 RYEIS: F15=32 BfE=1ms TTL=254

kB 20.1.1.1 RYEIS: F15=32 BfE=1ms TTL=254

kB 20.1.1.1 RYEIS: F15=32 BfE=1ms TTL=254

KB 20.1.1.1 EIE: F15=32 At{@=1ms TTL=254

kB 20.1.1.1 RYEIS: F15=32 BfE=1ms TTL=254

20.1.1.1 B9 Ping FitEE:

HiEE: BRIX =73, E8W =73, F%X =0 (0% EXK),

FIRITREREIHATE (LAZR 8 A):

BE = 1ms, &= =3ms, ¥t = 1ms

2.3.2 & WAC2 k&

WACT BfEf5, BH&EHl WAC2 #(f%, &BE WAC tiExF I SHISm o
#FF WAC2 B9 GE0/0/1 [, ping B4KIAEE.

C:\Users\admin>ping 20.1.1.1 -t

IFfE Ping 20.1.1.1 Bf 32 FHREEE:
kB 20.1.1.1 RYEIS: F15=32 BfE=1ms TTL=254
kB 20.1.1.1 RYEIS: F15=32 BfE=1ms TTL=254
KB 20.1.1.1 EIE: F15=32 At{@=1ms TTL=254
kB 20.1.1.1 RYEIS: F15=32 BfE=1ms TTL=254
KB 20.1.1.1 EIE: F15=32 At{@=1ms TTL=254
kB 20.1.1.1 RYEIS: F75=32 BfE=1ms TTL=254
kE 20.1.1.1 BEIS: F15=32 AfE=1ms TTL=254
kE 20.1.1.1 BEIS: FT5=32 fE=1ms TTL=254
kB 20.1.1.1 RIEIS: F15=32 BfE=1ms TTL=254
20.1.1.1 B9 Ping FiHEE:

HIEE: BAIX =36, E3FW =36, F%k =0 (0% EX),
HIRITIERYEITRTIE) (LAZRY S0 BB i)

B =1ms, &K =3ms, Ftg =1ms
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2.4.1 Core-SW 9t &

#
sysname Core-SW
#
vlan batch 10 to 14 99
#
ip pool ap
gateway-list 10.1.10.1
network 10.1.10.0 mask 255.255.255.0
excluded-ip-address 10.1.10.250 10.1.10.254
option 43 sub-option 3 ascii 10.1.10.250
#
ip pool lab1
gateway-list 10.1.11.1
network 10.1.11.0 mask 255.255.255.0
#
ip pool lab2
gateway-list 10.1.12.1
network 10.1.12.0 mask 255.255.255.0
#
ip pool interview1
network 10.1.13.0 mask 255.255.255.0
#
ip pool interview2
gateway-list 10.1.14.1
network 10.1.14.0 mask 255.255.255.0
#
interface Vlanif10
ip address 10.1.10.1 255.255.255.0
dhcp select global
#
interface Vlanif11
ip address 10.1.11.1 255.255.255.0
dhcp select global
#
interface Vlanif12
ip address 10.1.12.1 255.255.255.0
dhcp select global
#
interface Vlanif13
ip address 10.1.13.1 255.255.255.0
dhcp select global
#
interface Vlanif14
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ip address 10.1.14.1 255.255.255.0
dhcp select global
#
interface Vlanif99
ip address 10.1.99.1 255.255.255.252
#
interface MEth0/0/1
ip address 172.21.59.1 255.255.128.0
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/3
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/4
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/5
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/7
port link-type access
port default vlan 99
#
ospf 1 router-id 10.1.10.1
area 0.0.0.0
network 10.1.10.1 0.0.0.0
network 10.1.11.1 0.0.0.0
network 10.1.12.1 0.0.0.0
network 10.1.13.1 0.0.0.0
network 10.1.14.1 0.0.0.0
network 10.1.99.1 0.0.0.0
#
return
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| <Core-SW>

2.4.2 Agg1 B9BcE

#
sysname Agg1
#
vlan batch 10 to 14
#
interface MEth0/0/1
ip address 172.21.59.4 255.255.128.0
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 10
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk pvid vlan 10
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
return
<Agg1>

2.4.3 Agg2 BI9ECE

#
sysname Agg2
#
vlan batch 10 to 14
#
interface MEth0/0/1
ip address 172.21.59.5 255.255.128.0
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/2
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port link-type trunk
port trunk pvid vlan 10
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
return
<Agg2>

2.4.4 WACT 9B E

#
sysname WACT
#
vlan batch 10 to 14
#
vlan pool lab
vlan 11 to 12
vlan pool interview
vlan 13 to 14
#
interface Vlanif10
ip address 10.1.10.254 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.10.250
admin-vrrp vrid 1
vrrp vrid 1 priority 120
vrrp vrid 1 preempt-mode timer delay 180
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 14
#
ospf 1 router-id 10.1.10.254
area 0.0.0.0
network 10.1.10.254 0.0.0.0
network 10.10.10.10 0.0.0.0
#
cpu-defend policy tesrt
packet-type snmp rate-limit 96 wired
#
capwap source ip-address 10.1.10.250
#
hsb-service 0
service-ip-port local-ip 10.1.10.254 peer-ip 10.1.10.253 local-data-port 10241 peer-data-port 10241
service-keep-alive detect retransmit 3 interval 6
#
hsb-group 0
track vrrp vrid 1 interface Vlanif10

bind-service 0
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hsb enable
#
hsb-service-type access-user hsb-group 0
#
hsb-service-type dhcp hsb-group 0
#
hsb-service-type ap hsb-group 0
#
wlan
ac protect enable
security-profile name HCIE-Lab

security wpa2 psk pass-phrase %/ \%#m&~&E'fKMRKx&!E3V:N3<y"|CeeB#8xkJk1}z/q-%A%# aes

security-profile name HCIE-Mesh

security wpa2 psk pass-phrase %A%#$c*vBe@=)K$du<Eu]13Y+~%V.sShwLejROSAKAF#%A%# aes

security-profile name HCIE-Interview

security wpa2 psk pass-phrase %A%#TCar3U["k2h-6*3S/{uLd9A72%RT%Wq|kZ6JMNZz7%"%# aes

ssid-profile name HCIE-Lab
ssid HCIE-Lab
ssid-profile name HCIE-Interview
ssid HCIE-Interview
vap-profile name HCIE-Lab
service-vlan vlan-pool lab
ssid-profile HCIE-Lab
security-profile HCIE-Lab
vap-profile name HCIE-Interview
service-vlan vlan-pool interview
ssid-profile HCIE-Interview
security-profile HCIE-Interview
wds-profile name default
mesh-handover-profile name default
mesh-whitelist-profile name HCIE-Mesh
peer-ap mac f02f-a75e-5740
peer-ap mac 60f1-8a9c-2b40
peer-ap mac f898-ef7f-b400
mesh-profile name default
mesh-profile name HCIE-Mesh
security-profile HCIE-Mesh
mesh-id HCIE-Mesh
link-aging-time 30
regulatory-domain-profile name HCIE
ap-system-profile name HCIE
keep-service enable allow new-access
mesh-role mesh-portal
primary-access ip-address 10.1.10.250
backup-access ip-address 10.1.10.252
ap-system-profile name HCIE-Mesh
keep-service enable allow new-access
primary-access ip-address 10.1.10.250
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backup-access ip-address 10.1.10.252
ap-group name HCIE
ap-system-profile HCIE
regulatory-domain-profile HCIE
radio 0
vap-profile HCIE-Lab wlan 1
radio 1
vap-profile HCIE-Lab wlan 1
mesh-profile HCIE-Mesh
mesh-whitelist-profile HCIE-Mesh
channel 40mhz-plus 149
coverage distance 1
radio 2
vap-profile HCIE-Lab wlan 1
ap-group name Mesh
ap-system-profile HCIE-Mesh
regulatory-domain-profile HCIE
radio 1
mesh-profile HCIE-Mesh
mesh-whitelist-profile HCIE-Mesh
channel 40mhz-plus 149
coverage distance 1
ap-group name default
ap-group name HCIE-Bran
regulatory-domain-profile HCIE
ap-id 0 type-id 100 ap-mac 30fd-65f8-fd40 ap-sn 2102351TYR10L4004310
ap-name ap1
ap-group HCIE
ap-id 1 type-id 115 ap-mac f4de-af36-b300 ap-sn 2102352UBR10L6001295
ap-name ap2
ap-group HCIE
ap-id 2 type-id 43 ap-mac f02f-a75e-5740 ap-sn 21500826412SH1906275
ap-name ap3
ap-group HCIE
ap-id 3 type-id 75 ap-mac 60f1-8a9c-2b40 ap-sn 21500831023GJ9022622
ap-name ap4
ap-group HCIE-Mesh
ap-id 4 type-id 75 ap-mac f898-ef7f-b400 ap-sn 21500831023GJ3001187
ap-name ap5
ap-group HCIE-Mesh
provision-ap
master controller
master-redundancy track-vrrp vrid 1 interface Vlanif10
master-redundancy peer-ip ip-address 10.1.10.253 local-ip ip-address 10.1.10.254 psk Huawei@123
#
return
<WAC1>
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2.45 WAC2 9Ec &

#
sysname WAC2
#
vlan batch 10 to 14
#
vlan pool lab
vlan 11 to 12
vlan pool interview
vlan 13 to 14
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif10
ip address 10.1.10.253 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.10.250
admin-vrrp vrid 1
#
interface Ethernet0/0/47
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 14
#
ospf 1
area 0.0.0.0
network 10.1.10.253 0.0.0.0
#
capwap source ip-address 10.1.10.250
#
hsb-service 0

service-keep-alive detect retransmit 3 interval 6
#
hsb-group 0
track vrrp vrid 1 interface Vlanif10
bind-service 0
hsb enable
#
hsb-service-type access-user hsb-group 0
#
hsb-service-type dhcp hsb-group 0
#
hsb-service-type ap hsb-group 0
#
wlan

service-ip-port local-ip 10.1.10.253 peer-ip 10.1.10.254 local-data-port 10241 peer-data-port 10241




WV

HUAWEI

HCIE-WLAN SIS S 74}

ac protect enable
security-profile name HCIE-Lab
security wpa2 psk pass-phrase %A%#m&~&E'fTKMRKx&!E3V:N3<y"|CeeB#8xklk1}z/q-%"%# aes
security-profile name HCIE-Mesh
security wpa2 psk pass-phrase %A%#$c*vBe@=)K$du<Eu]13Y+~%V.sShwLejROSAKAF#%A%# aes
security-profile name default-wds
security wpa2 psk pass-phrase %A%#gNfl(V#y8:b/W|/(mY81#Z\D8~!8Y*#101RwWV);+%A%# aes
security-profile name default-mesh
security wpa2 psk pass-phrase %/%#o[7"1"t]\4xd-e7_BV:3&kdR~nCGO!EI4DSuB>~E%A%# aes
security-profile name HCIE-Interview
security wpa2 psk pass-phrase %A%#TCar3U["k2h-6*3S/{uLd9A72%RT%Wq|kZ6JMNz7%"%# aes
ssid-profile name default
ssid-profile name HCIE-Lab
ssid HCIE-Lab
ssid-profile name HCIE-Interview
ssid HCIE-Interview
vap-profile name HCIE-Lab
service-vlan vlan-pool lab
ssid-profile HCIE-Lab
security-profile HCIE-Lab
vap-profile name HCIE-Interview
service-vlan vlan-pool interview
ssid-profile HCIE-Interview
security-profile HCIE-Interview
wds-profile name default
mesh-handover-profile name default
mesh-whitelist-profile name HCIE-Mesh
peer-ap mac f02f-a75e-5740
peer-ap mac 60f1-8a9c-2b40
peer-ap mac f898-ef7f-b400
mesh-profile name default
mesh-profile name HCIE-Mesh
security-profile HCIE-Mesh
mesh-id HCIE-Mesh
link-aging-time 30
regulatory-domain-profile name HCIE
ap-system-profile name HCIE
keep-service enable allow new-access
mesh-role mesh-portal
primary-access ip-address 10.1.10.250
backup-access ip-address 10.1.10.252
ap-system-profile name HCIE-Mesh
keep-service enable allow new-access
primary-access ip-address 10.1.10.250
backup-access ip-address 10.1.10.252
ap-group name HCIE
ap-system-profile HCIE
regulatory-domain-profile HCIE
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radio 0
vap-profile HCIE-Lab wlan 1
radio 1
vap-profile HCIE-Lab wlan 1
mesh-profile HCIE-Mesh
mesh-whitelist-profile HCIE-Mesh
channel 40mhz-plus 149
coverage distance 1
radio 2
vap-profile HCIE-Lab wlan 1
ap-group name Mesh
ap-system-profile HCIE-Mesh
regulatory-domain-profile HCIE
radio 1
mesh-profile HCIE-Mesh
mesh-whitelist-profile HCIE-Mesh
channel 40mhz-plus 149
coverage distance 1
ap-group name default
ap-group name HCIE-Bran
regulatory-domain-profile HCIE
ap-id 0 type-id 100 ap-mac 30fd-65f8-fd40 ap-sn 2102351TYR10L4004310
ap-name ap1
ap-group HCIE
ap-id 1 type-id 115 ap-mac f4de-af36-b300 ap-sn 2102352UBR10L6001295
ap-name ap2
ap-group HCIE
ap-id 2 type-id 43 ap-mac f02f-a75e-5740 ap-sn 21500826412SH1906275
ap-name ap3
ap-group HCIE
ap-id 3 type-id 75 ap-mac 60f1-8a9c-2b40 ap-sn 21500831023GJ9022622
ap-name ap4
ap-group HCIE-Mesh
ap-id 4 type-id 75 ap-mac f898-ef7f-b400 ap-sn 21500831023GJ3001187
ap-name ap5
ap-group HCIE-Mesh
provision-ap
master controller
master-redundancy track-vrrp vrid 1 interface Vlanif10
master-redundancy peer-ip ip-address 10.1.10.254 local-ip ip-address 10.1.10.253 psk Huawei@123
#
return
<WAC2>

2.4.6 WAC3 f9feE

#
sysname WAC3
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#
vlan batch 10 to 14
#
interface Vlanif10

ip address 10.1.10.252 255.255.255.0
#
interface GigabitEthernet0/0/1

port link-type trunk

port trunk allow-pass vlan 10 to 14
#
ospf 1

area 0.0.0.0

network 10.1.10.252 0.0.0.0

#
capwap source ip-address 10.1.10.252
#
wlan

ac protect enable

security-profile name HCIE-Lab

security wpa2 psk pass-phrase %A%#YmMTnImeNQ3HTK#Oqgr]CVa|"POmMBC8FS3>+D=XW%D%\%#

aes
security-profile name HCIE-Mesh

security wpa2 psk pass-phrase %A%#'yTUV23F/V@x10s@=0A]5cP10$%$-|,LL3'HH-xLX%"%# aes

security-profile name default-wds

security wpa2 psk pass-phrase %A%#gNfl(V#y8:b/W|/(mY81#Z\D8~!8Y*#101RwV);+%A%# aes

security-profile name default-mesh

security wpa2 psk pass-phrase %A%#o[7"1"t]\4xd-e7_BV:3&kdR~nCGO!EI4DSuB>~E%/%# aes

security-profile name HCIE-Interview

security wpa2 psk pass-phrase %A%#YB\KkYxf;r%XE4/H*K|y'1JM+.E#nM2~SaN*O:":B%A%# aes

ssid-profile name HCIE-Lab
ssid HCIE-Lab

ssid-profile name HCIE-Interview
ssid HCIE-Interview

vap-profile name HCIE-Lab
service-vlan vlan-pool lab
ssid-profile HCIE-Lab
security-profile HCIE-Lab

vap-profile name HCIE-Interview
service-vlan vlan-pool interview
ssid-profile HCIE-Interview
security-profile HCIE-Interview

wds-profile name default

mesh-handover-profile name default

mesh-whitelist-profile name HCIE-Mesh
peer-ap mac f02f-a75e-5740
peer-ap mac 60f1-8a9c-2b40
peer-ap mac f898-ef7f-b400

mesh-profile name default
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mesh-profile name HCIE-Mesh
security-profile HCIE-Mesh
mesh-id HCIE-Mesh
link-aging-time 30
regulatory-domain-profile name HCIE
ap-system-profile name HCIE
keep-service enable allow new-access
mesh-role mesh-portal
primary-access ip-address 10.1.10.250
backup-access ip-address 10.1.10.252
ap-system-profile name HCIE-Mesh
keep-service enable allow new-access
primary-access ip-address 10.1.10.250
backup-access ip-address 10.1.10.252
ap-group name HCIE
ap-system-profile HCIE
regulatory-domain-profile HCIE
radio 0
vap-profile HCIE-Lab wlan 1
radio 1
vap-profile HCIE-Lab wlan 1
mesh-profile HCIE-Mesh
mesh-whitelist-profile HCIE-Mesh
channel 40mhz-plus 149
coverage distance 1
radio 2
vap-profile HCIE-Lab wlan 1
ap-group name Mesh
ap-system-profile HCIE-Mesh
regulatory-domain-profile HCIE
radio 1
mesh-profile HCIE-Mesh
mesh-whitelist-profile HCIE-Mesh
channel 40mhz-plus 149
coverage distance 1
ap-group name default
ap-group name HCIE-Bran
regulatory-domain-profile HCIE
ap-id 0 type-id 100 ap-mac 30fd-65f8-fd40 ap-sn 2102351TYR10L4004310
ap-name ap1
ap-group HCIE
ap-id 1 type-id 115 ap-mac f4de-af36-b300 ap-sn 2102352UBR10L6001295
ap-name ap2
ap-group HCIE
ap-id 2 type-id 43 ap-mac f02f-a75e-5740 ap-sn 21500826412SH1906275
ap-name ap3
ap-group HCIE
ap-id 3 type-id 75 ap-mac 60f1-8a9c-2b40 ap-sn 21500831023GJ9022622
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ap-name ap4
ap-group HCIE-Mesh
ap-id 4 type-id 75 ap-mac f898-ef7f-b400 ap-sn 21500831023GJ3001187
ap-name ap5
ap-group HCIE-Mesh
provision-ap
#
return
<WAC3>

2.4.7 AR1 B9 &

#
sysname AR1
#
interface GigabitEthernet0/0/1
undo portswitch
ip address 10.1.99.2 255.255.255.252
#
interface GigabitEthernet0/0/2
undo portswitch
ip address 20.1.1.1 255.255.255.252
#
ospf 1
default-route-advertise always
area 0.0.0.0
network 10.1.99.2 0.0.0.0
#
ip route-static 0.0.0.0 0.0.0.0 20.1.1.2
#
return
<AR1>
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3 WLAN ;8/i7&QoS B R )5 5L

3.1 LIS/ 48

3.1.1 XFALE
ZK*H_LLL AC |E_|.] Elx:ﬁ?ﬂ’_'lﬂl't 'ﬁﬁﬂ% E%‘;?Eiﬁjj WLAN /xlﬁ?ﬁg$ﬁgé¥|3§ﬁl£o

3.1.2 LIS HAY
e EiE WLAN AC [BI=EEH#EMECE
o  ER WLAN BRESHFEE.
o EiE WLAN EaEEiHEE.
e IR WLAN QoS FtE.
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GEO0/0/1

3.1.3 SCIGAMN A

GE0/0/7

GE0/0/1 GE0/0/3 Core-SW GE0/0/1
GEO0/0/5
WACI1 WAC2
GEO0/0/1 GE0/0/1
Aggl Agg2

GEO/0/2

AP1

AP3
o o @
= = =
PC1 PC2

[E]3-1 WLAN ;E57&QoS SLBEHRHMNE

3.1.4 EIGAX
RIEIAm=, Aggl #1 Agg2 = PoE ZX#atfl, Core-SW {EA#ZOAIHEN], WACT F1 WAC2
79 WAC [BI=EiEi57¢H, WAC1 &1E AP1 ] AP2, WAC2 &1% AP3,

2 AP1 ERY PC1 #8580 AP2 B, SEHLAC =S, 2 PC1 M AP2 #85h3) AP3 i, LI
AC BI=EiEi%-
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PC1##EA HCIE-Lab MK, AIIMEHIES. TUIEISHIAKREKE , SIERHFEMEFRIE
BTN SRENELR, IREIESFVBRISHIBRAEE, B2 BEPEESEE ARG
M EATE, LURHSERRIRAPAR

PC2 N HCIE-Interview M4, R TRHLE STA BREHEAMNEEE, BENSZHE, SIERE
EERREI AP3 TE4 STA B EITEERF#EE 2M, H VAP TG STA U8 HITERRBIL
30M,

23-1 VLAN xR R 2508

& iwE WS VLANZ#{
PVID:1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
PVID:1
GEO0/0/2 Trunk
Allow-pass: VLAN 100 110 120
Core-SW PVID:1
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12
PVID:1
GEO0/0/5 Trunk
Allow-pass: VLAN 100 110 120
GEO0/0/7 Access PVID: 99
PVID:1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
PVID:10
Aggl GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 12
PVID:10
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12
PVID:1
GEO0/0/1 Trunk
Allow-pass: VLAN 100 110 120
Agg2
PVID:100
GE0/0/2 Trunk
Allow-pass: VLAN 100 110 120
PVID:1
WAC1 GEO0/0/1 Trunk
Allow-pass: VLAN 10
PVID:1
WAC2 GEO0/0/1 Trunk
Allow-pass: VLAN 100
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%3-2 |P HEhHRE
R iw IPHthhik

VLANIf 10 10.1.10.1/24
VLANIf 11 10.1.11.1/24
VLANIf 12 10.1.12.1/24

Core-SW VLANIf 99 10.1.99.1/30
VLANIf 100 10.1.100.1/24
VLANIf 110 10.1.110.1/24
VLANIf 120 10.1.120.1/24
VLANIf 10 10.1.10.100/24

WAC1
Loopback 0 10.10.10.10/32
VLANIf 100 10.1.100.100/24

WAC2
Loopback 0 100.100.100.100/32
GEO0/0/1 10.1.99.2/30

AR1
GEO0/0/2 20.1.1.1/30

3.2 SCIG{ESSHcE

3.2.1 BcERRER
o FEEEMMNEEE, FIEBRSFINE. =EHE,
e ficE AP1 F1 AP2 £ ACT £,
o ECE AP3 £ AC3 Lk,
o FiE WLAN M55,
o FE ACE 3 EiEis.
o BLE 802.11r 8,
o FCE WMM IhEE, (EESHNRSELEMIL I ERMETE.
o FEEMALRMET, RIEESHWBRLSHAERRS, HEBSSHIRLSAAFERNES

o=

o0
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322 BB

TR 1 BRE_EME.

FLEHM, B3 VLAN, BECE3iEtliEn.
# 7E Core-SW L8 VLAN10~VLAN14 F1 VLAN99

<Huawei>sys
[Huawei] sysname Core-SW
[Core-SW] vlan batch 10 to 12 99 100 110 120

# BCE Core-SW imZEBYNFRE VLAN,

[Core-SW] interface GigabitEthernet 0/0/1
[Core-SW-GigabitEthernet0/0/1] port link-type trunk
[Core-SW-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/1] quit

#

[Core-SW] interface GigabitEthernet 0/0/2
[Core-SW-GigabitEthernet0/0/2] port link-type trunk
[Core-SW-GigabitEthernet0/0/2] port trunk allow-pass vlan 100 110 120
[Core-SW-GigabitEthernet0/0/2] quit

#

[Core-SW] interface GigabitEthernet 0/0/3
[Core-SW-GigabitEthernet0/0/3] port link-type trunk
[Core-SW-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/3] quit

#

[Core-SW] interface GigabitEthernet 0/0/5
[Core-SW-GigabitEthernet0/0/4] port link-type trunk
[Core-SW-GigabitEthernet0/0/4] port trunk allow-pass vlan 100 110 120
[Core-SW-GigabitEthernet0/0/4] quit

#

[Core-SW] interface GigabitEthernet 0/0/7
[Core-SW-GigabitEthernet0/0/7] port link-type access
[Core-SW-GigabitEthernet0/0/7] port default vlan 99
[Core-SW-GigabitEthernet0/0/7] quit

# 7E Aggl LBl VLAN, EEEisOEBR fSiFEidhg VLAN,

[Huawei] sysname Agg1

[Agg1] vlan batch 10 to 12

[Agg1] interface GigabitEthernet 0/0/1
[Agg1-GigabitEthernet0/0/1] port link-type trunk
[Agg1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/1] quit

#

[Agg1] interface GigabitEthernet 0/0/2
[Agg1-GigabitEthernet0/0/2] port link-type trunk
[Agg1-GigabitEthernet0/0/2] port trunk pvid vlan 10
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[Agg1-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/2] quit

#

[Agg1] interface GigabitEthernet 0/0/3
[Agg1-GigabitEthernet0/0/3] port link-type trunk
[Agg1-GigabitEthernet0/0/3] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/3] quit

# £ Agg2 L8I# VLAN, ECEimCOEEIN 1FEIZHI VLAN,

[Huawei] sysname Agg2

[Agg2] vlan batch 100 110 120

[Agg2] interface GigabitEthernet 0/0/1

[Agg2-GigabitEthernet0/0/1] port link-type trunk
[Agg2-GigabitEthernet0/0/1] port trunk allow-pass vlan 100 110 120
[Agg2-GigabitEthernet0/0/1] quit

#

[Agg?] interface GigabitEthernet 0/0/2

[Agg2-GigabitEthernet0/0/2] port link-type trunk
[Agg2-GigabitEthernet0/0/2] port trunk pvid vlan 100
[Agg2-GigabitEthernet0/0/2] port trunk allow-pass vlan 100 110 120
[Agg2-GigabitEthernet0/0/2] quit

# £ WAC L83 VLAN, EEiROZEEIN RiFEIZHI VLAN

[WACT] vlan batch 10 to 12

[WACT1] interface GigabitEthernet 0/0/1
[WAC1-GigabitEthernet0/0/1] port link-type trunk
[WAC1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[WAC1-GigabitEthernet0/0/1] quit

#

[WAC2] vlan batch 100 110 120

[WAC2] interface GigabitEthernet 0/0/1
[WAC2-GigabitEthernet0/0/1] port link-type trunk
[WAC2-GigabitEthernet0/0/1] port trunk allow-pass vlan 100 110 120
[WAC2-GigabitEthernet0/0/1] quit

#

IR 2 FERE IP it

ECEIR /AT IP ik,
# 1E Core-SW LECE IP ik,

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] ip address 10.1.10.1 24
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] ip address 10.1.11.1 24
[Core-SW-Vlanif11] quit
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#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] ip address 10.1.12.1 24
[Core-SW-Vlanif12] quit

#

[Core-SW] interface Vlanif 99
[Core-SW-Vlanif99] ip address 10.1.99.1 30
[Core-SW-Vlanif99] quit

#

[Core-SW] interface Vlanif 100
[Core-SW-Vlanif100] ip address 10.1.100.1 24
[Core-SW-Vlanif100] quit

#

[Core-SW] interface Vlanif 110
[Core-SW-Vlanif110] ip address 10.1.110.1 24
[Core-SW-Vlanif110] quit

#

[Core-SW] interface Vlanif 120
[Core-SW-Vlanif120] ip address 10.1.120.1 24
[Core-SW-Vlanif120] quit

#

# BZE Core-SW _EHY IP Hhtit,

[Core-SW] display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 10
The number of interface that is DOWN in Physical is 0
The number of interface that is UP in Protocol is 9
The number of interface that is DOWN in Protocol is 1

Interface IP Address/Mask Physical
MEth0/0/1 172.21.59.1/17 up
Vlanif10 10.1.10.1/24 up
Vlanif11 10.1.11.1/24 up
Vlanif12 10.1.12.1/24 up
Vl0anif99 10.1.99.1/30 up
Vl0anif100 10.1.100.1/24 up
V0anif110 10.1.110.1/24 up
Vl0anif120 10.1.120.1/24 up
[Core-SW]

Protocol
up
up
up
up
up
up
up
up

# WACT EECE IP bk,

[WACT1] interface Vlanif 10
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[WAC1-Vlanif10] ip address 10.1.10.100 24
[WACT1-Vlanif10] quit

#

[WAC1] interface LoopBack 0
[WAC1-LoopBack0] ip address 10.10.10.10 32
[WAC1-LoopBack0] quit

# WAC2 EFCE IP itbhit,

[WAC2] interface Vlanif 100

[WAC2-Vlanif100] ip address 10.1.100.100 24
[WAC2-Vlanif100] quit

#

[WAC2] interface LoopBack 0

[WAC2-LoopBack0] ip address 100.100.100.100 32
[WAC2-LoopBack0] quit

# AR1 EECE IP B,

[AR1] interface GigabitEthernet 0/0/1
[AR1-GigabitEthernet0/0/1] ip address 10.1.99.2 30
[AR1-GigabitEthernet0/0/1] quit

#

[AR1] interface GigabitEthernet 0/0/2
[AR1-GigabitEthernet0/0/2] ip address 20.1.1.1 30
[AR1-GigabitEthernet0/0/2] quit

LI 3 BBEH.

BCENSIEEH, SEHREIMESERE, AJ55(ER OSPF AN

#1E Core-SW _FFE2E OSPF, S5AMZMER .

[Core-SW] ospf 1

[Core-SW-ospf-1] area 0

[Core-SW-ospf-1-area-0.0.0.0] network 10.1.10.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.11.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.12.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.99.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.100.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.110.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.120.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] return

<Core-SW>

#7£ WAC1 tFEZE OSPF, SEAMEZMER

[WACT1] ospf 1

[WACT-ospf-1] area 0

[WACT1-ospf-1-area-0.0.0.0] network 10.1.10.100 0.0.0.0
[WACT-ospf-1-area-0.0.0.0] network 10.10.10.10 0.0.0.0
[WAC1-ospf-1-area-0.0.0.0] return

<WAC1>
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#1E WAC2 FEEE OSPF, BEEAMIZMES

[WAC2] ospf 1

[WAC2-o0spf-1] area 0

[WAC2-o0spf-1-area-0.0.0.0] network 10.1.100.100 0.0.0.0
[WAC2-o0spf-1-area-0.0.0.0] network 100.100.100.100 0.0.0.0
[WAC2-ospf-1-area-0.0.0.0] return

<WAC2>

#1F AR1 EFERE OSPF, B AMZMER

[AR1] ospf 1

[AR1-ospf-1] area O

[AR1-ospf-1-area-0.0.0.0] network 10.1.99.2 0.0.0.0
[AR1-ospf-1-area-0.0.0.0] return

<AR1>

TERIRAER, SLIAERRIREEISIHIDERLN .
#1£ ART L FARZAREH.

[AR1-ospf-1] default-route-advertise always
[ART-ospf-1] quit
[AR1]

1B

tEIR 4 g3 DHCP HBhEBED VLAN Pool,

#1E Core-SW _E6lzE AP B9 DHCP bkt .

[Core-SW] dhcp enable

[Core-SW] ip pool ap1

[Core-SW-ip-pool-ap1] network 10.1.10.0 mask 24
[Core-SW-ip-pool-ap1] gateway-list 10.1.10.1
[Core-SW-ip-pool-ap1] excluded-ip-address 10.1.10.100
[Core-SW-ip-pool-ap1] option 43 sub-option 3 ascii 10.10.10.10
[Core-SW-ip-pool-ap1] quit

#

[Core-SW] ip pool ap2

[Core-SW-ip-pool-ap2] network 10.1.100.0 mask 24
[Core-SW-ip-pool-ap2] gateway-list 10.1.100.1
[Core-SW-ip-pool-ap2] excluded-ip-address 10.1.100.100
[Core-SW-ip-pool-ap2] option 43 sub-option 3 ascii 100.100.100.100
[Core-SW-ip-pool-ap2] quit

#1E Core-SW _E 8132 WACT A9 HCIE-LabDHCP tbiikith

[Core-SW] ip pool lab1

[Core-SW-ip-pool-lab1] network 10.1.11.0 mask 24
[Core-SW-ip-pool-lab1] gateway-list 10.1.11.1
[Core-SW-ip-pool-lab1] quit

#7£ Core-SW _E 62 WACT BY HCIE-InterviewDHCP ithiitsth .

[Core-SW] ip pool interview1
[Core-SW-ip-pool-interview1] network 10.1.12.0 mask 24
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[Core-SW-ip-pool-interview1] gateway-list 10.1.12.1
[Core-SW-ip-pool-interview1] quit

#1E Core-SW _E817# WAC2 fY HCIE-LabDHCP ttbiikith .

[Core-SW] ip pool lab2

[Core-SW-ip-pool-lab2] network 10.1.110.0 mask 24
[Core-SW-ip-pool-lab2] gateway-list 10.1.110.1
[Core-SW-ip-pool-lab2] quit

#1£ Core-SW _LE£13E WAC2 B9 HCIE-InterviewDHCP titikth

[Core-SW] ip pool interview?2
[Core-SW-ip-pool-interview2] network 10.1.120.0 mask 24
[Core-SW-ip-pool-interview2] gateway-list 10.1.120.1
[Core-SW-ip-pool-interview2] quit

#1£ Core-SW $Z[1 T8 DHCP £F10&¢E.

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] dhcp select global
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] dhcp select global
[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] dhcp select global
[Core-SW-Vlanif12] quit

#

[Core-SW] interface Vlanif 100
[Core-SW-Vlanif100] dhcp select global
[Core-SW-Vlanif100] quit

<Core-SW>

#

[Core-SW] interface Vlanif 110
[Core-SW-Vlanif110] dhcp select global
[Core-SW-Vlanif110] quit

<Core-SW>

#

[Core-SW] interface Vlanif 120
[Core-SW-Vlanif120] dhcp select global
[Core-SW-Vlanif120] quit

<Core-SW>

#85Z DHCP Hifibith .

[Core-SW] display ip pool

Pool-name cap1
Pool-No :0
Lease : 1 Days 0 Hours 0 Minutes
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Position
Status
Gateway-0
Network
Mask

VPN instance

: Local

: Unlocked
:10.1.10.1
:10.1.10.0

: 255.255.255.0

Conflicted address recycle interval: -

Address Statistic: Total : 253 Used
Idle : 250 Expired
Conflict :0 Disabled

Pool-name :ap2

Pool-No 01

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.100.1

Network :10.1.100.0

Mask : 255.255.255.0

VPN instance

Conflicted address recycle interval: -

Address Statistic: Total : 253 Used
Idle : 251 Expired
Conflict :0 Disabled

Pool-name : lab1

Pool-No 12

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.11.1

Network :10.1.11.0

Mask : 255.255.255.0

VPN instance

Conflicted address recycle interval: -

Address Statistic: Total : 253 Used
Idle : 253 Expired
Conflict :0 Disabled

Pool-name : interview1

Pool-No 13

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.12.1
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Network :
Mask :
VPN instance

10.1.12.0
255.255.255.0

Conflicted address recycle interval: -

Address Statistic: Total : 253 Used :0
Idle :253 Expired :0
Conflict :0 Disabled :0
Pool-name : lab2
Pool-No 14
Lease : 1 Days 0 Hours 0 Minutes
Position : Local
Status : Unlocked
Gateway-0 :10.1.110.1
Network :10.1.110.0
Mask : 255.255.255.0
VPN instance ==
Conflicted address recycle interval: -
Address Statistic: Total : 253 Used :0
Idle :253 Expired :0
Conflict :0 Disabled :0
Pool-name : interview?2
Pool-No :5
Lease : 1 Days 0 Hours 0 Minutes
Position : Local
Status : Unlocked
Gateway-0 :10.1.120.1
Network :10.1.120.0
Mask : 255.255.255.0
VPN instance ==
Conflicted address recycle interval: -
Address Statistic: Total : 253 Used :0
Idle : 253 Expired :0
Conflict :0 Disabled :0
IP address Statistic
Total 11518
Used :3 Idle :1513
Expired :0 Conflict :0 Disabled :2
[Core-SW]

£ 5 FE AP &k,

#1E WACT S CAPWAP jEhi ( VRRP HEEHL IP H#bltk ) o
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[WAC1] capwap source ip-address 10.10.10.10

#1£ WACT LRI EIRER, BAERCBREFE (WRREEFEUIMEX N FEZL RS
RAYEZRRS ) o

[WACT] wlan

[WAC1-wlan-view] regulatory-domain-profile name HCIE
[WACT1-wlan-regulate-domain-HCIE] country-code CN
[WAC1-wlan-regulate-domain-HCIE] quit

#1£ WACT 62 AP 4H, H4IEESIRER,

[WAC1-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] regulatory-domain-profile HCIE
[WAC1-wlan-ap-group-HCIE] quit

#7E WACT _E3R00 AP B9 MAC it ( MAC i {5 FESCRRIAE SRR AP MAC Hitlk )

[WAC1-wlan-view] ap-mac 30fd-65f8-fd40

[WAC1-wlan-ap-0] ap-name ap1

[WAC1-wlan-ap-0] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-0] quit

#

[WAC1-wlan-view] ap-mac f4de-af36-b300

[WAC1-wlan-ap-1] ap-name ap2

[WAC1-wlan-ap-1] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-1] return

BE WACT B9 AP IRZE,

<WAC1> display ap all
Total AP information:

nor :normal [2]

Extralnfo : Extra information

P : insufficient power supply

ID MAC Name Group IP Type State STA Uptime  Extralnfo
0 30fd-65f8-fd40 ap1 HCIE 10.1.10.216 AP7060DN nor O 48S P

1 fAde-af36-b300 ap2 HCIE 10.1.10.189 AirEngine5760-10 nor O 42S -

Total: 2

<WAC1>

S 6 HE WACT B WLAN IE8%,
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B2 £k, HCIE-Lab ] HCIE-Interview 9 BERAREIRIZRT .
#7£ WACT 83 HCIE-Lab 22181,

[WAC1-wlan-view] security-profile name HCIE-Lab
[WAC1-wlan-sec-prof-HCIE-Lab] security wpa2 psk pass-phrase HCIE@LAB aes
[WAC1-wlan-sec-prof-HCIE-Lab] quit

#1£ WACT E6IZ HCIE-Interview Z&1581R o

[WAC1-wlan-view] security-profile name HCIE-Interview
[WAC1-wlan-sec-prof-HCIE-Interview] security wpa2 psk pass-phrase HCIE@INTERVIEW aes
[WAC1-wlan-sec-prof-HCIE-Interview] quit

Bz SSID #&#%, HCIE-Lab %0 HCIE-Interview,
#1£ WAC1 6132 HCIE-Lab B9 SSID #&#x .

[WAC1-wlan-view] ssid-profile name HCIE-Lab
[WAC1-wlan-ssid-prof-HCIE-Lab] ssid HCIE-Lab

Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ssid-prof-HCIE-Lab] quit

[WACT-wlan-view]

#1E£ WACT 6132 HCIE-Interview B3 SSID &4k .

[WAC1-wlan-view] ssid-profile name HCIE-Interview
[WAC1-wlan-ssid-prof-HCIE-Interview] ssid HCIE-Interview
Info: This operation may take a few seconds, please wait.done.
[WACT1-wlan-ssid-prof-HCIE-Interview] quit
[WACT-wlan-view]

Bl52 VAP #&#%, HCIE-Lab #1 HCIE-Interview,
#1£ WACT E6lIE HCIE-Lab B9 VAP &t o

[WACT-wlan-view] vap-profile name HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Lab] service-vlan vlan-id 11
[WAC1-wlan-vap-prof-HCIE-Lab] security-profile HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] ssid-profile HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] quit

#

#1E WAC1 6l HCIE-Interview B3 VAP #&1% .

[WAC1-wlan-view] vap-profile name HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Interview] service-vlan vlan-id 12
[WACT-wlan-vap-prof-HCIE-Interview] security-profile HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] ssid-profile HCIE-Interview

[WACT-wlan-vap-prof-HCIE-Interview] quit

1% VAP 1&EHR N R AP AT,
#1£ WACT £ HCIE-Lab 1 HCIE-Interview B VAP &1k .

‘ [WACT-wlan-view] ap-group name HCIE
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[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Lab wlan 1 radio all
[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Interview wlan 2 radio all
[WAC1-wlan-ap-group-HCIE] quit

[WACT-wlan-view]

BZE VAP 51505 R
#1E WACT E&EE VAP §HRER

[WAC1-wlan-view] display vap all

Info: This operation may take a few seconds, please wait.

WID: WLAN ID

AP ID AP name  RfID WID BSSID Status  Auth type STA SSID

0 ap1 0 1 30FD-65F8-FD40 ON WPA2-PSK 0 HCIE-Lab

0 ap1 0 2 30FD-65F8-FD41 ON WPA2-PSK 0 HCIE-Interview
0 ap1 1 1 30FD-65F8-FD50 ON WPA2-PSK 0 HCIE-Lab

0 ap1 1 2 30FD-65F8-FD51 ON WPA2-PSK 0 HCIE-Interview
1 ap2 0o 1 FADE-AF36-B300 ON WPA2-PSK 0 HCIE-Lab

1 ap2 0o 2 FADE-AF36-B301 ON WPA2-PSK 0 HCIE-Interview
1 ap2 1 1 FADE-AF36-B310 ON WPA2-PSK 2 HCIE-Lab

1 ap2 1 2 FADE-AF36-B311 ON WPA2-PSK 0 HCIE-Interview
Total: 8

[WACT-wlan-view]

IR 7 BB WAC2 WEZSH,

#1£ WAC2 EFcE CAPWAP it (VRRP ZHEEHL IP HbdIE ) o
[WAC2] capwap source ip-address 100.100.100.100 ‘

#1£ WAC2 LRI EIRENR, BAERABEFE (URREEFEUIMEXNFEZL AT
RAYEZRRS ) -

[WAC2-wlan-view] regulatory-domain-profile name HCIE

[WAC2-wlan-regulate-domain-HCIE] country-code CN
[WAC2-wlan-regulate-domain-HCIE] quit

#1E WAC2 LEIEE AP 4R, H4TEEEIRENN.

[WAC2-wlan-view] ap-group name HCIE
[WAC2-wlan-ap-group-HCIE] regulatory-domain-profile HCIE
[WAC2-wlan-ap-group-HCIE] quit

#1E WAC2 3700 AP B9 MAC H#ttit ( MAC HtetibE{#EBSCiRIAE A AP MAC ittt ) o

[WAC2-wlan-view] ap-mac f02f-a75e-5740

[WAC2-wlan-ap-0] ap-name ap3

[WAC2-wlan-ap-0] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.
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[WAC2-wlan-ap-0] quit
[WAC2-wlan-view]

BE AP K.

<WAC2> display ap all

Total AP information:

nor : normal [1]
Extralnfo: Extra information

P : insufficient power supply

ID MAC Name Group IP Type State STA Uptime Extralnfo

0 fo02f-a75e-5740 ap3 HCIE 10.1.100.155 AP4030DN nor 0 9S =

Total: 1
<WAC1>

12 8 FiE WAC2 (9 WLAN AE8%,

BliE2L 28R, HCIE-Lab 1 HCIE-Interview S BI{EEARRIIZZ .
#1E WAC2 672 HCIE-Lab 22181 .

[WAC2-wlan-view] security-profile name HCIE-Lab
[WAC2-wlan-sec-prof-HCIE-Lab] security wpa2 psk pass-phrase HCIE@LAB aes
[WAC2-wlan-sec-prof-HCIE-Lab] quit

#1E WACT 63 HCIE-Interview 2218,

[WAC2-wlan-view] security-profile name HCIE-Interview
[WAC2-wlan-sec-prof-HCIE-Interview] security wpa2 psk pass-phrase HCIE@INTERVIEW aes
[WAC2-wlan-sec-prof-HCIE-Interview] quit

Bl5E SSID &4, HCIE-Lab 1 HCIE-Interview,
#1£ WAC2 6% HCIE-Lab B9 SSID #&#% .

[WAC1-wlan-view] ssid-profile name HCIE-Lab
[WAC1-wlan-ssid-prof-HCIE-Lab] ssid HCIE-Lab

Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ssid-prof-HCIE-Lab] quit

[WACT-wlan-view]

#1E WAC2 6132 HCIE-Interview B3 SSID &4k .

[WAC1-wlan-view] ssid-profile name HCIE-Interview
[WAC1-wlan-ssid-prof-HCIE-Interview] ssid HCIE-Interview
Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ssid-prof-HCIE-Interview] quit
[WACT-wlan-view]

Bl5E VAP #&#%, HCIE-Lab #0 HCIE-Interview,
#1£ WAC2 6172 HCIE-Lab B9 VAP &1 .

[WAC2-wlan-view] vap-profile name HCIE-Lab
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[WAC2-wlan-vap-prof-HCIE-Lab] forward-mode direct-forward
[WAC2-wlan-vap-prof-HCIE-Lab] service-vlan vlan-id 110
[WAC2-wlan-vap-prof-HCIE-Lab] security-profile HCIE-Lab
[WAC2-wlan-vap-prof-HCIE-Lab] ssid-profile HCIE-Lab
[WAC2-wlan-vap-prof-HCIE-Lab] quit

#

#7E WAC2 _E 8132 HCIE-Interview B9 VAP &1y,

[WAC2-wlan-view] vap-profile name HCIE-Interview
[WAC2-wlan-vap-prof-HCIE-Interview] forward-mode direct-forward
[WAC2-wlan-vap-prof-HCIE-Interview] service-vlan vlan-id 120
[WAC2-wlan-vap-prof-HCIE-Interview] security-profile HCIE-Interview
[WAC2-wlan-vap-prof-HCIE-Interview] ssid-profile HCIE-Interview
[WAC2-wlan-vap-prof-HCIE-Interview] quit

#
%% VAP 1&HR N R AP AR,
7£ WAC2 i7H HCIE-Lab #0 HCIE-Interview {4 VAP 1&#k .

[WAC2-wlan-view] ap-group name HCIE

[WAC2-wlan-ap-group-HCIE] vap-profile HCIE-Lab wlan 1 radio all
[WAC2-wlan-ap-group-HCIE] vap-profile HCIE-Interview wlan 2 radio all
[WAC2-wlan-ap-group-HCIE] quit

[WAC2-wlan-view]

BE VAP 5555,
#1E WAC2 E&E VAP 5HAlER .

[WAC2-wlan-ap-group-HCIE] display vap all
Info: This operation may take a few seconds, please wait.
WID: WLAN ID

AP ID AP name RfID WID BSSID Status  Auth type STA

FO2F-A75E-5740  ON WPA2-PSK 0
FO2F-A75E-5741 ON WPA2-PSK 0
FO2F-A75E-5750  ON WPA2-PSK 0
FO2F-A75E-5751 ON WPA2-PSK 0

0 ap3
0 ap3
0 ap3
0 ap3

- o O o
N = N =

HCIE-Lab
HCIE-Interview
HCIE-Lab
HCIE-Interview

Total: 4
[WAC2-wlan-ap-group-HCIE]

SR 9 E ACE 3 Bl

& WACT B9 WLAN ;&i55Ih8E

#GIE S, FEcE WACT F1 WAC2 JigiifaR R, LthabiZRnaY WAC B9 IP itetikJs WAC

BYYE 1P HBhik

[WAC1-wlan-view] mobility-group name HCIE
[WAC1-mc-mg-HCIE] member ip-address 10.10.10.10
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[WAC1-mc-mg-HCIE] member ip-address 100.100.100.100
[WAC1-mc-mg-HCIE] quit

FZE WAC2 B9 WLAN ;&i55Ih8E

#OUEEIEFEH, FECE WACT F1 WAC2 JoiEiiseERk &, IHEALARANAY WAC B9 IP H#biit9 WAC

AUV 1P tthdik

[WAC2-wlan-view] mobility-group name HCIE
[WAC2-mc-mg-HCIE] member ip-address 10.10.10.10
[WAC2-mc-mg-HCIE] member ip-address 100.100.100.100
[WAC2-mc-mg-HCIE] quit

I8 10 I8IE WLAN AC [E=EEHNEESER.

£ WACT EBFEEHHARMS WACT #l WAC2 BPIRZ, 2 “State” /R “normal” BY, 3+

7~ WACT #1 WAC2 IF& .

[WAC2-mc-mg-HCIE] display mobility-group name HCIE

State IP address Description
normal 10.10.10.10 -
normal 100.100.100.100 -
Total: 2

[WAC2-mc-mg-HCIE] quit

TR 11 BE 802.11r Bk,

£ WACT 1{#F8E 802.11r IHEE

[WACT] wlan

[WAC1-wlan-view] ssid-profile name HCIE-Lab
[WAC1-wlan-ssid-prof-HCIE-Lab] dot11r enable

Warning: This action may cause service interruption. Continue? [Y/N] y
[WAC1-wlan-ssid-prof-HCIE-Lab] quit

#

[WAC1-wlan-view] ssid-profile name HCIE-Interview
[WAC1-wlan-ssid-prof-HCIE-Interview] dot11r enable

Warning: This action may cause service interruption. Continue? [Y/N] y
[WACT-wlan-ssid-prof-HCIE-Interview] quit

£ WAC2 H1{#F8E 802.11r IHEE

[WAC2] wlan

[WAC2-wlan-view] ssid-profile name HCIE-Lab
[WAC2-wlan-ssid-prof-HCIE-Lab] dot11r enable

Warning: This action may cause service interruption. Continue? [Y/N] y
[WAC2-wlan-ssid-prof-HCIE-Lab] quit

#

[WAC2-wlan-view] ssid-profile name HCIE-Interview
[WAC2-wlan-ssid-prof-HCIE-Interview] dot11r enable
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Warning: This action may cause service interruption. Continue? [Y/N] y
[WAC2-wlan-ssid-prof-HCIE-Interview] quit

£ 12 FEE WMM IhEL,

£ WACT EEcE WMM I8E, fEEEFISRILS TN EERMETER.
#BUEE 2.4 GHz STERRYSTSIENR, BCE AP _ERY EDCA 23, [HESFISNSR5TEERMNE

i
Mmoo

[WAC1-wlan-view] radio-2g-profile name HCIE-2.4GHz

[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] wmm edca-ap ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4
txoplimit 0 ack-policy normal

[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] wmm edca-ap ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit
0 ack-policy normal

[WACT1-wlan-radio-2g-prof-HCIE-2.4GHz] wmm edca-ap ac-be aifsn 12 ecw ecwmin 6 ecwmax 10
txoplimit 0 ack-policy normal

[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] wmm edca-ap ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10
txoplimit 0 ack-policy normal

[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] quit

[WACT-wlan-view]

[WAC1-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] radio-2g-profile HCIE-2.4GHz radio O
[WAC1-wlan-ap-group-HCIE] quit

[WACT-wlan-view]

#Bl32 5 GHz SRERAISTSTIENR , BCE AP LY EDCA £, HESTISR SR IERMEST

=
o

[WACT-wlan-view] radio-5g-profile name HCIE-5GHz

[WACT-wlan-radio-5g-prof-HCIE-5GHz] wmm edca-ap ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10
txoplimit 0 ack-policy normal

[WAC1-wlan-radio-5g-prof-HCIE-5GHz] wmm edca-ap ac-be aifsn 12 ecw ecwmin 6 ecwmax 10
txoplimit 0 ack-policy normal

[WACT-wlan-radio-5g-prof-HCIE-5GHz] wmm edca-ap ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit O
ack-policy normal

[WAC1-wlan-radio-5g-prof-HCIE-5GHz] wmm edca-ap ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit
0 ack-policy normal

[WAC1-wlan-radio-5g-prof-HCIE-5GHZz] quit

[WACT-wlan-view]

[WACT-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] radio-5g-profile HCIE-5GHz radio 1
[WAC1-wlan-ap-group-HCIE] quit

[WAC1T-wlan-view]

#1£ SSID ##1R T, BoE STA E£RY EDCA 2, FEEFMVBESMAFRNET S

[WAC1-wlan-view] ssid-profile name HCIE-Lab

[WAC1-wlan-ssid-prof-HCIE-Lab] wmm edca-client ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0
[WAC1-wlan-ssid-prof-HCIE-Lab] wmm edca-client ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit 0
[WAC1-wlan-ssid-prof-HCIE-Lab] wmm edca-client ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit O
[WAC1-wlan-ssid-prof-HCIE-Lab] wmm edca-client ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit O
[WAC1-wlan-ssid-prof-HCIE-Lab] quit
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[WAC1-wlan-view] ssid-profile name HCIE-Interview

[WACT1-wlan-ssid-prof-HCIE-Interview] wmm edca-client ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4
txoplimit 0

[WAC1-wlan-ssid-prof-HCIE-Interview] wmm edca-client ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit
0

[WACT1-wlan-ssid-prof-HCIE-Interview] wmm edca-client ac-be aifsn 12 ecw ecwmin 6 ecwmax 10
txoplimit 0

[WACT1-wlan-ssid-prof-HCIE-Interview] wmm edca-client ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10
txoplimit 0

[WAC1-wlan-ssid-prof-HCIE-Interview] quit

[WACT-wlan-view]7E WAC2 LECE WMM Ifge, (S sl SET LM ILERMLEE

Hioe

™o
#6172 2.4 GHz SRERRVSTSTUEN , BB AP LAY EDCA 2#, (FESFIMSR S IERMLE
o

[WAC2-wlan-view] radio-2g-profile name HCIE-2.4GHz

[WAC2-wlan-radio-2g-prof-HCIE-2.4GHz] wmm edca-ap ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4
txoplimit 0 ack-policy normal

[WAC2-wlan-radio-2g-prof-HCIE-2.4GHz] wmm edca-ap ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit
0 ack-policy normal

[WAC2-wlan-radio-2g-prof-HCIE-2.4GHz] wmm edca-ap ac-be aifsn 12 ecw ecwmin 6 ecwmax 10
txoplimit 0 ack-policy normal

[WAC2-wlan-radio-2g-prof-HCIE-2.4GHz] wmm edca-ap ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10
txoplimit 0 ack-policy normal

[WAC2-wlan-radio-2g-prof-HCIE-2.4GHz] quit

[WAC2-wlan-view]

[WAC2-wlan-view] ap-group name HCIE
[WAC2-wlan-ap-group-HCIE] radio-2g-profile HCIE-2.4GHz radio 0
[WAC2-wlan-ap-group-HCIE] quit

[WAC2-wlan-view]

#8li2 5 GHz SRERAVSTSTENR, BLE AP LAY EDCA 2%, (FESFITBRISMicERMET

f=]
3o

[WAC2-wlan-view] radio-5g-profile name HCIE-5GHz

[WAC2-wlan-radio-5g-prof-HCIE-5GHz] wmm edca-ap ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10
txoplimit 0 ack-policy normal

[WAC2-wlan-radio-5g-prof-HCIE-5GHz] wmm edca-ap ac-be aifsn 12 ecw ecwmin 6 ecwmax 10
txoplimit 0 ack-policy normal

[WAC2-wlan-radio-5g-prof-HCIE-5GHz] wmm edca-ap ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit 0
ack-policy normal

[WAC2-wlan-radio-5g-prof-HCIE-5GHz] wmm edca-ap ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit
0 ack-policy normal

[WAC2-wlan-radio-5g-prof-HCIE-5GHZz] quit

[WAC2-wlan-view]

[WAC2-wlan-view] ap-group name HCIE
[WAC2-wlan-ap-group-HCIE] radio-5g-profile HCIE-5GHz radio 1
[WAC2-wlan-ap-group-HCIE] quit

[WAC2-wlan-view]

#1£ SSID &4, ECE STA LRI EDCA 2%, (EEEMISNI ST ERMETER
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[WAC2-wlan-view] ssid-profile name HCIE-Lab

[WAC2-wlan-ssid-prof-HCIE-Lab] wmm edca-client ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0
[WAC2-wlan-ssid-prof-HCIE-Lab] wmm edca-client ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit 0
[WAC2-wlan-ssid-prof-HCIE-Lab] wmm edca-client ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit O
[WAC2-wlan-ssid-prof-HCIE-Lab] wmm edca-client ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit 0
[WAC2-wlan-ssid-prof-HCIE-Lab] quit

[WAC2-wlan-view] ssid-profile name HCIE-Interview

[WAC2-wlan-ssid-prof-HCIE-Interview] wmm edca-client ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4
txoplimit 0

[WAC2-wlan-ssid-prof-HCIE-Interview] wmm edca-client ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit
0

[WAC2-wlan-ssid-prof-HCIE-Interview] wmm edca-client ac-be aifsn 12 ecw ecwmin 6 ecwmax 10
txoplimit 0

[WAC2-wlan-ssid-prof-HCIE-Interview] wmm edca-client ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10
txoplimit 0

[WAC2-wlan-ssid-prof-HCIE-Interview] quit

[WAC2-wlan-view]

LI’ 13 BEMREREE.

ARBIPEFRIEVSIANEEIR MR ERS, LUFEEISIIES IR ERIE K, HRE
BHRT, FOLTMESRA 802.11e, FO TSI HNEMA DSCP, =TT
BRET IO E i B IE = AYKRE DSCP (LR maiIFE R, APAZ BN E,
#RUEEZ A “wlan-traffic” BUREENR, HEEMERMEIXE,

[WAC1-wlan-view] traffic-profile name HCIE

[WACT1-wlan-traffic-prof-wlan-HCIE] priority-map downstream trust dscp
[WACT1-wlan-traffic-prof-wlan-HCIE] priority-map downstream dscp 48 to 55 dot11e 4
[WAC1-wlan-traffic-prof-wlan-HCIE] priority-map downstream dscp 56 to 63 dot11e 5
[WACT1-wlan-traffic-prof-wlan-HCIE] priority-map downstream dscp 32 to 39 dot11e 6
[WACT1-wlan-traffic-prof-wlan-HCIE] priority-map downstream dscp 40 to 47 dot11e 7
[WAC1-wlan-traffic-prof-wlan-HCIE] priority-map tunnel-upstream trust dot11e
[WACT1-wlan-traffic-prof-wlan-HCIE] priority-map tunnel-upstream dot11e 6 dscp 32
[WAC1-wlan-traffic-prof-wlan-HCIE] priority-map tunnel-upstream dot11e 7 dscp 40
[WAC1-wlan-traffic-prof-wlan-HCIE] priority-map tunnel-upstream dot11e 4 dscp 48
[WACT1-wlan-traffic-prof-wlan-HCIE] priority-map tunnel-upstream dot11e 5 dscp 56
[WAC1-wlan-traffic-prof-wlan-HCIE] quit

#1£ VAP &R 5 | B EERR

[WAC1-wlan-view] vap-profile name HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-lab] traffic-profile HCIE

Warning: This action may cause service interruption. Continue? [Y/N] y
Info: This operation may take a few seconds, please wait......done.
[WAC1-wlan-vap-prof-HCIE-lab] quit

#

[WACT-wlan-view] vap-profile name HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] traffic-profile HCIE

Warning: This action may cause service interruption. Continue? [Y/N] y
Info: This operation may take a few seconds, please wait......done.
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| [WAC1-wlan-vap-prof-HCIE-Interview] quit

WAC2 5 WACT fYBCE—E, ABEIA,

LI 14 IGIE WMM TR BER

BE 2GHz §t5iitElR+ AP Lt EDCA 2HRVECEEE . TJLUEE) “ACVI” 1 “AC_VO” IRX
B9 EDCA SHULERSF “AC_BE” #1 “AC_BK” R3Z, EIt, MSHFNES I SLMEFERT
HAFE,

[WAC1-wlan-view] display radio-2g-profile name HCIE-2.4GHz

ECWmax ECWmin AIFSN TXOPLimit (32us)  Ack-Policy
AC VO 4 2 2 0 normal
AC VI 5 3 5 0 normal
AC_BE 10 6 12 0 normal
AC_BK 10 8 12 0 normal

[WACT-wlan-view]

&ZE SSID &R STA £ EDCA SHIIERCEREE . AILAEER “ACVI” 1 “AC_VO” #RXXH
EDCA SHf5ekaT “AC_BE” #1 “AC_BK” iIR3Z, Alt, MSFAIEESEMAERTE
BER

[WAC1-wlan-view] display ssid-profile name HCIE

ECWmax ECWmin AIFSN TXOPLimit (32us)

AC_VO 4 2 2 0
AC VI 5 3 5 0
AC_BE 10 6 12 0
AC_BK 10 8 12 0

EERSRRPILERRGIIIEEEE . TUFEE “ACVI” 1 “AC_VO” RIS ERIREE
DSCP fi5E#k=T “AC_BE” #1 “AC_BK” #RIIMANASEHRK, B, FRFHESZ IS 2ME
&% o

[WAC1-wlan-view] display traffic-profile name HCIE

CAPWARP priority upstream map mode: 802.11e map DSCP
0 map 0
1 map 8
2 map 16
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3 map 24
6 map 32
7 map 40
4 map 48
5 map 56
CAPWARP priority upstream map mode: 802.11e map 802.1p
0map 0
1 map 1
2 map 2
3map 3
4 map 4
5map5
6 map 6
7 map 7
WMM priority downstream map mode: DSCP map 802.11e
0-7 map 0
8-15 map 1
16-23 map 2
24-31 map 3
48-55 map 4
56-63 map 5
32-39 map 6
40-47 map 7
WMM priority downstream map mode: 802.1p map 802.11e
Omap 0
1 map 1
2 map 2
3map 3
4 map 4
5map5
6 map 6
7 map 7

e v 31 1A
IR 15 RERERE.

FiE WAC2 SCHIESIERAEK: FERS] AP3 TEA STA P ETERAREIT 4AM, B VAP
FrE STA B2 E1TIEEAREIT 100M,

[WAC2-wlan-view] traffic-profile name HCIE
[WAC2-wlan-traffic-prof-HCIE] rate-limit client up 4000
[WAC2-wlan-traffic-prof-HCIE] rate-limit vap up 100000
[WAC2-wlan-traffic-prof-HCIE] quit

#BEEREER TEXRFOEEES, TLERIEA STA B9 EFEZERHJ 4000
kbit/s(4Mbps), VAP TFEB STA BYE E1TIEZRHIJI 100000 kbit/s(100 Mbps) .

[WAC2-wlan-vap-prof-HCIE-Lab] display traffic-profile name HCIE

Profile ID 01
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Priority map downstream trust
User isolate mode

Rate limit client up (Kbps)

Rate limit client down (Kbps)
Rate limit VAP up (Kbps)

Rate limit VAP down (Kbps)
Rate limit client dynamic switch
Rate limit client dynamic (Mbps)

: DSCP

: disable

: 4000

: 4294967295
: 100000

: 4294967295
: enable

116

33fESE
3.3.1 Core-SW B2 E

#
sysname Core-SW
#
vlan batch 10 to 12 99 to 100 110 120
#
ip pool ap1
gateway-list 10.1.10.1
network 10.1.10.0 mask 255.255.255.0
excluded-ip-address 10.1.10.100
option 43 sub-option 3 ascii 10.10.10.10
#
ip pool ap2
gateway-list 10.1.100.1
network 10.1.100.0 mask 255.255.255.0
excluded-ip-address 10.1.100.100
option 43 sub-option 3 ascii 100.100.100.100
#
ip pool lab1
gateway-list 10.1.11.1
network 10.1.11.0 mask 255.255.255.0
#
ip pool interview1
gateway-list 10.1.12.1
network 10.1.12.0 mask 255.255.255.0
#
ip pool lab2
gateway-list 10.1.110.1
network 10.1.110.0 mask 255.255.255.0
#
ip pool interview2
gateway-list 10.1.120.1
network 10.1.120.0 mask 255.255.255.0
#
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interface Vlanif10
ip address 10.1.10.1 255.255.255.0
dhcp select global
#
interface Vlanif11
ip address 10.1.11.1 255.255.255.0
dhcp select global
#
interface Vlanif12
ip address 10.1.12.1 255.255.255.0
dhcp select global
#
interface Vlanif99
ip address 10.1.99.1 255.255.255.252
#
interface Vlanif100
ip address 10.1.100.1 255.255.255.0
dhcp select global
#
interface Vlanif110
ip address 10.1.110.1 255.255.255.0
dhcp select global
#
interface Vlanif120
ip address 10.1.120.1 255.255.255.0
dhcp select global
#
interface MEth0/0/1
ip address 172.21.59.1 255.255.128.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 100 110 120
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/5
port link-type trunk
port trunk allow-pass vlan 100 110 120
#
interface GigabitEthernet0/0/7
port link-type access
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port default vlan 99
#
ospf 1
area 0.0.0.0
network 10.1.10.1 0.0.0.0
network 10.1.11.1 0.0.0.0
network 10.1.12.1 0.0.0.0
network 10.1.99.1 0.0.0.0
network 10.1.100.1 0.0.0.0
network 10.1.110.1 0.0.0.0
network 10.1.120.1 0.0.0.0
#
return
<Core-SW>
3.3.2 AR1 BV E
#
sysname AR1
#
interface GigabitEthernet0/0/1
undo portswitch
ip address 10.1.99.2 255.255.255.252
#
interface GigabitEthernet0/0/2
undo portswitch
ip address 20.1.1.1 255.255.255.252
#
ospf 1
default-route-advertise always
area 0.0.0.0
network 10.1.99.2 0.0.0.0
return
<AR1>
3.3.3 WACT fic s
#
sysname WAC1
#
vlan batch 10 to 12
#

interface Vlanif10

ip address 10.1.10.100 255.255.255.0
#
interface GigabitEthernet0/0/1

port link-type trunk

port trunk allow-pass vlan 10 to 12
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#
interface LoopBackO
ip address 10.10.10.10 255.255.255.255
#
ospf 1
area 0.0.0.0
network 10.1.10.100 0.0.0.0
network 10.10.10.10 0.0.0.0
#
capwap source ip-address 10.10.10.10
#
wlan
traffic-profile name HCIE
priority-map downstream dscp 48 to 55 dot11e 4
priority-map downstream dscp 56 to 63 dot11e 5
priority-map downstream dscp 32 to 39 dot11e 6
priority-map downstream dscp 40 to 47 dot11e 7
priority-map tunnel-upstream dot11e 6 dscp 32
priority-map tunnel-upstream dot11e 7 dscp 40
priority-map tunnel-upstream dot11e 4 dscp 48
priority-map tunnel-upstream dot11e 5 dscp 56
security-profile name HCIE-Lab
security wpa2 psk pass-phrase %A%#Lr$}63&fr*y/m(BAY{[0"4dR7AAb6G (Ps+MYth11%A%# aes
security-profile name HCIE-Interview
security wpa2 psk pass-phrase %A%#=hhSVcyBMgVk$TQV]xSx3e%38U4N&"#oWCI\#UV%A%# aes
ssid-profile name HCIE-Lab
ssid HCIE-Lab
wmm edca-client ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit 0
wmm edca-client ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit 0
wmm edca-client ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit O
wmm edca-client ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0
dot11r enable
ssid-profile name HCIE-Interview
ssid HCIE-Interview
wmm edca-client ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit 0
wmm edca-client ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit O
wmm edca-client ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit 0
wmm edca-client ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0
dot11r enable
vap-profile name HCIE-Lab
service-vlan vlan-id 11
ssid-profile HCIE-Lab
security-profile HCIE-Lab
traffic-profile HCIE
vap-profile name HCIE-Interview
service-vlan vlan-id 12
ssid-profile HCIE-Interview

security-profile HCIE-Interview
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traffic-profile HCIE
radio-2g-profile name HCIE-2.4GHz
wmm edca-ap ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit 0 ack-policy normal
wmm edca-ap ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit 0 ack-policy normal
wmm edca-ap ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit 0 ack-policy normal
wmm edca-ap ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0 ack-policy normal
radio-5g-profile name default
radio-5g-profile name HCIE-5GHz
wmm edca-ap ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit 0 ack-policy normal
wmm edca-ap ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit 0 ack-policy normal
wmm edca-ap ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit 0 ack-policy normal
wmm edca-ap ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0 ack-policy normal
mobility-group name HCIE
member ip-address 10.10.10.10
member ip-address 100.100.100.100
ap-group name HCIE
regulatory-domain-profile HCIE
radio 0
radio-2g-profile HCIE-2.4GHz
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 1
radio-5g-profile HCIE-5GHz
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 2
radio-5g-profile HCIE-5GHz
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
ap-id 0 type-id 100 ap-mac 30fd-65f8-fd40 ap-sn 2102351TYR10L4004310
ap-name ap1
ap-group HCIE
ap-id 1 type-id 115 ap-mac f4de-af36-b300 ap-sn 2102352UBR10L6001295
ap-name ap2
ap-group HCIE
provision-ap
#
return
<WAC1>

3.3.4 WAC2 e E

#
sysname WAC2
#
vlan batch 100 110 120
#
interface Vlanif100
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ip address 10.1.100.100 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 100 110 120
#
interface LoopBackO
ip address 100.100.100.100 255.255.255.255
#
ospf 1
area 0.0.0.0
network 10.1.100.100 0.0.0.0
network 100.100.100.100 0.0.0.0
#
capwap source ip-address 100.100.100.100
#
wlan
traffic-profile name HCIE
rate-limit client up 4000
rate-limit vap up 100000
priority-map downstream dscp 48 to 55 dot11e 4
priority-map downstream dscp 56 to 63 dot11e 5
priority-map downstream dscp 32 to 39 dot11e 6
priority-map downstream dscp 40 to 47 dot11e 7
priority-map tunnel-upstream dot11e 6 dscp 32
priority-map tunnel-upstream dot11e 7 dscp 40
priority-map tunnel-upstream dot11e 4 dscp 48
priority-map tunnel-upstream dot11e 5 dscp 56
security-profile name HCIE-Lab
security wpa2 psk pass-phrase %A%#Kr9[0/=3A'p6%v3_~J9<zYiJ*;'H&3.\;,Q1,z\.%"%# aes
security-profile name default-wds
security wpa2 psk pass-phrase %A%#gNfl(V#y8:b/W|/(mY81#Z\D8~!8Y*#101RwV);+%A%# aes
security-profile name default-mesh
security wpa2 psk pass-phrase %A%#o[7"1"t]\4xd-e7_BV:3&kdR~nCGO!EI4DSuB>~E%/%# aes
security-profile name HCIE-Interview
security wpa2 psk pass-phrase %A%#rd3!Fln.A,d8%$:2&p}C"ysW/%4AwsNTiT& X|$ZHI%A%# aes
ssid-profile name HCIE-Lab
ssid HCIE-Lab
wmm edca-client ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit 0
wmm edca-client ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit 0
wmm edca-client ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit 0
wmm edca-client ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0
dot11r enable
ssid-profile name HCIE-Interview
ssid HCIE-Interview
wmm edca-client ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit 0

wmm edca-client ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit 0
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wmm edca-client ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit O
wmm edca-client ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0

dot11r enable
vap-profile name default

vap-profile name HCIE-Lab
service-vlan vlan-id 110
ssid-profile HCIE-Lab
security-profile HCIE-Lab
traffic-profile HCIE

vap-profile name HCIE-Interview
service-vlan vlan-id 120
ssid-profile HCIE-Interview
security-profile HCIE-Interview
traffic-profile HCIE

regulatory-domain-profile name HCIE

radio-2g-profile name HCIE-2.4GHz

wmm edca-ap ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit 0 ack-policy normal
wmm edca-ap ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit 0 ack-policy normal
wmm edca-ap ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit 0 ack-policy normal
wmm edca-ap ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0 ack-policy normal

radio-5g-profile name HCIE-5GHz

wmm edca-ap ac-be aifsn 12 ecw ecwmin 6 ecwmax 10 txoplimit 0 ack-policy normal
wmm edca-ap ac-bk aifsn 12 ecw ecwmin 8 ecwmax 10 txoplimit 0 ack-policy normal
wmm edca-ap ac-vi aifsn 5 ecw ecwmin 3 ecwmax 5 txoplimit 0 ack-policy normal
wmm edca-ap ac-vo aifsn 2 ecw ecwmin 2 ecwmax 4 txoplimit 0 ack-policy normal

mobility-group name HCIE
member ip-address 10.10.10.10
member ip-address 100.100.100.100
ap-group name HCIE
regulatory-domain-profile HCIE
radio 0
radio-2g-profile HCIE-2.4GHz
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 1
radio-5g-profile HCIE-5GHz
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 2
radio-5g-profile HCIE-5GHz
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
ap-group name default

ap-id 0 type-id 43 ap-mac f02f-a75e-5740 ap-sn 21500826412SH1906275

ap-name ap3
ap-group HCIE
provision-ap
#
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return
<WAC2>

3.3.5 Aggl B9ECE

#
sysname Agg1
#
vlan batch 10 to 12
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 10
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk pvid vlan 10
port trunk allow-pass vlan 10 to 12
#
return
<Agg1>

3.3.6 Agg2 HUECE

#
sysname Agg2
#
vlan batch 100 110 120
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 100 110 120
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 110 120
#
return
<Agg2>
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4 WLAN RIS

4.1 SCIGN R

4.1.1 FFARLIG
ASCISIEITIEEE WLAN XS SEE, 12 REEES WLAN 8RN ESa9ERE S -

4.1.2 SCISHAY
o ER WLAN SR EETE,
o  EE WLAN SHESHRINAL,
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4.1.3 SCIGZHM T B

GEO0/0/1

GED/0/7

GEO0/0/3
@ —

WAC1

GED/0/1 GE0/0/1
Aggl Agg2

GEO0/0/2

AP4

AP1 AP3
2 < A
" <~ "
E @ (((R)) AP5
PCT PC2

El4-1 WLAN RIEAILSEIR I NE]

4.1.4 L3RI
RIEIAH=, Aggl #1 Agg2 =2 PoE X#atl, AP1~AP2 EIRNfHEAESINE, BEEREY
1%, AP1~AP5 HSEFIIN=EEHoNEZE,
£ 24GHz, REE(ZEH 1. 5. 9. 13, 5GHz BISBEIMEES A0MHz, AESSENH
36~64, 149~165, =M AP Ef&EBIFIR{ESEE(KTF-75dBm FIRIFIRE .

7S EDCA SHARBIRAARYE, RIGHAZMIEEERHSH, BElELR, XX
RAZRGRENRE, BRREABPAR.
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F=4-1 VLAN iw ORI R 25T

13351 i i Wi |Pitht
PVID:1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
PVID:1
GE0/0/2 Trunk
Core-SW Allow-pass: VLAN 10 11 12
PVID:1
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12
GEO/0/7 Access PVID: 99
PVID:1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
PVID:10
Aggl GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 12
PVID:10
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12
PVID:1
GEQ/0/1 Trunk
Allow-pass: VLAN 10 11 12
Agg2
PVID:10
GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 12
PVID:1
WAC1T GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
2=4-2 IP iR
155 ] VLANZS#
VLANIf 10 10.1.10.1/24
VLANIf 11 10.1.11.1/24
Core-SW
VLANIf 12 10.1.12.1/24
VLANIf 99 10.1.99.1/30
VLANIf 10 10.1.10.100/24
WAC1
Loopback 0 10.10.10.10/32
AR1 GEO0/0/1 10.1.99.2/30
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154 iw VLANS %

GEO0/0/2 20.1.1.1/30

4.2 SLITSEECE

4.2.1 BeER
o EEHMMEEE, HERSEAN_E. =EEE.
o FEEAP L%,
o FE WLAN IS,
o MESE. MEEMMBIEE.
o EBRENE.
o FEEIESHIKRINEL.
o EEHMSHIARSEIRL.
o EBEIMEDITINGL.

422 BcETE

TR 1 REZEMLE.

EoEacHatl, Bl VLAN, BEERMNIEO,
# 1E Core-SW _E 8132 VLAN10~VLAN14 1 VLAN99

<Huawei>sys
[Huawei] sysname Core-SW
[Core-SW] vlan batch 10 to 12 99

# Be& Core-SW im 6B R FT/E VLAN,

[Core-SW] interface GigabitEthernet 0/0/1
[Core-SW-GigabitEthernet0/0/1] port link-type trunk
[Core-SW-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/1] quit

#

[Core-SW] interface GigabitEthernet 0/0/2
[Core-SW-GigabitEthernet0/0/2] port link-type trunk
[Core-SW-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/2] quit

#

[Core-SW] interface GigabitEthernet 0/0/3
[Core-SW-GigabitEthernet0/0/3] port link-type trunk
[Core-SW-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/3] quit
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#

[Core-SW] interface GigabitEthernet 0/0/7
[Core-SW-GigabitEthernet0/0/7] port link-type access
[Core-SW-GigabitEthernet0/0/7] port default vlan 99
[Core-SW-GigabitEthernet0/0/7] quit

# £ Aggl L8I# VLAN, ECEimOEEIN B1FEIZHY VLAN,

[Huawei] sysname Agg1

[Agg1] vlan batch 10 to 12

[Agg1] interface GigabitEthernet 0/0/1
[Agg1-GigabitEthernet0/0/1] port link-type trunk
[Agg1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/1] quit

#

[Agg1] interface GigabitEthernet 0/0/2
[Agg1-GigabitEthernet0/0/2] port link-type trunk
[Agg1-GigabitEthernet0/0/2] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/2] quit

#

[Agg1] interface GigabitEthernet 0/0/3
[Agg1-GigabitEthernet0/0/3] port link-type trunk
[Agg1-GigabitEthernet0/0/3] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/3] quit

# £ Agg2 EBIZ VLAN, EEinOZEBIR i@ VLAN,

[Huawei] sysname Agg2

[Agg2] vlan batch 10 to 12

[Agg2] interface GigabitEthernet 0/0/1
[Agg2-GigabitEthernet0/0/1] port link-type trunk
[Agg2-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Agg2-GigabitEthernet0/0/1] quit

#

[Agg?] interface GigabitEthernet 0/0/2
[Agg2-GigabitEthernet0/0/2] port link-type trunk
[Agg2-GigabitEthernet0/0/2] port trunk pvid vlan 10
[Agg2-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 12
[Agg2-GigabitEthernet0/0/2] quit

# £ WACT L6I# VLAN, BoEHimZEE N 1@ VLAN,

[WACT1] vlan batch 10 to 12

[WAC1] interface GigabitEthernet 0/0/1
[WAC1-GigabitEthernet0/0/1] port link-type trunk
[WAC1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[WAC1-GigabitEthernet0/0/1] quit

1B

IR 2 EE P,




S

HUAWEI

HCIE-WLAN sLISIES TR

%1161

FECEIR AT IP ik,
# 1£ Core-SW LHECE IP tbiit,

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] ip address 10.1.10.1 24
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] ip address 10.1.11.1 24
[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] ip address 10.1.12.1 24
[Core-SW-Vlanif12] quit

#

[Core-SW] interface Vlanif 99
[Core-SW-Vlanif99] ip address 10.1.99.1 30
[Core-SW-Vlanif99] quit

# BZE Core-SW _EHY IP Hhtit,

[Core-SW] display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 10
The number of interface that is DOWN in Physical is 0
The number of interface that is UP in Protocol is 9
The number of interface that is DOWN in Protocol is 1

Interface IP Address/Mask Physical
Vl0anif10 10.1.10.1/24 up
Vlanif11 10.1.11.1/24 up
Vlanif12 10.1.12.1/24 up
Vl0anif99 10.1.99.1/30 up
[Core-SW]

Protocol
up
up
up
up

# WAC1 EECE IP bt

[WACT] interface Vlanif 10

[WAC1-Vlanif10] ip address 10.1.10.100 24
[WAC1-Vlanif10] quit

#

[WAC1] interface LoopBack 0
[WAC1-LoopBack0] ip address 10.10.10.10 32
[WAC1-LoopBack0] quit

# AR1 LECE IP ik,
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[AR1] interface GigabitEthernet 0/0/1
[AR1-GigabitEthernet0/0/1] ip address 10.1.99.2 30
[AR1-GigabitEthernet0/0/1] quit

#

[AR1] interface GigabitEthernet 0/0/2
[AR1-GigabitEthernet0/0/2] ip address 20.1.1.1 30
[AR1-GigabitEthernet0/0/2] quit

L8] 3 BEKH,

ECESIEH, SEIMNEPMEERE, A5 Z(FEA OSPF AN
#1E Core-SW _H#2E OSPF, EE5AMRMER,

[Core-SW] ospf 1

[Core-SW-ospf-1] area 0

[Core-SW-ospf-1-area-0.0.0.0] network 10.1.10.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.11.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.12.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.99.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] return

<Core-SW>

#1E WACT tFERE OSPF, ESAMEMWER,

[WAC1] ospf 1

[WAC1-ospf-1] area O

[WAC1-ospf-1-area-0.0.0.0] network 10.1.10.100 0.0.0.0
[WACT1-ospf-1-area-0.0.0.0] return

<WAC1>

#1E AR1 LF2E OSPF, S5 AMENER,

[AR1] ospf 1

[AR1-ospf-1] area 0

[AR1-ospf-1-area-0.0.0.0] network 10.1.99.2 0.0.0.0
[AR1-ospf-1-area-0.0.0.0] return

<AR1>

TEREOAKH, SLIASRZRIREEIEIHIEIEELM
#1E£ AR1 E FAEUARRH

[AR1-ospf-1] default-route-advertise always
[ART-ospf-1] quit
[AR1]

£UR 4 $lgE DHCP Hehibith,
#7£ Core-SW £ AP B9 DHCP ikt .

[Core-SW] dhcp enable

[Core-SW] ip pool ap

[Core-SW-ip-pool-ap] network 10.1.10.0 mask 24
[Core-SW-ip-pool-ap] gateway-list 10.1.10.1
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[Core-SW-ip-pool-ap] excluded-ip-address 10.1.10.100
[Core-SW-ip-pool-ap] option 43 sub-option 3 ascii 10.10.10.10
[Core-SW-ip-pool-ap] quit

#

#1£ Core-SW _E 6l HCIE-Lab A DHCP Htitikith,

[Core-SW] ip pool lab

[Core-SW-ip-pool-lab] network 10.1.11.0 mask 24
[Core-SW-ip-pool-lab] gateway-list 10.1.11.1
[Core-SW-ip-pool-lab] quit

#1E Core-SW _ 8172 HCIE-Interview B3 DHCP hibith

[Core-SW] ip pool interview
[Core-SW-ip-pool-interview] network 10.1.12.0 mask 24
[Core-SW-ip-pool-interview] gateway-list 10.1.12.1
[Core-SW-ip-pool-interview] quit

#1£ Core-SW $Z[1 T8 DHCP £F1&¢E,

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] dhcp select global
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] dhcp select global
[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] dhcp select global
[Core-SW-Vlanif12] quit

#BZE DHCP it

[Core-SW] display ip pool

Pool-name jap

Pool-No :0

Lease : 1 Days 0 Hours 0 Minutes
Position : Local

Status : Unlocked

Gateway-0 :10.1.10.1

Network :10.1.10.0

Mask : 255.255.255.0

VPN instance S ==
Conflicted address recycle interval: -

Address Statistic: Total 1253 Used 12
Idle : 250 Expired :0
Conflict :0 Disabled 01

Pool-name :lab
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Pool-No 01
Lease : 1 Days 0 Hours 0 Minutes
Position : Local
Status : Unlocked
Gateway-0 :10.1.11.1
Network :10.1.11.0
Mask : 255.255.255.0

VPN instance -
Conflicted address recycle interval: -

Address Statistic: Total : 253 Used :0
Idle : 253 Expired :0
Conflict :0 Disabled :0

Pool-name : interview

Pool-No 12

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.12.1

Network :10.1.12.0

Mask : 255.255.255.0

VPN instance -
Conflicted address recycle interval: -

Address Statistic: Total 1253 Used :0
Idle : 253 Expired :0
Conflict :0 Disabled :0

LR 5 B AP L5,
#7£ WACT EECE CAPWAP jRitbE,

[WAC1] capwap source ip-address 10.10.10.10

#£ WACT eI EEER, FAERREEFE (MRRSEEPEIAIMEKNFEZL T
RAIEZRES ) o

[WACT] wlan

[WAC1-wlan-view] regulatory-domain-profile name HCIE
[WACT-wlan-regulate-domain-HCIE] country-code CN
[WAC1-wlan-regulate-domain-HCIE] quit

#1E WACT E6IZ2 AP 4H, H4IEESIEER.

[WACT-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] regulatory-domain-profile HCIE
[WAC1-wlan-ap-group-HCIE] quit

#1E£ WACT _E3500 AP 89 MAC etk ( MAC #tetibE{#BESCRRIAE AR AP MAC itk ) o

[WAC1-wlan-view] ap-mac 30fd-65f8-fd40
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[WAC1-wlan-ap-0] ap-name ap1

[WAC1-wlan-ap-0] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-0] quit

#

[WAC1-wlan-view] ap-mac f4de-af36-b300

[WAC1-wlan-ap-1] ap-name ap2

[WAC1-wlan-ap-1] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-1] return

#

[WAC1-wlan-view] ap-mac f02f-a75e-5740

[WAC1-wlan-ap-2] ap-name ap3

[WAC1-wlan-ap-2] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC2-wlan-ap-0] quit

BE WACT B9 AP IRZ,

<WAC1> display ap all
Total AP information:

nor : normal [3]

Extralnfo : Extra information

P : insufficient power supply

ID MAC Name Group IP Type State STA Uptime  Extralnfo
0 30fd-65f8-fd40 ap1 HCIE 10.1.10.216  AP7060DN nor 0 48S P

1 f4de-af36-b300 ap2 HCIE 10.1.10.189  AirEngine5760-10 nor 0 42S -

3 f02f-a75e-5740 ap3 HCIE 10.1.100.155 AP4030DN nor 0 9S -
Total: 3

<WAC1>

I 6 EE WACT 1 WLAN WE5%,

BlEEZ 28R, HCIE-Lab 1 HCIE-Interview 9 B{EFEARRIAIZRD .
#7E£ WACT L6832 HCIE-Lab 22181 .

[WAC1-wlan-view] security-profile name HCIE-Lab
[WAC1-wlan-sec-prof-HCIE-Lab] security wpa2 psk pass-phrase HCIE@LAB aes
[WAC1-wlan-sec-prof-HCIE-Lab] quit

#1£ WAC1 EBIE HCIE-Interview 22184,
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[WAC1-wlan-view] security-profile name HCIE-Interview
[WAC1-wlan-sec-prof-HCIE-Interview] security wpa2 psk pass-phrase HCIE@INTERVIEW aes
[WACT1-wlan-sec-prof-HCIE-Interview] quit

Bl% SSID #&#x, HCIE-Lab #0 HCIE-Interview,
#7E WACT 632 HCIE-Lab A3 SSID 1&4#R .

[WAC1-wlan-view] ssid-profile name HCIE-Lab
[WAC1-wlan-ssid-prof-HCIE-Lab] ssid HCIE-Lab

Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ssid-prof-HCIE-Lab] quit

[WACT-wlan-view]

#1£ WAC1 _E8I%2 HCIE-Interview B9 SSID &%,

[WAC1-wlan-view] ssid-profile name HCIE-Interview
[WAC1-wlan-ssid-prof-HCIE-Interview] ssid HCIE-Interview
Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ssid-prof-HCIE-Interview] quit
[WACT-wlan-view]

BI%E VAP #&#k, HCIE-Lab 0 HCIE-Interview
#7E WAC1 6% HCIE-Lab B VAP #&#% o

[WAC1-wlan-view] vap-profile name HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] forward-mode direct-forward
[WACT1-wlan-vap-prof-HCIE-Lab] service-vlan vlan-id 11
[WAC1-wlan-vap-prof-HCIE-Lab] security-profile HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] ssid-profile HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] quit

#

#1E WACT 6132 HCIE-Interview B9 VAP #81R

[WAC1-wlan-view] vap-profile name HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Interview] service-vlan vlan-id 12
[WACT1-wlan-vap-prof-HCIE-Interview] security-profile HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] ssid-profile HCIE-Interview
[WACT-wlan-vap-prof-HCIE-Interview] quit

%% VAP 1&HR N FEEI AP AR .
#7£ WAC1 5 HCIE-Lab #0 HCIE-Interview BY VAP &y .

[WACT-wlan-view] ap-group name HCIE

[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Lab wlan 1 radio all
[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Interview wlan 2 radio all
[WAC1-wlan-ap-group-HCIE] quit

[WAC1T-wlan-view]

BE VAP §HTE R
#1E WACT E&EE VAP 5HRIER




S

HUAWEI

HCIE-WLAN sLISIES TR 1221

[WAC1-wlan-view] display vap all
Info: This operation may take a few seconds, please wait.

WID: WLAN ID

AP ID AP name RfID WID BSSID Status  Auth type STA SSID

0 ap1 0 1 30FD-65F8-FD40  ON WPA2-PSK 0 HCIE-Lab

0 ap1 0 2 30FD-65F8-FD41 ON WPA2-PSK 0 HCIE-Interview
0 ap1 1 1 30FD-65F8-FD50 ON WPA2-PSK 0 HCIE-Lab

0 ap1 1 2  30FD-65F8-FD51 ON WPA2-PSK 0 HCIE-Interview
1 ap2 0o 1 FADE-AF36-B300 ON WPA2-PSK 0 HCIE-Lab

1 ap2 0 2 FA4DE-AF36-B301 ON WPA2-PSK 0 HCIE-Interview
1 ap2 1 1 FADE-AF36-B310 ON WPA2-PSK 2 HCIE-Lab

1 ap2 1 2 FADE-AF36-B311 ON WPA2-PSK 0 HCIE-Interview
2 ap3 0 1 FO2F-A75E-5740 ON WPA2-PSK 0 HCIE-Lab

2 ap3 0 2 FO2F-A75E-5741 ON WPA2-PSK 0 HCIE-Interview
2 ap3 1 1 FO2F-A75E-5750 ON WPA2-PSK 0 HCIE-Lab

2 ap3 1 2 FO2F-A75E-5751 ON WPA2-PSK 0 HCIE-Interview
Total: 12

[WACT-wlan-view]

LR 7 [EReTIAENINEE.

#15 2.4GHz BSRTFHAIESZ IREIRE S 60%, SRSRTFHAIEZIRRES 60%, STA FHEAY
SZIRERN 25,

[WACT-wlan-view] radio-2g-profile name HCIE-2.4GHz
[WACT-wlan-radio-2g-prof-HCIE-2.4GHz] interference detect-enable
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHZz] interference co-channel threshold 60
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHZz] interference adjacent-channel threshold 60
[WACT-wlan-radio-2g-prof-HCIE-2.4GHz] interference station threshold 25
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] quit

[WAC1-wlan-view] ap-group name HCIE

[WAC1-wlan-ap-group-HCIE] radio-2g-profile HCIE-2.4GHz radio O

Warning: This action may cause service interruption. Continue?[Y/N]y

Warning: After configuration synchronization is enabled, an exception of the local or backup controller
may lead to a configuration synchronization failure.

[WAC1-wlan-ap-group-HCIE] quit#¥§ 5GHz ESRFMBSE IRIEIRE D 60%, BERFH
HEZIIBRIES 60%, STA FHMAIEZEIIREN 25,

[WACT-wlan-view] radio-5g-profile name HCIE-5GHz
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] interference detect-enable
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] interference co-channel threshold 60
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] interference adjacent-channel threshold 60
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] interference station threshold 25
[WAC1-wlan-radio-5g-prof-HCIE-5GHZz] quit

[WACT-wlan-view] ap-group name HCIE

[WAC1-wlan-ap-group-HCIE] radio-5g-profile HCIE-5GHz radio 1
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Warning: This action may cause service interruption. Continue?[Y/N]y

Warning: After configuration synchronization is enabled, an exception of the local or backup controller
may lead to a configuration synchronization failure.

[WAC1-wlan-ap-group-HCIE] quit
[WACT-wlan-view]

LI 8 FESHTAN.

BITECESHEM, hSEE AP BYEE. FTRAAIEINR, AILUMER— WAC EIERYE AP
REFEX T, RIE AP THEE— I ®RIERS

[WAC1-wlan-view] ap-group name HCIE

[WAC1-wlan-ap-group-HCIE] radio 0
[WAC1-wlan-group-radio-HCIE/O] calibrate auto-channel-select enable
[WAC1-wlan-group-radio-HCIE/O] calibrate auto-txpower-select enable

#1£ 5 GHz SRERAILAERERNSTHEIERINGE (2.4 GHz TiEFR ) ©

[WAC1-wlan-ap-group-HCIE] radio 1

[WAC1-wlan-group-radio-HCIE/1] calibrate auto-channel-select enable
[WAC1-wlan-group-radio-HCIE/1] calibrate auto-txpower-select enable
[WAC1-wlan-group-radio-HCIE/1] calibrate auto-bandwidth-select enable

ECE AP Y DFS flik(EE. EIESE. TPC FINEE,

[WAC1-wlan-view] rrm-profile name HCIE
[WAC1-wlan-rrm-prof-HCIE] undo dfs smart-selection disable
[WAC1-wlan-rrm-prof-HCIE] dfs recover-delay 10
[WAC1-wlan-rrm-prof-HCIE] calibrate noise-floor-threshold -73
[WAC1-wlan-rrm-prof-HCIE] calibrate tpc threshold -61
[WAC1-wlan-rrm-prof-HCIE] calibrate max-tx-power 127
[WAC1-wlan-rrm-prof-HCIE] calibrate min-tx-power radio-5g 127
[WAC1-wlan-rrm-prof-HCIE] calibrate retransmission-rate-threshold 55
[WAC1T-wlan-rrm-prof-HCIE] calibrate retransmission-rate-check interval 1 traffic-threshold 1500
[WAC1-wlan-rrm-prof-HCIE] quit

[WACT-wlan-view] radio-2g-profile name HCIE-2.4GHz
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] rrm-profile HCIE
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] quit

[WACT-wlan-view] radio-5g-profile name HCIE-5GHz
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] rrm-profile HCIE
[WAC1-wlan-radio-5g-prof-HCIE-5GHZz] quit

#ECBIHIAMAVE, SHRALAER auto =X, FERAIRIEIEIFES 1200 5544, IRt
89 03:00:00,

[WAC1-wlan-view] calibrate enable auto interval 1200 start-time 03:00:00

#CIZESISTAMEREE . YIRTE RRM 1EIR NECE T RAUATEMAIEIRSEE, XBAISTTESREE
7 noise-floor, BMINEEALERL

[WAC1-wlan-view] calibrate policy noise-floor

#ECE SRR BUE .

’ [WAC1-wlan-view] calibrate sensitivity high
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#ECEIRMEEESHIENTE.

[WAC1-wlan-view] regulatory-domain-profile name HCIE
[WAC1-wlan-regulate-domain-HCIE] dca-channel 5g bandwidth 40mhz
[WAC1-wlan-regulate-domain-HCIE] dca-channel 2.4g channel-set 1,5,9,13
[WAC1-wlan-regulate-domain-HCIE] dca-channel 5g channel-set
36,40,44,48,52,56,60,64,149,153,157,161,165
[WAC1-wlan-regulate-domain-HCIE] quit

#HEBEEEMNET R RR REHERE N 7.

[WACT-wlan-view] calibrate environment-deterioration-blacklist threshold 7

£ 9 FERLIIEINEE.
EeERIZ D3RR, SRR ISHSENINEEER

[WAC1-wlan-view] air-scan-profile name HCIE
[WAC1-wlan-air-scan-prof-HCIE] undo scan-channel-set
[WAC1-wlan-air-scan-prof-HCIE] undo scan-disable
[WACT1-wlan-air-scan-prof-HCIE] scan-channel-set country-channel
[WAC1-wlan-air-scan-prof-HCIE] scan-interval 12000
[WAC1-wlan-air-scan-prof-HCIE] scan-period 80
[WACT1-wlan-air-scan-prof-HCIE] quit

#E=OFEERSPER 2 GHz 57 5 GHz §33TtER o

[WAC1-wlan-view] radio-2g-profile name HCIE-2.4GHz
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] air-scan-profile HCIE
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] quit
[WACT-wlan-view] radio-5g-profile name HCIE-5GHz
[WAC1-wlan-radio-5g-prof-HCIE-5GHZz] air-scan-profile HCIE
[WAC1-wlan-radio-5g-prof-HCIE-5GHZz] quit

LB 10 KESHUARESES
BRI EEMEN T

[WAC1] display wlan calibrate channel-set ap-group name HCIE

AP group : HCIE

Country code :CN

Radio band Bandwidth Channel Set

2.4G 20MHz 1,5,9,13

5G 40MHz 36-40,44-48,52-56,60-64,149-153,157-161
[WAC1]

BE AP [SEFIREINRES (R B NEEIRE

[WAC1] display ap config-info ap-id 0

AP MAC : 30fd-65f8-fd40
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AP SN

AP type

AP name

AP group

AP branch group
Country code

:2102351TYR10L4004310

: AP7060DN
:apl
: HCIE

Radio 0 configurations:
Radio enable

Work mode

WDS mode

Mesh mode

Radio band

Radio type

Flexible radio switch
Config channel/bandwidth
Actual channel/bandwidth
Config EIRP

Actual EIRP

Maximum EIRP

VAP configurations:
WLAN ID 1:
SSID
Forward mode
Authen mode
Encrypt mode
Service vlan
WLAN ID 2:
SSID
Forward mode
Authen mode
Encrypt mode
Service vlan

:yes
: normal

124G

: 11ax

:on

:-/20M
:6/20M

1127

128

: HCIE-Lab

: direct-forward
: WPA2-PSK

: AES

: 11

: HCIE-Interview
: direct-forward
: WPA2-PSK

: AES

Radio 1 configurations:
Radio enable

Work mode

WDS mode

Mesh mode

Radio band

Radio type

Flexible radio switch
Config channel/bandwidth
Actual channel/bandwidth
Config EIRP

Actual EIRP

Maximum EIRP

:5G

: 11ax

:on
:-/20M
:161/20M
1127

:10

129
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VAP configurations:
WLAN ID 1:
SSID
Forward mode
Authen mode
Encrypt mode
Service vlan
WLAN ID 2:
SSID
Forward mode
Authen mode
Encrypt mode
Service vlan

: HCIE-Lab

: direct-forward
: WPA2-PSK

: AES

: 11

: HCIE-Interview
: direct-forward
: WPA2-PSK

: AES

AP system profile
Regulatory domain profile
WIDS profile

Radio 0

Radio 2.4G profile

Radio 5G profile

VAP profile

WLAN 1
WLAN 2

Mesh profile

WDS profile

Mesh whitelist profile

WDS whitelist profile

Location profile
Radio switch
Channel
Channel bandwidth
EIRP(dBm)
Antenna gain(dB)
Coverage distance(100 m)
Work mode

Flexible radio switch
Radio frequency
Spectrum analysis
WIDS device detect
WIDS attack detect
WIDS contain switch
Auto channel select
Auto bandwidth select
Auto transmit power select
Reference data-analysis

: default
: HCIE
: default

: HCIE-2.4GHz

: HCIE-Lab
: HCIE-Interview

: enable
: 20mhz
1127

: 3

: normal
:on
124G

: disable
: disable

: wpa-psk wpa2-psk wapi-psk wep-share-key

: disable
: enable
: enable
: enable
: enable
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Radio 1
Radio 5G profile : HCIE-5GHz
VAP profile
WLAN 1 : HCIE-Lab
WLAN 2 : HCIE-Interview
Mesh profile
WDS profile
Mesh whitelist profile
WDS whitelist profile
Location profile :
Radio switch : enable
Channel i -
Channel bandwidth : 20mhz
EIRP(dBm) 1127
Antenna gain(dB) 1=
Coverage distance(100 m) 13
Work mode : normal
Flexible radio switch :on
Radio frequency :5G
Spectrum analysis : disable
[WACT]

IR 11 B AP1 I AP2 tasktass,

{ERERISARIIETINGE, FcERTIIERTRIAIIR 20 MR, EEMSREIIEHEMRIE
FRPHRIEEIIRS 5 Mg, siSREISEEMRAY RSSI E79-68 dBm, RSSI E(HEE
7910 dB.,

[WAC1-wlan-view] rrm-profile name HCIE

[WAC1T-wlan-rrm-prof-HCIE] undo sta-load-balance dynamic disable
[WAC1-wlan-rrm-prof-HCIE] sta-load-balance dynamic sta-number start-threshold 20
[WAC1-wlan-rrm-prof-HCIE] sta-load-balance dynamic sta-number gap-threshold number 5
[WAC1-wlan-rrm-prof-HCIE] sta-load-balance dynamic rssi-threshold -68
[WAC1T-wlan-rrm-prof-HCIE] sta-load-balance dynamic rssi-diff-gap 10
[WAC1-wlan-rrm-prof-HCIE]

BT RRM 1EREE40EE, AR EEBRITEE.
£ 12 BLEEEEEN.

FEERESIFIIRE, RERRESIIFAIMASIN/IRE SNR, REIREX 20 dB, REMALR
i EREFIERISZE IR0 15 dB, {REMEIIRA 5 dB.

[WAC1-wlan-view] rrm-profile name HCIE

[WAC1-wlan-rrm-prof-HCIE] undo smart-roam disable

[WAC1T-wlan-rrm-prof-HCIE] smart-roam roam-threshold check-snr
[WAC1T-wlan-rrm-prof-HCIE] smart-roam roam-threshold snr 20

[WACT-wlan-rrm-prof-HCIE] smart-roam snr-margin high-level-margin 15 low-level-margin 5
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[WAC1-wlan-rrm-prof-HCIE] quit
[WACT-wlan-view]

LI’ 13 BEBESAFPTE.

FEtREEEIFAFPTE&IN8E, ARBNMEE SNR, SNRIJREN 15 dB, @HIFAF TR

MEHAYS 300 =7

[WAC1-wlan-view] rrm-profile name HCIE

[WAC1-wlan-rrm-prof-HCIE] undo smart-roam quick-kickoff-threshold disable
[WAC1-wlan-rrm-prof-HCIE] smart-roam quick-kickoff-threshold check-snr
[WAC1-wlan-rrm-prof-HCIE] smart-roam quick-kickoff-threshold snr 15
[WAC1T-wlan-rrm-prof-HCIE] smart-roam quick-kickoff-snr check-interval 300
[WAC1-wlan-rrm-prof-HCIE] quit

[WACT-wlan-view]

£ 14 BERP CAC,

BCEE AP IEANLIREEET 40 MY, BRRFFHFEN.

[WAC1-wlan-view] rrm-profile name HCIE

[WAC1T-wlan-rrm-prof-HCIE] uac client-number enable
[WAC1T-wlan-rrm-prof-HCIE] uac client-number threshold access 40 roam 40
[WAC1-wlan-rrm-prof-HCIE] quit

I 15 EERS EDCA SHIFE,

{EREENTS EDCA SEUFEINEE, ECE BE ARSZHIIIIRIE.

[WAC1-wlan-view] rrm-profile name HCIE
[WAC1-wlan-rrm-prof-HCIE] dynamic-edca enable
[WAC1-wlan-rrm-prof-HCIE] dynamic-edca threshold be-service 20
[WACT-wlan-rrm-prof-HCIE] quit

$IR 16 BEZFLNTRELUARELERZINA.

£ 2.4 GHz /1 5 GHz SHMRIRIE T, {£8E AP RUEBINRIFEINGE .

[WACT-wlan-view] radio-2g-profile name HCIE-2.4GHz
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] power auto-adjust enable
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] quit

[WAC1-wlan-view] radio-5g-profile name HCIE-5GHz
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] power auto-adjust enable
[WAC1-wlan-radio-5g-prof-HCIE-5GHZz] quit

BeEEREREINRE .

[WACT-wlan-view] radio-2g-profile name HCIE-2.4GHz
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] smart-antenna enable

[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] smart-antenna valid-per-scope high-per-threshold 90
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] smart-antenna valid-per-scope low-per-threshold 20
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] smart-antenna training-interval auto
[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] smart-antenna training-mpdu-number 480
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[WAC1-wlan-radio-2g-prof-HCIE-2.4GHz] quit

[WAC1-wlan-view] radio-5g-profile name HCIE-5GHz

[WAC1-wlan-radio-5g-prof-HCIE-5GHz] smart-antenna enable
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] smart-antenna valid-per-scope high-per-threshold 90
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] smart-antenna valid-per-scope low-per-threshold 20
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] smart-antenna training-interval auto
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] smart-antenna training-mpdu-number 480
[WAC1-wlan-radio-5g-prof-HCIE-5GHz] quit

[WACT-wlan-view]

4.3 ERIGUF
4.3.1 BE 2.4 GHz SRR EEE .

#EE 2G SHHERAIEEE RS IBER.

[WAC1-wlan-view] display radio-2g-profile name HCIE-2.4GHz

Radio type : 802.11ax

Power auto adjust : enable

Beacon interval (TUs) : 100
Beamforming switch : disable

Support short preamble : support
Fragmentation threshold (Byte) : 2346

Channel switch announcement : enable

Channel switch mode : continue

Guard interval mode : short

802.11ax Guard interval mode : dot8

A-MPDU switch : enable

HT A-MPDU length limit 2 3

A-MSDU switch : auto
RTS-CTS-mode : rts-cts
RTS-CTS-threshold : 1400

802.11bg basic rate 212

802.11bg support rate 12569111218 24 36 48 54
Multicast rate 2.4G : auto adapt
Interference detect switch : enable
Co-channel frequency interference threshold (%) : 60
Adjacent-channel frequency interference threshold (%) : 60
Station interference threshold : 25

WMM switch : enable
Mandatory switch : disable

Auto-off start time D -
Auto-off end time -
Auto-off time-range i
Wifi-light mode : signal-strength
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Utmost power switch : auto
Rrm-profile : HCIE
Air-scan-profile : HCIE
Smart-antenna : enable
Agile-antenna-polarization : disable
CCA threshold (dBm) -
High PER threshold (%) 190
Low PER threshold (%) : 20
Training interval(s) :auto
Training mpdu num 1480
Throughput trigger training threshold (%) 210
Autonavigation roam optimize beacon interval (TUs) 160
VIP user bandwidth reservation ratio (%) : 20

ECWmax ECWmin AIFSN TXOPLimit (32us)  Ack-Policy

AC_VO 3 2 1 47 normal
AC VI 4 3 1 94 normal
AC BE 6 4 3 0 normal
AC_BK 10 4 7 0 normal

[WACT-wlan-view]

4.3.2 BE 5 GHz SHEIRECE(EE .

[WAC1-wlan-view] display radio-5g-profile name HCIE-5GHz
Radio type : 802.11ax
Power auto adjust : enable

Beacon interval (TUs) : 100
Beamforming switch : disable
Fragmentation threshold (Byte) : 2346

Channel switch announcement : enable
Channel switch mode : continue
Guard interval mode : short
802.11ax guard interval mode : dot8

A-MPDU switch : enable

HT A-MPDU length limit 13

VHT A-MPDU length limit 27

A-MSDU switch :auto

VHT A-MSDU Max frame number 12
RTS-CTS-mode : RTS-CTS
RTS-CTS-threshold : 1400

802.11a basic rate 161224
802.11a support rate 16912 18 24 36 48 54
Multicast rate 5G : auto adapt
VHT mcs 199999999
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Interference detect switch : enable
Co-channel frequency interference threshold (%)
Adjacent-channel frequency interference threshold (%)
Station interference threshold :25

WMM switch : enable
Mandatory switch : disable
Auto-off start time i
Auto-off end time -
Auto-off time-range D -

Utmost power switch : auto
Rrm-profile : HCIE
Air-scan-profile : HCIE
Smart-antenna : enable
Agile-antenna-polarization : disable
CCA threshold (dBm) D -

High PER threshold (%)

Low PER threshold (%)

Training interval(s)

Training mpdu num

Throughput trigger training threshold (%)
Autonavigation roam optimize beacon interval (TUs)
VIP user bandwidth reservation ratio (%)

: 60
: 60

WiFi-light mode : signal-strength

: 90

: 20

: auto
: 480

ECWmax ECWmin AIFSN TXOPLimit (32us)
AC_ VO 3 2 1 47
AC VI 4 3 1 94
AC_BE 6 4 3 0
AC_BK 10 4 7

Ack-Policy
normal
normal
normal
normal

[WACT-wlan-view]

4.3.3 BE RRM EIRIVEE,

<WACT1> display rrm-profile name HCIE

Calibrate tpc threshold (dBm)

Maximum 2.4G calibration TX power (dBm)
Maximum 5G calibration TX power (dBm)
Minimum 2.4G calibration TX power (dBm)
Minimum 5G calibration TX power (dBm)
Calibrate retransmission rate check interval (min)

Airtime fairness schedule

Calibrate retransmission rate check traffic threshold (kbps)

Retransmission rate threshold for trigger channel/power select (%) :55
Noise-floor threshold for trigger channel/power select (dBm) :-73

1127
1127
1127
1127

|

: 1500

: disable
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Dynamic adjust EDCA parameter

Dynamic EDCA be-service threshold

UAC check client's SNR

UAC client's SNR threshold (dB)

UAC check client number

UAC client number access threshold

UAC client number roam threshold

Action upon reaching the UAC threshold

Band steer deny threshold

Band steer SNR threshold (dB)

Band balance start threshold

Band balance gap threshold (%)

Client's band expire based on continuous probe counts
Station load balance

Station load balance mode

Station load balance RSSI threshold (dBm)
Station load balance RSSI-diff-gap threshold (dBm)
Station load balance sta-number start threshold
Station load balance sta-number gap threshold (percentage)
Station load balance sta-number gap threshold (number)
Station load balance deauth fail times

Station load balance BTM fail times

Station load balance steer-restrict restrict time(s)
Station load balance steer-restrict probe threshold
Station load balance steer-restrict auth threshold
Station load balance probe-report interval(s)

BSS color switch

Spatial reuse switch

Smart-roam

Smart-roam quick kickoff

Smart-roam check SNR

Smart-roam quick kickoff check SNR

Smart-roam check rate

Smart-roam quick kickoff check rate

Smart-roam standing SNR threshold (dB)
Smart-roam SNR quick-kickoff-threshold (dB)
Smart-roam rate threshold (%)

Smart-roam rate quick-kickoff-threshold (%)
Smart-roam high level SNR margin (dB)
Smart-roam low level SNR margin (dB)
Smart-roam SNR check interval(s)

Smart-roam unable roam client expire time (min)
Smart-roam quick-kickoff SNR check interval (ms)
Smart-roam quick-kickoff SNR P-N observe time
Smart-roam quick-kickoff SNR P-N qualify time
Smart-roam advanced scan

Smart-roam quick-kickoff back off time

AMC policy

: enable

120

: disable

215

: enable

140

140

: SSID broadcast
:0

120

: 100

: 90

:35

: enable

: sta-number
:-68

210

: 20

U o1 o1 © Un

:0

1120

: enable
: enable
: enable
: enable
: enable
: enable
: disable
: disable
: 25

;15

: 20

: 20

;15

:5

:3

1120

: 300

16

14

: enable
: 60

: auto-balance
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High density AMC optimize : disable
SFN roam check high threshold (dBm) :-55
SFEN roam check low threshold (dBm) 1 -60
SFN roam check interval (ms) : 700
SFN roam report interval (ms) : 400
SFEN roam check rssi-accumulate threshold (dB) : 8
SFN roam check sta-holding times 13
SFN roam check gap-rssi (dB) 16
SFN roam check better-times 12
DFS smart select : enable
DFS recover delay time (min) 110
Multimedia air optimize : disable
Multimedia air optimize threshold

Voice : 30
Video : 100
<WAC1>

4.4 FcESE
4.4.1 WACT p9tic &

#

sysname WAC1
#
vlan batch 10 to 12
#
interface Vlanif10

ip address 10.1.10.100 255.255.255.0
#
interface Ethernet0/0/47
#
interface GigabitEthernet0/0/1

port link-type trunk

port trunk allow-pass vlan 10 to 12
#
interface LoopBackO

ip address 10.10.10.10 255.255.255.255
#
ospf 1

area 0.0.0.0

network 10.1.10.100 0.0.0.0
network 10.10.10.10 0.0.0.0

#
ip route-static 0.0.0.0 0.0.0.0 10.1.10.1
#
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capwap source ip-address 10.10.10.10
#
wlan
calibrate enable auto interval 1200
calibrate policy noise-floor
calibrate sensitivity high
calibrate environment-deterioration-blacklist threshold 7
security-profile name HCIE-Lab

security wpa2 psk pass-phrase %/A%#jG+:CA\fnW/n/0"&MN]7A0hO-tEXAVORNNAW~hFC%A%# aes

security-profile name HCIE-Interview

security wpa2 psk pass-phrase %A%#&t1v*1v2_Ha%)3QR3Y+'z5¢S0XIL3'1S%p<VPaj+%A%# aes

ssid-profile name HCIE-Lab
ssid HCIE-Lab
ssid-profile name HCIE-Interview
ssid HCIE-Interview
vap-profile name HCIE-Lab
service-vlan vlan-id 11
ssid-profile HCIE-Lab
security-profile HCIE-Lab
vap-profile name HCIE-Interview
service-vlan vlan-id 12
ssid-profile HCIE-Interview
security-profile HCIE-Interview
regulatory-domain-profile name HCIE
dca-channel 2.4g channel-set 1,5,9,13
dca-channel 5g bandwidth 40mhz
air-scan-profile name HCIE
scan-period 80
scan-interval 12000
rrm-profile name HCIE
calibrate retransmission-rate-threshold 55
calibrate noise-floor-threshold -73
calibrate tpc threshold -61
calibrate min-tx-power 127
calibrate min-tx-power radio-5g 127
calibrate retransmission-rate-check interval 1 traffic-threshold 1500
smart-roam roam-threshold snr 25
smart-roam snr-margin high-level-margin 15 low-level-margin 5
smart-roam quick-kickoff-snr check-interval 300
uac client-number enable
uac client-number threshold access 40 roam 40
dynamic-edca enable
sta-load-balance dynamic rssi-threshold -68
sta-load-balance dynamic sta-number start-threshold 20
sta-load-balance dynamic sta-number gap-threshold number 5
dfs recover-delay 10
dynamic-edca threshold be-service 20
sta-load-balance dynamic rssi-diff-gap 10




WV

HUAWEI

HCIE-WLAN L6158 SF i

51351

radio-2g-profile name HCIE-2.4GHz
power auto-adjust enable
interference detect-enable
interference co-channel threshold 60
interference adjacent-channel threshold 60
rrm-profile HCIE
air-scan-profile HCIE
interference station threshold 25
smart-antenna enable
smart-antenna valid-per-scope high-per-threshold 90
smart-antenna training-mpdu-number 480
radio-5g-profile name HCIE-5GHz
power auto-adjust enable
interference detect-enable
interference co-channel threshold 60
interference adjacent-channel threshold 60
rrm-profile HCIE
air-scan-profile HCIE
interference station threshold 25
smart-antenna enable
smart-antenna valid-per-scope high-per-threshold 90
smart-antenna training-mpdu-number 480
ap-group name HCIE
regulatory-domain-profile HCIE
radio 0
radio-2g-profile HCIE-2.4GHz
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
calibrate auto-bandwidth-select enable
radio 1
radio-5g-profile HCIE-5GHz
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
calibrate auto-bandwidth-select enable
radio 2
radio-5g-profile HCIE-5GHz
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2

ap-id 0 type-id 100 ap-mac 30fd-65f8-fd40 ap-sn 2102351TYR10L4004310

ap-name ap1
ap-group HCIE

ap-id 1 type-id 115 ap-mac f4de-af36-b300 ap-sn 2102352UBR10L6001295

ap-name ap2
ap-group HCIE

ap-id 2 type-id 43 ap-mac f02f-a75e-5740 ap-sn 21500826412SH1906275

ap-name ap3
ap-group HCIE
provision-ap
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#
return
<WAC1>

4.4.2 Core-SW BYtic &

#
sysname Core-SW
#
vlan batch 10 to 12 99
#
ip pool ap1
gateway-list 10.1.10.1
network 10.1.10.0 mask 255.255.255.0
excluded-ip-address 10.1.10.100
option 43 sub-option 3 ascii 10.10.10.10
#
ip pool ap2
gateway-list 10.1.100.1
network 10.1.100.0 mask 255.255.255.0
excluded-ip-address 10.1.100.100
option 43 sub-option 3 ascii 100.100.100.100
#
ip pool lab1
gateway-list 10.1.11.1
network 10.1.11.0 mask 255.255.255.0
#
ip pool interview1
gateway-list 10.1.12.1
network 10.1.12.0 mask 255.255.255.0
#
ip pool lab2
gateway-list 10.1.110.1
network 10.1.110.0 mask 255.255.255.0
#
ip pool interview2
gateway-list 10.1.120.1
network 10.1.120.0 mask 255.255.255.0
#
interface Vlanif10
ip address 10.1.10.1 255.255.255.0
dhcp select global
#
interface Vlanif11
ip address 10.1.11.1 255.255.255.0
dhcp select global
#
interface Vlanif12
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ip address 10.1.12.1 255.255.255.0
dhcp select global
#
interface Vlanif99
ip address 10.1.99.1 255.255.255.252
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 14
#
interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/3
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/7
port link-type access
port default vlan 99
#
ospf 1
area 0.0.0.0
network 10.1.10.1 0.0.0.0
network 10.1.11.1 0.0.0.0
network 10.1.12.1 0.0.0.0
network 10.1.99.1 0.0.0.0
#
return
<Core-SW>

4.4.3 Aggl S

#

sysname Agg1

#

vlan batch 10 to 12

#

interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 12

#

interface GigabitEthernet0/0/2
port link-type trunk
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port trunk pvid vlan 10

port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/3

port link-type trunk

port trunk pvid vlan 10

port trunk allow-pass vlan 10 to 12
#
return
<Agg1>

4.4.4 Agg2 NBCE

#
sysname Agg2
#
vlan batch 10 to 12
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 10
port trunk allow-pass vlan 10 to 12
#
return
<Agg2>

445 AR1 B9ECE

#

sysname AR1
#
interface GigabitEthernet0/0/1

undo portswitch

ip address 10.1.99.2 255.255.255.252
#
interface GigabitEthernet0/0/2

undo portswitch

ip address 20.1.1.1 255.255.255.252
#
ospf 1

area 0.0.0.0

network 10.1.99.2 0.0.0.0

#
return
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5 WLAN Z£ 50§

5.1 SCIG /M43

5.1.1 XFARLIE
ASCIGET WLAN FRINZERISECELIE, 1IIZREREN WLAN Z2ANBXEE .,

5.1.2 LG BRY
o  EZEIE WLAN 802.1X A E

e ZE WLAN Portal iNIEECE .
o ZE WLAN Navi ACIAIEECE
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5.1.3 SCIGHM 1 M4A

GEO0/0/1

«f iMaster

GE0/0/1
Agg2

GEQ/0/2

AP1 (((‘))) AP3

e R A
= = =
PC1 PC2
E]5-1 WLAN Z2SI0RHMNE]

5.1.4 SE3GRK)

RIEMAH=, Aggl # Agg2 2 PoE 3T##]l, iMaster-NCE Campus E9 RADIUS fRS3 22,
PC /58] SSID: HCIE-Lab ZEi@id 802.1X TAIE, 58] HCIE-Interview @i MAC {£5EH9
Portal TAIE,

MEEIBRFEIRE AP, FEXRN—ENREHENE, BIEIFE AP 200 WLAN W4, AP3{E
7955t AP, 12 WIPS/WIDS I8E,

BEiY, ATINESERKSEIE, (FH HWTACAS KLU AFEERIHINREEARAIN
Ro
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=5-1 VLAN S%GIL|

3= iwH o WSS VLANZ#
PVID: 1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
PVID: 1
GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 12
PVID: 1
Core- | GEo/0/3 Trunk
SW Allow-pass: VLAN 10 11 12
PVID: 1
GEO0/0/5 Trunk
Allow-pass: VLAN 10 11 12
GEO0/0/6 Access PVID: 4090
GEO0/0/7 Access PVID: 99
PVID: 1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
PVID: 10
Aggl GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 12
PVID: 10
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12
PVID: 1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
Agg2
PVID: 10
GE0/0/2 Trunk
Allow-pass: VLAN 10 11 12
PVID: 10
WAC1 | GE0/0/1 Trunk
Allow-pass: VLAN 10 11 12
PVID: 10
WAC2 | GEO/0/1 Trunk
Allow-pass: VLAN 10 11 12
2=5-2 IP HBhHRR
153 ] [iichild
VLANIf 10 10.1.10.1/24
Core-SW VLANIf 11 10.1.11.1/24
VLANIf 12 10.1.12.1/24
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1341 w0 IPitBit
VLANIf 99 10.1.99.1/30
VLANiIf 4090 192.168.9.1/24
VLANIf 10 10.1.10.100/24
WAC1
Loopback 0 10.10.10.10/32
VLANIf 10 10.1.10.99/24
WAC2 (Navi AC)
Loopback 0 100.100.100.100/32
GEO0/0/1 10.1.199.2/30
AR1
GE0/0/2 20.1.1.1/30

5.2 SLIMFSEBECE

5.2.1 B BRI

o EERMNEERE, FRIERFEHN_E.

o FCEAP L%,

o FE WLAN IS,

o {i2E 802.1X IAIE,

e {i2E Portal TAIE,

e FE MACIAIE,

e & Navi AC IhRE,
o  FEINIENLLETINAE,

e FgE WIDS IhgeE,
o & WIPS IhgE,

522 BcELE

TR BE_EME.

BoE3cHRMl, Ui VLAN, EEIEO,

=EH&.

#7£ Core-SW 62 VLANT0~VLAN12 #1 VLAN99,

<Huawei>sys

[Huawei] sysname Core-SW
[Core-SW] vlan batch 10 to 12 99

#BoE Core-SW imZEBYNFRfE VLAN,
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[Core-SW] interface GigabitEthernet 0/0/1
[Core-SW-GigabitEthernet0/0/1] port link-type trunk
[Core-SW-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/1] quit

#

[Core-SW] interface GigabitEthernet 0/0/2
[Core-SW-GigabitEthernet0/0/2] port link-type trunk
[Core-SW-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/2] quit

#

[Core-SW] interface GigabitEthernet 0/0/3
[Core-SW-GigabitEthernet0/0/3] port link-type trunk
[Core-SW-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/3] quit

#

[Core-SW] interface GigabitEthernet 0/0/5
[Core-SW-GigabitEthernet0/0/5] port link-type trunk
[Core-SW-GigabitEthernet0/0/5] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/5] quit

#

[Core-SW] interface GigabitEthernet 0/0/7
[Core-SW-GigabitEthernet0/0/7] port link-type access
[Core-SW-GigabitEthernet0/0/7] port default vlan 99
[Core-SW-GigabitEthernet0/0/7] quit

#1£ Agg1 L8 VLAN, BeEim3EEN SIFETRY VLAN,

[Huawei] sysname Agg1

[Agg1] vlan batch 10 to 12

[Agg1] interface GigabitEthernet 0/0/1
[Agg1-GigabitEthernet0/0/1] port link-type trunk
[Agg1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/1] quit

#

[Agg1] interface GigabitEthernet 0/0/2
[Agg1-GigabitEthernet0/0/2] port link-type trunk
[Agg1-GigabitEthernet0/0/2] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/2] quit

#

[Agg1] interface GigabitEthernet 0/0/3
[Agg1-GigabitEthernet0/0/3] port link-type trunk
[Agg1-GigabitEthernet0/0/3] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/3] quit

#1£ Agg2 E8IE VLAN, ELEimOEB R IFEIRY VLAN,

[Huawei] sysname Agg2
[Agg2] vlan batch 10 to 12
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[Agg2?] interface GigabitEthernet 0/0/1
[Agg2-GigabitEthernet0/0/1] port link-type trunk
[Agg2-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Agg2-GigabitEthernet0/0/1] quit

#

[Agg2] interface GigabitEthernet 0/0/2
[Agg2-GigabitEthernet0/0/2] port link-type trunk
[Agg2-GigabitEthernet0/0/2] port trunk pvid vlan 10
[Agg2-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 12
[Agg2-GigabitEthernet0/0/2] quit

#1£ WACT EEI#E VLAN, BoEin3EE N A1 @RI VLAN,

[WACT1] vlan batch 10 to 12

[WAC1] interface GigabitEthernet 0/0/1
[WAC1-GigabitEthernet0/0/1] port link-type trunk
[WAC1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[WAC1-GigabitEthernet0/0/1] quit

#1E WAC2 E6IE VLAN, BiBimOSEE K BiF@EIZaY VLAN,

[WAC2] vlan batch 10 to 12

[WAC2] interface GigabitEthernet 0/0/1
[WAC2-GigabitEthernet0/0/1] port link-type trunk
[WAC2-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[WAC2-GigabitEthernet0/0/1] quit

TR 2 FERE IP b,

ECEIREZAY IP bk,
# £ Core-SW LFEcE IP tblik,

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] ip address 10.1.10.1 24
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] ip address 10.1.11.1 24
[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] ip address 10.1.12.1 24
[Core-SW-Vlanif12] quit

#

[Core-SW] interface Vlanif 99
[Core-SW-Vlanif99] ip address 10.1.99.1 30
[Core-SW-Vlanif99] quit

#

[Core-SW] interface Vlanif 4090
[Core-SW-V0anif4090] ip address 192.168.9.1 24
[Core-SW-Vlanif4090] quit
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#25& Core-SW /Y IP Httik,

[Core-SW] display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 10
The number of interface that is DOWN in Physical is 0
The number of interface that is UP in Protocol is 9
The number of interface that is DOWN in Protocol is 1

Interface IP Address/Mask  Physical
Vl0anif10 10.1.10.1/24 up
Vlanif11 10.1.11.1/24 up
Vlanif12 10.1.12.1/24 up
Vl0anif99 10.1.99.1/30 up
Vl0anif4090 192.168.9.1/24 up
[Core-SW]

Protocol
up
up
up
up
up

#WAC1 LECE Ptk

[WACT] interface Vlanif 10

[WAC1-Vlanif10] ip address 10.1.10.100 24
[WAC1-Vlanif10] quit

#

[WAC1] interface LoopBack 0
[WAC1-LoopBack0] ip address 10.10.10.10 32
[WAC1-LoopBack0] quit

#WAC2 EECE IP #uhif,

[WAC2] interface Vlanif 10

[WAC2-Vlanif10] ip address 10.1.10.99 24
[WAC2-Vlanif10] quit

#

[WAC1] interface LoopBack 0

[WAC1-LoopBack0] ip address 100.100.100.100 32
[WAC1-LoopBack0] quit

# AR1 EFCE IP b,

[AR1] interface GigabitEthernet 0/0/1
[AR1-GigabitEthernet0/0/1] ip address 10.1.99.2 30
[AR1-GigabitEthernet0/0/1] quit

#

[AR1] interface GigabitEthernet 0/0/2
[AR1-GigabitEthernet0/0/2] ip address 20.1.1.1 30
[AR1-GigabitEthernet0/0/2] quit
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LI’ 3 BEEH.

BCENSIBEH, SCINEIMESERE, AJ53(ER OSPF BEEIMNY

#1E Core-SW _FFEZE OSPF, SE5AMZMES,

[Core-SW] ospf 1
[Core-SW-ospf-1] area O

[Core-SW-ospf-1-area-0.0.0.0] return
<Core-SW>

[Core-SW-ospf-1-area-0.0.0.0] network 10.1.10.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.11.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.12.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.99.1 0.0.0.0

#1£ WAC1 tFEE OSPF, BEEAMIZMNES

[WAC1] ospf 1
[WAC1-ospf-1] area O

[WAC1-ospf-1-area-0.0.0.0] return
<WAC1>

[WACT1-ospf-1-area-0.0.0.0] network 10.1.10.100 0.0.0.0
[WACT1-ospf-1-area-0.0.0.0] network 10.10.10.10 0.0.0.0

#1E WAC2 tFECE OSPF, BEEAMEMES

[WAC2] ospf 1
[WAC2-o0spf-1] area O
[WAC2-ospf-1-area-0.0.0.0] network 10.1.10.99 0.0.0.0

[WAC2-o0spf-1-area-0.0.0.0] return
<WAC2>

[WAC2-o0spf-1-area-0.0.0.0] network 100.100.100.100 0.0.0.0

#1E AR1 LB2E OSPF, S5 AHEZMER,

[AR1] ospf 1

[AR1-ospf-1] area 0

[AR1-ospf-1-area-0.0.0.0] network 10.1.99.2 0.0.0.0
[AR1-ospf-1-area-0.0.0.0] return

<AR1>

TEREOAKH, SLIASRLRIREEIEIHIEIEELN
#1£ AR1 E FAREOAIRA.

[AR1-ospf-1] default-route-advertise always
[ART-ospf-1] quit
[AR1]

£UR 4 4z DHCP Hehibth,
#7£ Core-SW 617 AP B9 DHCP ikt .

[Core-SW] dhcp enable
[Core-SW] ip pool ap1
[Core-SW-ip-pool-ap1] network 10.1.10.0 mask 24
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[Core-SW-ip-pool-ap1] gateway-list 10.1.10.1

[Core-SW-ip-pool-ap1] excluded-ip-address 10.1.10.99 10.1.10.100
[Core-SW-ip-pool-ap1] option 43 sub-option 3 ascii 10.10.10.10

[Core-SW-ip-pool-ap1] quit

#1£ Core-SW _E 6l HCIE-Lab A DHCP Htitikith,

[Core-SW] ip pool lab

[Core-SW-ip-pool-lab] network 10.1.11.0 mask 24
[Core-SW-ip-pool-lab] gateway-list 10.1.11.1
[Core-SW-ip-pool-lab] quit

#1E Core-SW _ 8172 HCIE-Interview B3 DHCP hibith

[Core-SW] ip pool interview
[Core-SW-ip-pool-interview] network 10.1.12.0 mask 24
[Core-SW-ip-pool-interview] gateway-list 10.1.12.1
[Core-SW-ip-pool-interview] quit

#1£ Core-SW $Z[1 T8 DHCP £F1&¢E,

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] dhcp select global
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] dhcp select global
[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] dhcp select global
[Core-SW-Vlanif12] quit

#

#&F DHCP #Bibith,

[Core-SW] display ip pool

Pool-name cap1

Pool-No :0

Lease : 1 Days 0 Hours 0 Minutes
Position : Local

Status : Unlocked

Gateway-0 :10.1.10.1

Network :10.1.10.0

Mask : 255.255.255.0

VPN instance S ==
Conflicted address recycle interval: -

Address Statistic: Total 1253 Used
Idle : 249 Expired
Conflict :0 Disabled

Pool-name : lab1
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Pool-No 12
Lease : 1 Days 0 Hours 0 Minutes
Position : Local
Status : Unlocked
Gateway-0 :10.1.11.1
Network :10.1.11.0
Mask : 255.255.255.0

VPN instance -
Conflicted address recycle interval: -

Address Statistic: Total : 253 Used :
Idle : 252 Expired :0
Conflict :0 Disabled :0

Pool-name : interview1

Pool-No 13

Lease : 1 Days 0 Hours 0 Minutes

Position : Local

Status : Unlocked

Gateway-0 :10.1.12.1

Network :10.1.12.0

Mask : 255.255.255.0

VPN instance -
Conflicted address recycle interval: -

Address Statistic: Total 1253 Used 14
Idle : 249 Expired :
Conflict :0 Disabled :0
[Core-SW]

£ 5 FE AP &k,

#1£ WACT EF2E CAPWAP &ttt ( VRRP ZHEEHL IP Hdik )

[WACT1] capwap source ip-address 10.10.10.10

#£ WACT LRI EIRER, BAERABEFE (URREEFEIMNEX VTSRS
RAYEZRRS ) -

[WACT] wlan

[WAC1-wlan-view] regulatory-domain-profile name HCIE
[WAC1-wlan-regulate-domain-HCIE] country-code CN
[WAC1-wlan-regulate-domain-HCIE] quit

#1E WACT E6IZ2 AP 4H, H4IEESIEER.

[WAC1-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] regulatory-domain-profile HCIE
[WAC1-wlan-ap-group-HCIE] quit

#1E WACT _E3500 AP B9 MAC H#tetit ( MAC HtetibS{#EBSCiRIAE A AP MAC Hbtll ) o
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[WAC1-wlan-view] ap-mac 30fd-65f8-fd40

[WAC1-wlan-ap-0] ap-name ap1

[WAC1-wlan-ap-0] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-0] quit

#

[WAC1-wlan-view] ap-mac f4de-af36-b300

[WAC1-wlan-ap-1] ap-name ap2

[WAC1-wlan-ap-1] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-1] return

#

[WAC1-wlan-view] ap-mac f02f-a75e-5740

[WAC1-wlan-ap-2] ap-name ap3

[WAC1-wlan-ap-2] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC2-wlan-ap-0] quit

BE WACT B9 AP IKZ,

<WAC1> display ap all
Total AP information:

nor : hormal [3]

Extralnfo : Extra information

P : insufficient power supply

ID MAC Name Group IP Type State STA Uptime Extralnfo
0 30fd-65f8-fd40 ap1 HCIE 10.1.10.216  AP7060DN nor 0 48S P
1 f4de-af36-b300 ap2 HCIE 10.1.10.189  AirEngine5760-10 nor 0 42S -
3 f02f-a75e-5740  ap3 HCIE 10.1.100.155 AP4030DN nor 0 9S -
Total: 3

<WAC1>

S 6 HE WACT B WLAN IE8%,

B2 28R, HCIE-Lab 1 HCIE-Interview 9 BHERARBIBBAES .
#1£ WACT EEIE HCIE-Lab 22151k, A dot1xIAIE,

[WAC1-wlan-view] security-profile name HCIE-Lab
[WACT-wlan-sec-prof-HCIE-Lab] security wpa2 dot1x aes
[WAC1-wlan-sec-prof-HCIE-Lab] quit




S

HUAWEI

HCIE-WLAN SIS if 15131

#1E WACT E6II# HCIE-Interview ZEt&HR, EH Portal NMIEFEBECE /I open iAIEA T -

[WAC1-wlan-view] security-profile name HCIE-Interview
[WAC1-wlan-sec-prof-HCIE-Interview] security open
[WAC1-wlan-sec-prof-HCIE-Interview] quit

Bl% SSID #&#x, HCIE-Lab #0 HCIE-Interview,
#7E£ WACT 617 HCIE-Lab B9 SSID 18#R

[WAC1-wlan-view] ssid-profile name HCIE-Lab
[WAC1-wlan-ssid-prof-HCIE-Lab] ssid HCIE-Lab

Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ssid-prof-HCIE-Lab] quit

[WACT-wlan-view]

#1E£ WACT 6132 HCIE-Interview B3 SSID &4k .

[WAC1-wlan-view] ssid-profile name HCIE-Interview
[WACT1-wlan-ssid-prof-HCIE-Interview] ssid HCIE-Interview
Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ssid-prof-HCIE-Interview] quit
[WACT-wlan-view]

BI%E VAP #&#k, HCIE-Lab # HCIE-Interview
#7E WAC1 6% HCIE-Lab B VAP #&#% o

[WAC1-wlan-view] vap-profile name HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Lab] service-vlan vlan-id 11
[WACT-wlan-vap-prof-HCIE-Lab] security-profile HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] ssid-profile HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] quit

#1E WACT 6132 HCIE-Interview B9 VAP #&1R

[WAC1-wlan-view] vap-profile name HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Interview] service-vlan vlan-id 12
[WAC1-wlan-vap-prof-HCIE-Interview] security-profile HCIE-Interview
[WAC1-wlan-vap-prof-HCIE-Interview] ssid-profile HCIE-Interview
[WACT-wlan-vap-prof-HCIE-Interview] quit

#48 VAP IBEIRR AZE AP HT
£ WAC1 N HCIE-Lab 0 HCIE-Interview BY VAP &k,

[WACT-wlan-view] ap-group name HCIE

[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Lab wlan 1 radio all
[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Interview wlan 2 radio all
[WAC1-wlan-ap-group-HCIE] quit

[WAC1T-wlan-view]

BE VAP §HTE R
#1E WACT £E&EE VAP §HRIER
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<WAC1> display vap all
Info: This operation may take a few seconds, please wait.
WID: WLAN ID
AP ID AP name RfID WID BSSID Status Auth type STA SSID
0 ap1 0 1 30FD-65F8-FD40 ON WPA2+802.1X 0 HCIE-Lab
0 ap1 0 2 30FD-65F8-FD41 ON Open+Portal 0 HCIE-Interview
0 ap1 1 1 30FD-65F8-FD50 ON WPA2+802.1X 0 HCIE-Lab
0 ap1 1 2  30FD-65F8-FD51 ON Open+Portal 0 HCIE-Interview
1 ap2 0 1 FADE-AF36-B300 ON WPA2+802.1X 0 HCIE-Lab
1 ap2 0o 2 FADE-AF36-B301 ON Open+Portal 0 HCIE-Interview
1 ap2 1 1 FADE-AF36-B310 ON WPA2+802.1X 0 HCIE-Lab
1 ap2 1 2 FADE-AF36-B311 ON Open+Portal 0 HCIE-Interview
2 ap3 0 1 FO2F-A75E-5740 ON WPA2+802.1X 0 HCIE-Lab
2 ap3 0o 2 FO2F-A75E-5741 ON Open+Portal 0 HCIE-Interview
2 ap3 1 1 FO2F-A75E-5750 ON WPA2+802.1X 0 HCIE-Lab
2 ap3 1 2 FO2F-A75E-5751 ON Open+Portal 1 HCIE-Interview
Total: 12
<WAC1>

L] 7 BB 802.1x A,

E2E RADIUS INIFSH .

#8172 RADIUS BRSZE2EMN .

[WAC1] radius-server template HCIE
[WAC1-radius-HCIE] radius-server shared-key cipher Huawei@123
[WACT-radius-HCIE] radius-server authentication 172.21.59.102 1812
[WAC1-radius-HCIE] radius-server accounting 172.21.59.102 1813
[WAC1-radius-HCIE] quit

#Bl% RADIUS AABANIES X,

#

[WACIT] aaa

[WACT-aaa] authentication-scheme HCIE
[WAC1-aaa-authen-HCIE] authentication-mode radius
[WAC1-aaa-authen-HCIE] quit

[WACT1-aaa] accounting-scheme HCIE

[WACT1-aaa-accounting-HCIE] accounting-mode radius
[WAC1-aaa-accounting-HCIE] quit
[WACT1-aaa] quit

BCE 802 1X EARR, BIE 802 1X ENZHISE.

#BIEZH “HCE” B9 802X BANER, BLEINES U EAP &L,

[WAC1] dot1x-access-profile name HCIE
[WAC1-dot1x-access-profile-HCIE] dot1x authentication-method eap
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[WAC1-dot1x-access-profile-HCIE] quit
[WAC1]

BIE2ZH “HCIE-Lab” BSIAIFIENR, 33| 802.1X ENIEIR . IAME/SZF] RADIUS fRBSEtE
o

[WAC1] authentication-profile name HCIE-Lab
[WACT1-authentication-profile-HCIE-Lab] dot1x-access-profile HCIE
[WACT1-authentication-profile-HCIE-Lab] authentication-scheme HCIE
[WAC1-authentication-profile-HCIE-Lab] accounting-scheme HCIE
[WACT1-authentication-profile-HCIE-Lab] radius-server HCIE
[WACT1-authentication-profile-HCIE-Lab] quit

RINEERGBEER] VAP RIR T .

[WACT] wlan

[WAC1-wlan-view] vap-profile name HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] authentication-profile HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] quit

FIR 8 FLE Portal %,

#BCE URL &R,

[WAC1] url-template name HCIE
[WAC1 -url-template-HCIE] url https://172.21.59.102:19008/portal

[WACT1-url-template-HCIE] url-parameter device-mac lsw-mac redirect-url redirect-url ssid ssid user-
ipaddress uaddress user-mac umac

[WACT -url-template-HCIE] quit

#BI%2 Portal BRSZ231EMR

[WAC1]web-auth-server HCIE

[WAC1-web-auth-server-HCIE] server-ip 172.21.59.102
[WAC1-web-auth-server-HCIE] port 50200
[WACT-web-auth-server-HCIE] shared-key cipher Huawei@123
[WAC1-web-auth-server-HCIE] url https://172.21.59.102:19008/portal
[WAC1-web-auth-server-HCIE] url-template HCIE
[WAC1-web-auth-server-HCIE] quit

#ECERINIEEIR

[WAC1] free-rule-template name HCIE

[WAC1-free-rule-HCIE] free-rule 1 destination ip 10.1.11.0 mask 255.255.255.0
[WAC1-free-rule-HCIE] free-rule 2 destination ip 10.1.12.0 mask 255.255.255.0
[WAC1-free-rule-HCIE] free-rule 3 destination ip 172.21.59.102 mask 255.255.128.0
[WAC1-free-rule-HCIE] quit

#BLE Portal INIEREMR

[WAC1] portal-access-profile name HCIE
[WAC1-portal-access-profile-HCIE] web-auth-server HCIE direct
[WAC1-portal-access-profile-HCIE] quit
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#EUEZJ “HCIE-Interview” AUIAIERRHR, F5|F portal EEAEMR. TAIESZEH] RADIUS AR
SRR

[WAC1] authentication-profile name HCIE-Interview
[WACT1-authentication-profile-HCIE-Interview] portal-access-profile HCIE
[WACT1-authentication-profile-HCIE-Interview] authentication-scheme HCIE
[WACT1-authentication-profile-HCIE-Interview] accounting-scheme HCIE
[WACT1-authentication-profile-HCIE-Interview] free-rule-template HCIE
[WAC1-authentication-profile-HCIE-Interview] radius-server HCIE
[WACT1-authentication-profile-HCIE-Interview] quit

HFEINIERIRIPEE! VAP &R T o

[WACT] wlan
[WAC1-wlan-view] vap-profile name HCIE-Interview
[WACT1-wlan-vap-prof- HCIE-Interview] authentication-profile HCIE-Interview

[WACT-wlan-vap-prof- HCIE-Interview] quit

SR 9 SIBARKS.
iMaster-NCE Campus {EJ9 Radius BR5528, HAFXF(FEH Radius fRS5231068E, HE(FHBHER
WS, KEEENTHITIEE,
#HANHFPHBEFRBHIESL, REER

* 33 x +

“ C A F#&4 | 172.21.59.101/unisso/login.action?service =%2Funisess%2Fv1%2Fauth%3Fservice 252FcampusNCE%252FcampusNCEIndex htr * Q :

£ iMaster NCE-Campus

hcie-wlan@1234

HETHBPFIER BN > EANRR > AFEE” .
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% iMaster NCE-Campus

JRID{EF iMaster NCE-Campus
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‘ [WAC1-wlan-view] navi-ac ac-id 1 ip-address 100.100.100.100 description NaviAC

#1E VAP 18R FECE Navi AC B,

[WACT-wlan-view] vap-profile name HCIE-Interview

[WACT-wlan-vap-prof-HCIE-Interview] type service-navi navi-ac-id 1 navi-wlan-id 1

I 18 &BZE Navi ACEBFEM.

[WAC1] display navi-ac run-status all
Current role: local

ACID AC IP Mac Role Status STA  Description
1 100.100.100.100 642c-ac86-7dd6 navi normal 0 NaviAC
Total: 1

[WACT]
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5.3.1 WAC1 gyfe&E

#
sysname WACT
#
http secure-server ssl-policy HCIE
http server enable
http secure-server server-source -i Vlanif1
#
vlan batch 10 to 12
#
authentication-profile name HCIE-Interview
portal-access-profile HCIE
free-rule-template HCIE
authentication-scheme HCIE
accounting-scheme HCIE
radius-server HCIE
authentication-profile name HCIE-Lab
dot1x-access-profile HCIE
authentication-scheme HCIE
accounting-scheme HCIE
radius-server HCIE
#
web-auth-server version v2
portal web-authen-server https ssl-policy HCIE
#
#
radius-server template HCIE
radius-server shared-key cipher %A%#Zp~iGA%Z5N0\4=Qlan2BA$zgAMZbA'uN{-,Pmr5F%/%#
radius-server authentication 172.21.59.102 1812 weight 80
radius-server accounting 172.21.59.102 1813 weight 80
called-station-id wlan-user-format ac-mac include-ssid
radius-server authorization 172.21.59.102 shared-key
cipher %A\%#E/3,SBB}4Z/>NN!C\#A!gcE0%B3#.13\1*2v#, VK% %%#
#
pki realm default
certificate-check none
#
ssl policy default_policy type server
pki-realm default
version tls1.2
ciphersuite ecdhe_rsa_aes128_gcm_sha256 ecdhe_rsa_aes256_gcm_sha384
ssl policy HCIE type server
pki-realm default

version tls1.2
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ciphersuite ecdhe_rsa_aes128_gcm_sha256 ecdhe_rsa_aes256_gcm_sha384
#
free-rule-template name HCIE
free-rule 1 destination ip 10.1.11.0 mask 255.255.255.0
free-rule 2 destination ip 10.1.12.0 mask 255.255.255.0
free-rule 3 destination ip 172.21.59.102 mask 255.255.128.0
#
free-rule-template name default_free_rule
#
url-template name HCIE
url https://172.21.59.102:19008/portal

url-parameter device-mac lsw-mac redirect-url redirect-url ssid ssid user-ipaddress uaddress user-mac
umac

#
#
web-auth-server HCIE
server-ip 172.21.59.102
port 50200
shared-key cipher %/A%#+]QFX~,0$W\(2PERNLc$) &@2W)8%S5\QVoUVy"'B%%#
url https://172.21.59.102:19008/portal
url-template HCIE
#
portal-access-profile name HCIE
web-auth-server HCIE direct
#
portal-access-profile name portal_access_profile
#
aaa
authentication-scheme HCIE
authentication-mode radius
accounting-scheme HCIE
accounting-mode radius
accounting realtime 1
local-aaa-user password policy administrator
domain default
authentication-scheme HCIE
accounting-scheme HCIE
radius-server HCIE
#
interface Vlanif10
ip address 10.1.10.100 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 12
#
interface LoopBackO
ip address 10.10.10.10 255.255.255.255
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#
ospf 1
area 0.0.0.0
network 10.1.10.100 0.0.0.0
network 10.10.10.10 0.0.0.0
#
capwap source ip-address 10.10.10.10
#
wlan
security-profile name HCIE-Lab
security wpa2 dot1x aes
security-profile name HCIE-Interview
ssid-profile name HCIE-Lab
ssid HCIE-Lab
ssid-profile name HCIE-Interview
ssid HCIE-Interview
vap-profile name HCIE-Lab
forward-mode tunnel
service-vlan vlan-id 11
ssid-profile HCIE-Lab
security-profile HCIE-Lab
authentication-profile HCIE-Lab
vap-profile name HCIE-Interview
forward-mode tunnel
service-vlan vlan-id 12
ssid-profile HCIE-Interview
security-profile HCIE-Interview
authentication-profile HCIE-Interview
regulatory-domain-profile name HCIE
ap-group name HCIE
regulatory-domain-profile HCIE
radio 0
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 1
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 2
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
ap-group name default

navi-ac ac-id 1 ip-address 100.100.100.100 description NaviAC
ap-id 0 type-id 100 ap-mac 30fd-65f8-fd40 ap-sn 2102351TYR10L4004310

ap-name ap1
ap-group HCIE

ap-id 2 type-id 43 ap-mac f02f-a75e-5740 ap-sn 21500826412SH1906275

ap-name ap3
ap-group HCIE
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provision-ap
#
device-profile profile-name @default_device_profile
device-type default_type_phone
enable
rule 0 user-agent sub-match Android
rule 1 user-agent sub-match iPhone
rule 2 user-agent sub-match iPad
if-match rule 0 or rule 1 or rule 2
#
dot1x-access-profile name HCIE
dot1x-access-profile name dot1x_access_profile
#
mac-access-profile name HCIE
mac-access-profile name mac_access_profile
#
undo ntp-service enable
#
return
[WAC1T]

5.3.2 WAC2 e E

#

sysname WAC2
#
vlan batch 10 12
#
interface Vlanif10

ip address 10.1.10.99 255.255.255.0
#
interface GigabitEthernet0/0/1

port link-type trunk

undo port trunk allow-pass vlan 1

port trunk allow-pass vlan 10 12 100 110 120
#
interface LoopBackO

ip address 100.100.100.100 255.255.255.255
#
ospf 1

area 0.0.0.0

network 10.1.10.99 0.0.0.0
network 100.100.100.100 0.0.0.0

#
capwap source ip-address 100.100.100.100
#
wlan

security-profile name HCIE-Interview
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security open
ssid-profile name HCIE-Interview
ssid HCIE-Interview
vap-profile name default
vap-profile name HCIE-Interview
forward-mode tunnel
service-vlan vlan-id 12
ssid-profile HCIE-Interview
security-profile HCIE-Interview
navi-ac enable
navi-ac
local-ac ac-id 1 ip-address 10.10.10.10 description localAC
vap-profile HCIE-Interview wlan 1
#
return
<WAC2>

5.3.3 Core-SW B9Fc &

#
sysname Core-SW
#
dns resolve
#
vlan batch 10 to 12 99 4090
#
dhcp enable
#
ip pool ap1
gateway-list 10.1.10.1
network 10.1.10.0 mask 255.255.255.0
excluded-ip-address 10.1.10.100
option 43 sub-option 3 ascii 10.10.10.10
#
ip pool lab1
gateway-list 10.1.11.1
network 10.1.11.0 mask 255.255.255.0
#
ip pool interview1
gateway-list 10.1.12.1
network 10.1.12.0 mask 255.255.255.0
#
interface Vlanif10
ip address 10.1.10.1 255.255.255.0
dhcp select global
#
interface Vlanif11
ip address 10.1.11.1 255.255.255.0
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dhcp select global
#
interface Vlanif12
ip address 10.1.12.1 255.255.255.0
dhcp select global
#
interface Vlanif99
ip address 10.1.99.1 255.255.255.252
#
interface Vlanif4090
ip address 192.168.9.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/3
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/5
description Navi AC
port link-type trunk
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/6
port link-type access
port default vlan 4090
#
interface GigabitEthernet0/0/7
port link-type access
port default vlan 99
#
ospf 1
area 0.0.0.0
network 10.1.10.1 0.0.0.0
network 10.1.11.1 0.0.0.0
network 10.1.12.1 0.0.0.0
network 10.1.99.1 0.0.0.0
#
return
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| [Core-SW]

5.3.4 Agg1 B9ECE

#
sysname Agg1
#
vlan batch 10 to 12
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 10
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk pvid vlan 10
port trunk allow-pass vlan 10 to 12
#
return
<Agg1>

5.3.5 Agg2 HIBLE

#
sysname Agg2
#
vlan batch 10 to 12
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 10
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/11
port link-type trunk
port trunk pvid vlan 100
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port trunk allow-pass vlan 100 110 120
#
return
<Agg2>

5.3.6 AR1 iYL &

#
sysname ART1
#
interface GigabitEthernet0/0/1
undo portswitch
ip address 10.1.99.2 255.255.255.252
#
interface GigabitEthernet0/0/2
undo portswitch
ip address 20.1.1.1 255.255.255.252
#
interface LoopBackO
ip address 10.1.1.1 255.255.255.255
#
interface LoopBack1
ip address 10.2.2.2 255.255.255.255
#
ospf 1
default-route-advertise always
import-route direct
area 0.0.0.0
network 10.1.99.2 0.0.0.0
#
return
<AR1>
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6 WLAN IPv6 #B R )5 ZESLLE
6.1 SCEG /4R

6.1.1 XFALIE
ARLIGET IPve EMBYEINSEE, IEFREREEN WLAN IPv6 BIERE X,

6.1.2 LG HAY
o IEfR WLAN IPV6 AMIZ=
o 4 WLAN IPv6 IERIECE .
o ZiE WLAN IPv6 XWMEIE,
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6.1.3 SCIGZAM A

GE0/0/1
Agg2

GE0/0/2

IPv6 AP
AP1 AP3
o ® [ ]
o o g
N’ < S
PC1 PC2

[El6-1 WLAN IPv6 SCIOFEHME]

6.1.4 SCIGHRLI
WACT 1 WAC2 95k WAC, #8237 VRRP #&, A& AP1~AP3,

AP1 %0 AP2 79 IPv4 AP, AP3 Jg1Pv6 AP, PC1 5 PC2 BJLAMEFE IPv4 8 IPv6 Hitit, FE@idA
i 802.1x INIEERIBITIMLE .
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76-1 VLAN 255K
REE w0 o WSS VLANZ#
PVID: 1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
PVID: 1
GEO0/0/2 Trunk
Allow-pass: VLAN 100 11 12
Core-SW PVID: 1
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12 100
PVID: 1
GEO0/0/5 Trunk
Allow-pass: VLAN 10 11 12 100
GEO0/0/7 Access PVID: 99
PVID: 1
GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12
PVID: 10
Aggl GEO0/0/2 Trunk
Allow-pass: VLAN 10 11 12
PVID: 10
GEO0/0/3 Trunk
Allow-pass: VLAN 10 11 12
PVID: 1
GEO0/0/1 Trunk
Allow-pass: VLAN 100 11 12
Agg2
PVID: 100
GE0/0/2 Trunk
Allow-pass: VLAN 100 11 12
PVID: 1
WAC1 GE0/0/1 Trunk
Allow-pass: VLAN 10 11 12 100
PVID: 1
WAC2 GEO0/0/1 Trunk
Allow-pass: VLAN 10 11 12 100
7%6-2 IP HBhHRRI
IRE il Pt
VLANIf 10 10.1.10.1/24
10.1.11.1/24
Core-SW VLANIf 11
FC01:110::1/64
VLANIf 12 10.1.12.1/24
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154 w0 IPYBAE
FC01:120::1/64

VLANiIf 99 10.1.99.1/30
VLANIf 100 FC01:100::1/64
VLANIf 10 10.1.10.100/24
IPv4 Virtual-IP 10.1.10.254/24

WACT
VLANIf 100 FC01:100::100/64
IPv6 Virtual-IP FC01:100::254/64
VLANIf 10 10.1.10.101/24
IPv4 Virtual-IP 10.1.10.254/24

WAC2
VLANiIf 100 FC01:100::101/64
IPv6 Virtual-IP FC01:100::254/64
GE0/0/1 10.1.99.2/30

AR1 Loopback 1 10.1.1.1/32
Loopback 2 FCO01:2:1/64

6.2 SLI{ESSEcE
6.2.1 B &R

o EIEHMMNEERE, ROKFEN_E. =EHE.,
e FCE IPv4/IPv6 DHCP fittibith .

o BCEXE AC 325 VRRP S

o FEEXLMERZT.
o FZE IPv4 1 IPv6 AP %,

6.2.2 BLELTE

TR 1 REZEMLE.

BCEACHRML, U VLAN, EEIEO,

BeE IPv6 802.1x AILE .

#HRIE VLAN #%I3E, 7£ Core-SW _EBIEEIFAZAY VLAN,

‘ <Huawei> system-view
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[Huawei] sysname Core-SW
[Core-SW] vlan batch 10 to 12 99 100

#BoE Core-SW imZEBYNFR/E VLAN,

[Core-SW] interface GigabitEthernet 0/0/1
[Core-SW-GigabitEthernet0/0/1] port link-type trunk
[Core-SW-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Core-SW-GigabitEthernet0/0/1] quit

#

[Core-SW] interface GigabitEthernet 0/0/2
[Core-SW-GigabitEthernet0/0/2] port link-type trunk
[Core-SW-GigabitEthernet0/0/2] port trunk allow-pass vlan 11 to 12 100
[Core-SW-GigabitEthernet0/0/2] quit

#

[Core-SW] interface GigabitEthernet 0/0/3
[Core-SW-GigabitEthernet0/0/3] port link-type trunk
[Core-SW-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 12 100
[Core-SW-GigabitEthernet0/0/3] quit

#

[Core-SW] interface GigabitEthernet 0/0/5
[Core-SW-GigabitEthernet0/0/5] port link-type trunk
[Core-SW-GigabitEthernet0/0/5] port trunk allow-pass vlan 10 to 12 100
[Core-SW-GigabitEthernet0/0/5] quit

#

[Core-SW] interface GigabitEthernet 0/0/6
[Core-SW-GigabitEthernet0/0/6] port link-type access
[Core-SW-GigabitEthernet0/0/6] port default vlan 4090
[Core-SW-GigabitEthernet0/0/6] quit

#

[Core-SW] interface GigabitEthernet 0/0/7
[Core-SW-GigabitEthernet0/0/7] port link-type access
[Core-SW-GigabitEthernet0/0/7] port default vlan 99
[Core-SW-GigabitEthernet0/0/7] quit

#1£ Aggl E8UZ VLAN, EcEimEB R RIHEIRY VLAN,

[Huawei] sysname Agg1

[Agg1] vlan batch 10 to 12

[Agg1] interface GigabitEthernet 0/0/1
[Agg1-GigabitEthernet0/0/1] port link-type trunk
[Agg1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/1] quit

#

[Agg1] interface GigabitEthernet 0/0/2
[Agg1-GigabitEthernet0/0/2] port link-type trunk
[Agg1-GigabitEthernet0/0/2] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/2] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/2] quit

#
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[Agg1] interface GigabitEthernet 0/0/3
[Agg1-GigabitEthernet0/0/3] port link-type trunk
[Agg1-GigabitEthernet0/0/3] port trunk pvid vlan 10
[Agg1-GigabitEthernet0/0/3] port trunk allow-pass vlan 10 to 12
[Agg1-GigabitEthernet0/0/3] quit

#1E Agg2 EEIE VLAN, EcEiROAER N DIFSIZHRY VLAN,

[Huawei] sysname Agg2

[Agg2] vlan batch 100 11 12

[Agg2] interface GigabitEthernet 0/0/1
[Agg2-GigabitEthernet0/0/1] port link-type trunk
[Agg2-GigabitEthernet0/0/1] port trunk allow-pass vlan 100 11 12
[Agg2-GigabitEthernet0/0/1] quit

#

[Agg?] interface GigabitEthernet 0/0/2
[Agg2-GigabitEthernet0/0/2] port link-type trunk
[Agg2-GigabitEthernet0/0/2] port trunk pvid vlan 100
[Agg2-GigabitEthernet0/0/2] port trunk allow-pass vlan 100 11 12
[Agg2-GigabitEthernet0/0/2] quit

#1E WACT L6 VLAN, BeBEimOZERN iF@idhY VLAN,

[WACT] vlan batch 10 100

[WACT1] interface GigabitEthernet 0/0/1
[WAC1-GigabitEthernet0/0/1] port link-type trunk
[WAC1-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 100
[WAC1-GigabitEthernet0/0/1] quit

#1E WAC2 t6lE VLAN, BiBEimOZEE N BiIF@EIZhY VLAN,

[WAC2] vlan batch 10 100

[WAC2] interface GigabitEthernet 0/0/1
[WAC2-GigabitEthernet0/0/1] port link-type trunk
[WAC2-GigabitEthernet0/0/1] port trunk allow-pass vlan 10 100
[WAC2-GigabitEthernet0/0/1] quit

I 2 FERE IP i,

ECEISEEAY IPv4 HBtE,
# 1 Core-SW _tECE IPv4 ik,

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] ip address 10.1.10.1 24
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] ip address 10.1.11.1 24
[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] ip address 10.1.12.1 24
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[Core-SW-Vlanif12] quit

#

[Core-SW] interface Vlanif 99
[Core-SW-Vlanif99] ip address 10.1.99.1 30
[Core-SW-Vlanif99] quit

#

[Core-SW] interface Vlanif 4090
[Core-SW-V0anif4090] ip address 192.168.9.1 24
[Core-SW-Vlanif4090] quit

#EZ& Core-SW LAY IPv4 ittt

[Core-SW] display ip interface brief

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(E): E-Trunk down

The number of interface that is UP in Physical is 10
The number of interface that is DOWN in Physical is 0
The number of interface that is UP in Protocol is 9
The number of interface that is DOWN in Protocol is 1

Interface IP Address/Mask Physical
Vl0anif10 10.1.10.1/24 up
Vlanif11 10.1.11.1/24 up
Vlanif12 10.1.12.1/24 up
Vl0anif99 10.1.99.1/30 up
Vl0anif4090 192.168.9.1/24 up
[Core-SW]

Protocol
up
up
up
up
up

#WACT EECE IPv4 bl

[WACT] interface Vlanif 10
[WAC1-Vlanif10] ip address 10.1.10.100 24
[WAC1-Vlanif10] quit

#

#WAC2 EACE IPv4 ittt

[WAC2] interface Vlanif 10
[WAC2-Vlanif10] ip address 10.1.10.101 24
[WAC2-Vlanif10] quit

# 1£ AR1 EECE IP ik,

[AR1] interface GigabitEthernet 0/0/1
[AR1-GigabitEthernet0/0/1] ip address 10.1.99.2 30
[AR1-GigabitEthernet0/0/1] quit

#

[AR1] interface GigabitEthernet 0/0/2
[AR1-GigabitEthernet0/0/2] ip address 20.1.1.1 30
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[AR1-GigabitEthernet0/0/2] quit

FREiISERY IPV6 ik,
# 1E Core-SW _LECE IPv6 fitdit,

[Core-SW] ipv6

[Core-SW] interface Vlanif 99
[Core-SW-Vlanif99] ipv6 enable
[Core-SW-Vlanif99] ipv6 address FC01:99::1/64
[Core-SW-Vlanif99] quit

#

[Core-SW] interface Vlanif 100
[Core-SW-Vlanif100] ipv6 enable
[Core-SW-Vlanif100] ipv6 address FC01:100::1/64
[Core-SW-Vlanif100] quit

#

[Core-SW] interface VLAN 11
[Core-SW-Vlanif11] ipv6 enable
[Core-SW-Vlanif11] ipv6 address FC01:110::1/64
[Core-SW-Vlanif11] quit

#

[Core-SW] interface VLAN 12
[Core-SW-Vlanif12] ipv6 enable
[Core-SW-Vlanif12] ipv6 address FC01:120::1/64
[Core-SW-Vlanif120] quit

#BZE Core-SW LAY IPv6 Htzhit

<Core-SW> display ipv6 int brief
*down: administratively down
(1): loopback

(s): spoofing

Interface Physical Protocol

Vlanif11 up up
[IPv6 Address] FC01:110::1

Vlanif12 up up
[IPv6 Address] FC01:120::1

Vlanif99 up up
[IPv6 Address] FC01:99::1

Vl0anif100 up up
[IPv6 Address] FC01:100::1

[Core-SW]

#WAC1 LECE IPv6 bk,

[WAC1] ipv6

[WACT1] interface Vlanif 100

[WAC1-Vlanif100] ipv6 enable

[WAC1-Vlanif100] ipv6 address FC01:100::100/64
[WAC1-Vlanif100] quit
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#WAC2 EFCE IPv6 bl

[WAC2] ipv6

[WAC2] interface Vlanif 100

[WAC2-Vlanif100] ipv6 enable
[WAC2-Vlanif100] ipv6 address FC01:100::101/64
[WAC2-Vlanif100] quit

# 1£ AR1 EBCE IPv6 it

[AR1] ipv6

[AR1] interface GigabitEthernet 0/0/1
[AR1-GigabitEthernet0/0/1] ipv6 enable
[AR1-GigabitEthernet0/0/1] ip address FC01:99::2/64
[AR1-GigabitEthernet0/0/1] quit

LI 3 BEEH.

BCE IPv4 SIFSERE, SEHIARRMIESEIE, A755fER OSPF EREINY .

#1E Core-SW _FFCE OSPFv2, SEAMZMER .

[Core-SW] ospf 1

[Core-SW-ospf-1] area 0

[Core-SW-ospf-1-area-0.0.0.0] network 10.1.10.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.11.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.12.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] network 10.1.99.1 0.0.0.0
[Core-SW-ospf-1-area-0.0.0.0] return

<Core-SW>

#1£ WAC1 tFEZE OSPF, SEAMEZMER .

[WAC1] ospf 1

[WAC1-ospf-1] area 0

[WACT1-ospf-1-area-0.0.0.0] network 10.1.10.100 0.0.0.0
[WAC1-ospf-1-area-0.0.0.0] return

<WAC1>

#1E£ WAC2 tFE OSPF, BSEAMEZMESR .

[WAC2] ospf 1

[WAC2-o0spf-1] area O

[WAC2-ospf-1-area-0.0.0.0] network 10.1.10.101 0.0.0.0
[WAC2-o0spf-1-area-0.0.0.0] return

<WAC2>

#1E AR1 FF2E OSPF, B AHIENER,

[AR1] ospf 1

[AR1-ospf-1] area 0

[AR1-ospf-1-area-0.0.0.0] network 10.1.99.2 0.0.0.0
[AR1-ospf-1-area-0.0.0.0] return

<AR1>
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TEREOAKE, SCIIARSRIREEIZTHIOEREM .
#1E AR1 E FAZUAIRH.

[AR1-ospf-1] default-route-advertise always
[ART-ospf-1] quit

ECE IPv6 shSEEH, SCIIERMEEIE, ANF53=(FEFH OSPF MY,
#1E Core-SW _LFtE OSPFv3, EEAMZMER,

[Core-SW] ospfv3 1
[Core-SW-ospfv3-1] router-id 10.1.10.1
[Core-SW-ospfv3-1] quit

#

[Core-SW] int vlan 99
[Core-SW-Vlanif99] ospfv3 1 area O
[Core-SW-Vlanif99] quit

[Core-SW]

#

[Core-SW] interface Vlanif 100
[Core-SW-Vlanif100] ospfv3 1 area 0
[Core-SW-Vlanif100] quit

#

[Core-SW] int vlan 11
[Core-SW-Vlanif11] ospfv3 1 area O
[Core-SW-Vlanif11] quit

#

[Core-SW] int vlan 12
[Core-SW-Vlanif12] ospfv3 1 area 0
[Core-SW-Vlanif12] quit

[Core-SW]

#1E WACT EFERE OSPFv3, SEAMEMER,

[WAC1] ospfv3

[WAC1-ospfv3-1] router-id 10.1.10.100
[WAC1-ospfv3-1] quit

#

[WACT] interface Vlanif 100
[WAC1-Vlanif100] ospfv3 1 area 0
[WAC1-Vlanif100] quit

#

#1E WAC2 tFEEE OSPFv3, BE5AMEMER .

[WAC2] ospfv3

[WAC2-o0spfv3-1] router-id 10.1.10.101
[WAC2-ospfv3-1] quit

#

[WAC2] interface Vlanif 100
[WAC2-Vlanif100] ospfv3 1 area 0
[WAC2-Vlanif100] quit
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#7f AR1 FE2E OSPFv3, B AR MER,

[AR1] ospfv3

[AR1-ospfv3-1] router-id 10.1.99.2
[ART1-ospfv3-1] quit

#

[AR1] interface Vlanif 99
[AR1-VIanif99] ospfv3 1 area 0
[AR1-VIanif99] quit

TERIKAER, SCIHERRIREEISIHIDERLN .
#7£ AR1 E FARZOAREA,

[AR1] ospfv3
[AR1-ospfv3-1] default-route-advertise always
[ART-ospfv3-1] quit

7£ Core-SW t&ZF OSPF 4BfE .

<Core-SW>display ospf peer brief

OSPF Process 1 with Router ID 10.1.10.1
Peer Statistic Information

Interface
Vlanif10
Vlanif10
Vlanif99

Neighbor id
10.1.10.100

10.1.10.101

10.1.99.2

Total Peer(s): 3
<Core-SW>
#
<Core-SW>display ospfv3 peer
OSPFv3 Process (1)
OSPFv3 Area (0.0.0.0)
Neighbor ID Pri  State
10.1.99.2 1
10.1.10.100 1
10.1.10.101 1

Interface
Vlanif99
V0anif100
V0anif100

Dead Time
00:00:36
00:00:32
00:00:33

Full/Backup
Full/DROther
Full/Backup

<Core-SW>

State
Full
Full
Full

Instance ID
0
0
0

I 4 FEWHE WAC [ VRRP 34%% .

FeE+ WAC,
#1E£ WACT LEIEE IPV4 18 VRRP &B{04H .,

[WACT1] interface Vlanif 10

[WACT-Vlanif10] vrrp vrid 1 virtual-ip 10.1.10.254
[WAC1-Vlanif10] vrrp vrid 1 priority 120

[WAC1-Vlanif10] vrrp vrid 1 preempt-mode timer delay 180
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[WAC1-Vlanif10] vrrp vrid 1 track interface GigabitEthernet 0/0/1
[WAC1-Vlanif10] admin-vrrp vrid 1
[WAC1-Vlanif10] quit

#7£ WAC1T LEIEE IPV6 &18 VRRP &B104H ..

[WACT] interface Vlanif 100

[WAC1-Vlanif100] undo ipv6 nd ra halt

[WAC1-Vlanif100] ipv6 nd autoconfig managed-address-flag

[WACT1-Vlanif100] ipv6 nd autoconfig other-flag

[WAC1-VIlanif100] vrrp6 vrid 2 virtual-ip Fe80::254 link-local

[WAC1-VIanif100] vrrp6 vrid 2 virtual-ip FC01:100::254

[WAC1-Vlanif100] vrrp6 vrid 2 priority 120

[WAC1-Vlanif100] vrrp6 vrid 2 preempt-mode timer delay 180

[WAC1-Vlanif100] vrrp6 vrid 2 track admin-vrrp interface Vlanif 10 vrid 1 unflowdown
[WACT1-Vlanif100] quit

BB ARMINEE .
#1£ WACT E61#2 HSB £&ARSS 0, HEEHITHFEE IP OS5,

[WACT] hsb-service 0

[WACT1-hsb-service-0] service-ip-port local-ip FC01:100::100 peer-ip FC01:100::101 local-data-port 10241
peer-data-port 10241

[WAC1-hsb-service-0] service-keep-alive detect retransmit 3 interval 6
[WACT1-hsb-service-0] quit

#1£ WACT E6I%E HSB 8&154E 0,

[WAC1] hsb-group 0

[WAC1-hsb-group-0] quit

#

[WAC1] hsb-service-type ap hsb-group 0

[WAC1] hsb-service-type access-user hsb-group 0
[WAC1] hsb-service-type dhcp hsb-group 0

#

[WAC1] hsb-group 0

[WAC1-hsb-group-0] hsb enable
[WAC1-hsb-group-0] bind-service 0
[WAC1-hsb-group-0] track vrrp vrid 1 interface Vlanif 10
[WACT1-hsb-group-0] quit

BLET WAC,
#1E WAC2 HEI5E IPV4 18 VRRP &B{04H,

[WAC2] interface Vlanif 10

[WAC2-Vlanif10] vrrp vrid 1 virtual-ip 10.1.10.254
[WAC2-Vlanif10] admin-vrrp vrid 1
[WAC2-Vlanif10] quit

#1E WAC2 EEIIEE IPV6 E18 VRRP &9

[WAC2] interface Vlanif 100
[WAC2-Vlanif100] undo ipv6 nd ra halt
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[WAC2-Vlanif100] ipv6 nd autoconfig managed-address-flag

[WAC2-Vlanif100] ipv6 nd autoconfig other-flag

[WAC2-V1anif100] vrrp6 vrid 2 virtual-ip Fe80::254 link-local

[WAC2-Vlanif100] vrrp6 vrid 2 virtual-ip FC01:100::254

[WAC2-Vlanif100] vrrp6 vrid 2 track admin-vrrp interface Vlanif 10 vrid 1 unflowdown
[WAC2-Vlanif100] quit

B E XA E D TNEE
#1£ WAC2 E6l5E HSB £&RSE 0, HEEEHFRFEE IP #UtFIiROS

[WAC2] hsb-service 0
[WAC2-hsb-service-0] service-ip-port local-ip FC01:100::101 peer-ip FC01:100::100 local-data-port 10241
peer-data-port 10241

[WAC2-hsb-service-0] service-keep-alive detect retransmit 3 interval 6
[WAC2-hsb-service-0] quit

#1£ WAC2 E6I5E HSB 8&1{54H 0,

[WAC2] hsb-group 0

[WAC2-hsb-group-0] quit

#

[WAC2] hsb-service-type ap hsb-group 0

[WAC2] hsb-service-type access-user hsb-group 0
[WAC2] hsb-service-type dhcp hsb-group 0

#

[WAC2] hsb-group 0

[WAC2-hsb-group-0] hsb enable
[WAC2-hsb-group-0] bind-service 0
[WAC2-hsb-group-0] track vrrp vrid 1 interface Vlanif 10
[WAC2-hsb-group-0] quit

BE WAC AZIIRZE, LLWACT 61,
#BZE VRRP AR,

<WACT1> display vrrp
Vlanif10 | Virtual Router 1

State: Master
Virtual IP: 10.1.10.254
Master IP: 10.1.10.100
PriorityRun: 120
PriorityConfig: 120
MasterPriority: 120
Preempt: YES  Delay Time: 180 s
TimerRun: 2 s
TimerConfig: 2 s
Auth type: NONE
Virtual MAC: 0000-5e00-0101
Check TTL: YES
Config type: admin-vrrp
Backup-forward: disabled
Track IF: GigabitEthernet0/0/1  Priority reduced: 10




S

HUAWEI

HCIE-WLAN L6158 SF i

520731

IF state: UP

Track SysHealth Priority reduced: 254
SysHealth state: UP

Create time: 2021-04-20 09:55:57

Last change time: 2021-04-20 09:56:03

#BEZE HSB RS,

[WACT1]display hsb-service 0
Hot Standby Service Information:

Local IP Address : FC01:100::100
Peer IP Address : FC01:100::101
Source Port : 10241
Destination Port : 10241
Keep Alive Times 13
Keep Alive Interval 16
Service State : Connected
Service Batch Modules
Shared-key i -

[WAC1T]

#
[WAC1] display hsb-group 0
Hot Standby Group Information:

HSB-group 1D :0

Vrrp Group ID 21

Vrrp Interface : Vlanif10

Service Index :0

Group Vrrp Status : Master

Group Status : Active

Group Backup Process : Realtime

Backup Start Time -

Peer Group Device Name : AC6508

Peer Group Software Version :V200R020C00SPC200B201

Group Backup Modules : AP
Access-user
DHCP

[WAC1]

IR 5 FIE CAPWAP jEhbhl,

#7£ WACT tEE CAPWAP jEitbi,

[WAC1] capwap ipv6 enable

[WAC1] capwap double-stack enable

[WAC1] capwap source ip-address 10.1.10.254
[WAC1] capwap source ipv6-address FC01:100::254
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#7£ WAC2 tHEE CAPWAP R,

[WAC2] capwap ipv6 enable

[WAC2] capwap double-stack enable

[WAC2] capwap source ip-address 10.1.10.254
[WAC2] capwap source ipv6-address FC01:100::254

$I 6 EEFE WAC BLBRIEINAL.

#7£ WACT EE2E WACT {E8 Master AC, FHE5E Local WAC BY IP ik,

[WACT] wlan
[WAC1-wlan-view] master controller

[WAC1-master-controller] master-redundancy peer-ip ipv6-address FC01:100::101 local-ip ipv6-address
FC01:100::100 psk Huawei@123

[WAC1T-master-controller] master-redundancy track-vrrp vrid 1 interface Vlanif 10
[WAC1-master-controller] quit

#1E WAC2 EFEEE WAC2 EH Local AC, Fi5%E Master AC B9 IP itk

[WAC2] wlan
[WAC2-wlan-view] master controller

[WAC2-master-controller] master-redundancy peer-ip ipv6-addres FC01:100::100 local-ip ipv6-address
FC01:100::101 PSK Huawei@123

[WAC2-master-controller] master-redundancy track-vrrp vrid 1 interface Vlanif 10
[WAC2-master-controller] quit

BEFHE WACHERERZE

[WACT1-wlan-view] display sync-configuration status
Info: This operation may take a few seconds. Please wait for a moment.done.
Controller role:Master/Backup/Local

Controller IP Role Device Type  Version Status Last synced

Total: 1
[WACT-wlan-view]

FoaREERY, MARE WACQ =BHER, FHARERS .

[WAC1] synchronize-configuration
Warning: This operation may reset the remote AC, synchronize configurations to it, and save all its
configurations. Whether to continue? [Y/N]:y

#H WAQ EEfE, £ WAC LEERERPIRE.

<WAC1> display sync-configuration status
Info: This operation may take a few seconds. Please wait for a moment.done.
Controller role: Master/Backup/Local

Controller IP Role Device Type Version Status  Last synced

FC01:100:101 Backup AC6508 V200R020C00SPC200B201 up 2021-04-20/11:25:53
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Total: 1
<WAC1>

U8 7 G52 DHCP Hbtibts.,

BlEE IPv4 Hbtitth
#1E Core-SW _EBI7E IPv4 AP B9 DHCP tthiikth

[Core-SW] dhcp enable

[Core-SW] ip pool ap

[Core-SW-ip-pool-ap] network 10.1.10.0 mask 24
[Core-SW-ip-pool-ap] gateway-list 10.1.10.1

[Core-SW-ip-pool-ap] excluded-ip-address 10.1.10.100 10.1.10.101
[Core-SW-ip-pool-ap] excluded-ip-address 10.1.10.254
[Core-SW-ip-pool-ap] quit

#1E Core-SW _E 8132 HCIE-Lab B9 DHCP itblikith

[Core-SW] ip pool lab

[Core-SW-ip-pool-lab] network 10.1.11.0 mask 24
[Core-SW-ip-pool-lab] gateway-list 10.1.11.1
[Core-SW-ip-pool-lab] quit

#1£ Core-SW _E6132 HCIE-Interview B DHCP ikt .

[Core-SW] ip pool interview
[Core-SW-ip-pool-interview] network 10.1.12.0 mask 24
[Core-SW-ip-pool-interview] gateway-list 10.1.12.1
[Core-SW-ip-pool-interview] quit

#1E Core-SW [0 T{#F8E DHCP £/3118E.

[Core-SW] interface Vlanif 10
[Core-SW-Vlanif10] dhcp select global
[Core-SW-Vlanif10] quit

#

[Core-SW] interface Vlanif 11
[Core-SW-Vlanif11] dhcp select global
[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12
[Core-SW-Vlanif12] dhcp select global
[Core-SW-Vlanif12] quit

#

B2 IPV6 Htititith

[Core-SW] dhcpv6 pool ap

[Core-SW-dhcpv6-pool-ap] address prefix FC01:100::/64
[Core-SW-dhcpv6-pool-ap] quit

#

[Core-SW] dhcpv6 pool lab
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[Core-SW-dhcpv6-pool-lab] address prefix FC01:110::/64
[Core-SW-dhcpv6-pool-lab] quit

#

[Core-SW] dhcpv6 pool interview
[Core-SW-dhcpv6-pool-interview] address prefix FC01:120::/64
[Core-SW-dhcpv6-pool-interview] quit

#

[Core-SW] interface Vlanif 100

[Core-SW-Vlanif100] description for ipv6_ap
[Core-SW-Vlanif100] undo ipv6 nd ra halt
[Core-SW-Vlanif100] ipv6 nd autoconfig managed-address-flag
[Core-SW-Vlanif100] ipv6 nd autoconfig other-flag
[Core-SW-Vlanif100] dhcpv6 server ap

[Core-SW-Vlanif100] quit

#

[Core-SW] interface Vlanif 11

[Core-SW-Vlanif11] undo ipv6 nd ra halt

[Core-SW-Vlanif11] ipv6 nd autoconfig managed-address-flag
[Core-SW-Vlanif11] ipv6 nd autoconfig other-flag
[Core-SW-Vlanif11] dhcpv6 server lab

[Core-SW-Vlanif11] quit

#

[Core-SW] interface Vlanif 12

[Core-SW-Vlanif12] undo ipv6 nd ra halt

[Core-SW-Vlanif12] ipv6 nd autoconfig managed-address-flag
[Core-SW-Vlanif12] ipv6 nd autoconfig other-flag
[Core-SW-Vlanif12] dhcpv6 server interview
[Core-SW-Vlanif12] quit

I 8 FiE AP ik,

#£ WACT LRI EIRER, BAERABREFE (URREEFEIMNEXNFEZL AT
RAIEZRES ) o

[WACT] wlan

[WACT-wlan-view] regulatory-domain-profile name HCIE
[WAC1-wlan-regulate-domain-HCIE] country-code CN
[WAC1-wlan-regulate-domain-HCIE] quit

#1E WACT EEIEE AP 4R, H4TEEEIRENN.

[WAC1-wlan-view] ap-group name HCIE
[WAC1-wlan-ap-group-HCIE] regulatory-domain-profile HCIE
[WAC1-wlan-ap-group-HCIE] quit

#1E WACT _E37-00 AP B9 MAC H#ttit ( MAC HtetibS{#EBSCiRIAE A AP MAC fbtll ) o

[WAC1-wlan-view] ap-mac 30fd-65f8-fd40
[WAC1-wlan-ap-0] ap-name ap1
[WAC1-wlan-ap-0] ap-group HCIE
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Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-0] quit

#

[WAC1-wlan-view] ap-mac f4de-af36-b300

[WAC1-wlan-ap-1] ap-name ap2

[WAC1-wlan-ap-1] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-1] quit

#

[WAC1-wlan-view] ap-mac f02f-a75e-5740

[WAC1-wlan-ap-2] ap-name ap3

[WAC1-wlan-ap-2] ap-group HCIE

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment... Done.

[WAC1-wlan-ap-2] quit

BZE WACT B9 AP IR, IPv4 1 IPv6 AP ERTIEE F4& .

[WAC1-wlan-view] display ap all
Total AP information:

nor :normal [3]

Extralnfo: Extra information

P : insufficient power supply

ID MAC Name Group IP Type State STA Uptime Extralnfo
0 30fd-65f8-fd40 ap1 HCIE 10.1.10.251 AP7060DN nor 0 1M:11S P
1 f4de-af36-b300 ap2 HCIE 10.1.10.93  AirEngine5760-10 nor 0  45S P
2 f02f-a75e-5740 ap3 HCIE FCO01:100:3 AP4030DN nor 0  40S -
Total: 3

[WACT-wlan-view]

I 9 EIE WAC B9 WLAN 283,

BliEZ e84k, HCIE-Lab 0 HCIE-Interview {8 802.1X IAILE
#1£ WAQT EElIEZ2ENR, KA dot1x AL,

[WACT-wlan-view] security-profile name HCIE
[WACT-wlan-sec-prof-HCIE] security wpa2 dot1x aes

Warning: This action may cause service interruption. Continue? [Y/N] y
Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-sec-prof-HCIE] quit

Bl32 SSID #&#x, HCIE-Lab %0 HCIE-Interview,
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#7£ WAC1 638 HCIE-Lab B9 SSID iR

[WAC1-wlan-view] ssid-profile name HCIE-Lab
[WAC1-wlan-ssid-prof-HCIE-Lab] ssid HCIE-Lab

Info: This operation may take a few seconds, please wait.done.
[WAC1-wlan-ssid-prof-HCIE-Lab] quit

[WACT-wlan-view]

#1£ WAC1 _EEI%2 HCIE-Interview B9 SSID &%,

[WAC1-wlan-view] ssid-profile name HCIE-Interview
[WAC1-wlan-ssid-prof-HCIE-Interview] ssid HCIE-Interview
Info: This operation may take a few seconds, please wait.done.
[WACT1-wlan-ssid-prof-HCIE-Interview] quit
[WACT-wlan-view]

B3 VAP #&fx, HCIE-Lab 0 HCIE-Interview,
#1E WACT E6I3 VAP 181

[WAC1-wlan-view] vap-profile name HCIE-Lab
[WAC1-wlan-vap-prof-HCIE-Lab] forward-mode direct-forward
[WACT1-wlan-vap-prof-HCIE-Lab] service-vlan vlan-id 11
[WAC1-wlan-vap-prof-HCIE-Lab] security-profile HCIE
[WAC1-wlan-vap-prof-HCIE-Lab] ssid-profile HCIE-Lab
[WACT1-wlan-vap-prof-HCIE-Lab] quit

#

[WAC1-wlan-view] vap-profile name Interview
[WACT1-wlan-vap-prof-HCIE-Interview] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIE-Interview] service-vlan vlan-id 12
[WACT-wlan-vap-prof-HCIE-Interview] security-profile HCIE
[WAC1-wlan-vap-prof-HCIE-Interview] ssid-profile HCIE-Interview
[WACT-wlan-vap-prof-HCIE-Interview] quit

#48 VAP 1BEIRR AR AP HT
£ WAC1 N HCIE-Lab 0 HCIE-Interview BY VAP &k,

[WACT-wlan-view] ap-group name HCIE

[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Lab wlan 1 radio all
[WAC1-wlan-ap-group-HCIE] vap-profile HCIE-Interview wlan 2 radio all
[WAC1-wlan-ap-group-HCIE] quit

[WACT-wlan-view]

BE VAP 5H5TE R
#1£ WACT E&EFE VAP §HRER

[WAC1-wlan-view] display vap all
Info: This operation may take a few seconds, please wait.
WID : WLAN ID

Status  Auth type STA

WPA2+802.1X 0

0 ap1 0 1

30FD-65F8-FD40  ON

HCIE-Interview
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0 ap1 0 2 30FD-65F8-FD41 ON WPA2+802.1X 0 HCIE-Lab
0 ap1 1 1 30FD-65F8-FD50 ON WPA2+802.1X 0 HCIE-Interview
0 ap1 1 2 30FD-65F8-FD51 ON WPA2+802.1X 0 HCIE-Lab
1 ap2 0 1 FADE-AF36-B300 ON WPA2+802.1X 0 HCIE-Interview
1 ap2 0 2 FADE-AF36-B301 ON WPA2+802.1X 0 HCIE-Lab
1 ap2 1 1 FADE-AF36-B310 ON WPA2+802.1X 0 HCIE-Interview
1 ap2 1 2 FADE-AF36-B311 ON WPA2+802.1X 0 HCIE-Lab
2 ap3 0 1 FO2F-A75E-5740 ON WPA2+802.1X 0 HCIE-Interview
2 ap3 0 2 FO2F-A75E-5741 ON WPA2+802.1X 0 HCIE-Lab
2 ap3 1 1 FO2F-A75E-5750 ON WPA2+802.1X 0 HCIE-Interview
2 ap3 1 2 FO2F-A75E-5751 ON WPA2+802.1X 0 HCIE-Lab
Total: 12
[WACT-wlan-view]

#{EREIREFLLIE STA IPv6 AVSSTHEE, WNARFFRIAINEE, STAREFIEIREN IPv6 AY IP ithiit,

‘ [WAC1-wlan-view] sta-ipv6-service enable

LI 10 FEA 802.1X A,

#0l%E dot1x 1R .

[WAC1] dot1x-access-profile name HCIE
[WAC1-dot1x-access-profile-HCIE] quit

#ECEAMIAILE

[WAC1] aaa

[WACT-aaa] authentication-scheme HCIE
[WACT-aaa-authen-HCIE] authentication-mode local
[WAC1-aaa-authen-HCIE] quit

#ECE EAP 1EHR

[WACT1] eap-server-template name hcie
[WACT1-eap-server-template-hcie] local-eap-server authentication method eap-peap
[WAC1-eap-server-template-hcie] local-eap-server authentication eap-phase-one enable

#{EFRE EAP 1E#R .

[WACT1] local-eap-server authentication eap-server-template hcie
[WACT1] local-eap-server configuration reload

#ECEINIERIR

[WAC1] authentication-profile name HCIE
[WACT1-authentication-profile-HCIE] dot1x-access-profile HCIE
[WACT1-authentication-profile-HCIE] authentication-scheme HCIE
[WACT1 -authentication-profile-HCIE] quit

#1£ VAP &R FHBEINIERRR -

[WACT-wlan-view] vap-profile name HCIE-Lab
[WAC1-wlan-vap-HCIE-Lab] authentication-profile HCIE
#
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[WAC1-wlan-view] vap-profile name HCIE-Interview
[WACT1-wlan-vap-HCIE-Interview] authentication-profile HCIE

#EUBEFEIKS

[WACT] aaa

[WACT1-aaa] local-user hcie-wlan-lab password cipher Huawei@123
[WAC1-aaa] local-user hcie-wlan-lab privilege level O

[WACT1-aaa] local-user hcie-wlan-lab service-type 8021x
[WACT-aaa] quit

6.3 LRI UF
6.3.1 BEFImERETEMNLZE, BB ORSE

# Mt PC £, $#AN SSID: HCIE-Lab,

PasE 2

@ G Internet

HCIE-Lab
% e

(A ez

N

CLOUD 110

a

Employee 110

Employee

N

= emnlnvesi

{1 Internet i

EERING, &N PCFREXZIRY IP ik, ATNERTFAENEI T IPv4 F0 IPV6 bl
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\Users\admin>ipconfig

Windows IP EEE

7£:2579:b45d%8

: IR BB ERE

: R E T ER

TRIVENIR -

0 (0% E5%),

6.4 fcES%E
6.4.1 Core-SW HYEZE

| #
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sysname Core-SW
#
ipv6
#
vlan batch 10 to 12 99 to 100 4090
#
ip pool ap
gateway-list 10.1.10.1
network 10.1.10.0 mask 255.255.255.0
excluded-ip-address 10.1.10.100 10.1.10.101
excluded-ip-address 10.1.10.254
#
ip pool lab
gateway-list 10.1.11.1
network 10.1.11.0 mask 255.255.255.0
#
ip pool interview
gateway-list 10.1.12.1
network 10.1.12.0 mask 255.255.255.0
#
dhcpv6 pool ap
address prefix FC01:100::/64
#
dhcpv6 pool lab
address prefix FC01:110::/64
#
dhcpv6 pool interview
address prefix FC01:120::/64
#
ospfv3 1
router-id 10.1.10.1
#
interface Vlanif10
ip address 10.1.10.1 255.255.255.0
dhcp select global
#
interface Vlanif11
ipv6 enable
ip address 10.1.11.1 255.255.255.0
ipv6 address FC01:110::1/64
undo ipv6 nd ra halt
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
ospfv3 1 area 0.0.0.0
dhcp select global
dhcpv6 server lab
#
interface Vlanif12
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ipv6 enable
ip address 10.1.12.1 255.255.255.0
ipv6 address FC01:120::1/64
undo ipv6 nd ra halt
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
ospfv3 1 area 0.0.0.0
dhcp select global
dhcpv6 server interview
#
interface Vlanif99
ipv6 enable
ip address 10.1.99.1 255.255.255.252
ipv6 address FC01:99::1/64
ospfv3 1 area 0.0.0.0
#
interface Vlanif100
description for ipv6_ap
ipv6 enable
ipv6 address FC01:100::1/64
undo ipv6 nd ra halt
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
ospfv3 1 area 0.0.0.0
dhcpv6 server ap
#
interface Vlanif4090
ip address 192.168.9.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 11 to 12 100
#
interface GigabitEthernet0/0/3
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12 100
#
interface GigabitEthernet0/0/5
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12 100
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#
interface GigabitEthernet0/0/6
port link-type access
port default vlan 4090
#
interface GigabitEthernet0/0/7
port link-type access
port default vlan 99
#
ospf 1
area 0.0.0.0
network 10.1.10.1 0.0.0.0
network 10.1.11.1 0.0.0.0
network 10.1.12.1 0.0.0.0
network 10.1.99.1 0.0.0.0
#
return
[Core-SW]

6.4.2 Agg1 BIBECE

#
sysname Agg1
#
vlan batch 10 to 12
#
interface MEth0/0/1
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 10
port trunk allow-pass vlan 10 to 12
#
interface GigabitEthernet0/0/3
port link-type trunk
port trunk pvid vlan 10
port trunk allow-pass vlan 10 to 12
#
return

<Agg1>

6.4.3 Agg2 HIBLE

| #
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sysname Agg2
#
vlan batch 11 12 100
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 11 to 12 100
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 11 to 12 100
#
return
<Agg2>

6.4.4 WAC1 pyEeE

#
sysname WAC1
#
eap-server-template name hcie
local-eap-server authentication method eap-peap
local-eap-server authentication eap-phase-one enable
#
local-eap-server authentication eap-server-template hcie
#
ipvé
#
vrrp recover-delay 20
#
vlan batch 10 to 12 100 110 120
#
authentication-profile name HCIE
dot1x-access-profile HCIE
authentication-scheme HCIE
#
aaa
authentication-scheme HCIE
authentication-mode local
accounting-scheme default
accounting-mode none
local-aaa-user password policy administrator
domain default
authentication-scheme HCIE
accounting-scheme default
radius-server default
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local-user hcie-wlan-lab password cipher Huawei@123
local-user hcie-wlan-lab privilege level 0
local-user hcie-wlan-lab service-type 8021x
#
ospfv3 1
router-id 10.1.10.100
#
interface Vlanif10
ip address 10.1.10.100 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.10.254
admin-vrrp vrid 1
vrrp vrid 1 priority 120
vrrp vrid 1 preempt-mode timer delay 180
vrrp vrid 1 track interface GigabitEthernet0/0/1
#
interface Vlanif100
ipv6 enable
ipv6 address FC01:100::100/64
undo ipv6 nd ra halt
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
ospfv3 1 area 0.0.0.0
vrrp6 vrid 2 virtual-ip FE80::254 link-local
vrrp6 vrid 2 virtual-ip FC01:100::254
vrrp6 vrid 2 priority 120
vrrp6 vrid 2 preempt-mode timer delay 180
vrrp6 vrid 2 track admin-vrrp interface Vlanif10 vrid 1 unflowdown
#
interface GigabitEthernet0/0/1
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 10 to 12 100
#
ospf 1 router-id 10.1.10.100
area 0.0.0.0
network 10.1.10.100 0.0.0.0
#
capwap double-stack enable
capwap source ip-address 10.1.10.254
capwap source ipv6-address FC01:100::254
#
hsb-service 0

10241

service-keep-alive detect retransmit 3 interval 6
#
hsb-group 0

track vrrp vrid 1 interface Vlanif10

service-ip-port local-ip FC01:100::100 peer-ip FC01:100::101 local-data-port 10241 peer-data-port
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bind-service 0
hsb enable
#
hsb-service-type access-user hsb-group 0
#
hsb-service-type dhcp hsb-group 0
#
hsb-service-type ap hsb-group 0
#
wlan
sta-ipv6-service enable
security-profile name HCIE
security wpa2 psk pass-phrase %A%#1$W#"Tm*[4}45xJ//8QQCtHHC>tI-&s!Ko:'1]T*%A%# aes
ssid-profile name HCIE-Lab
ssid HCIE-Lab
ssid-profile name HCIE-Interview
ssid HCIE-Interview
vap-profile name HCIE-Lab
service-vlan vlan-id 11
ssid-profile HCIE-Lab
security-profile HCIE
authentication-profile HCIE
vap-profile name HCIE-Interview
service-vlan vlan-id 12
ssid-profile HCIE-Interview
security-profile HCIE
authentication-profile HCIE
regulatory-domain-profile name HCIE
ap-group name HCIE
regulatory-domain-profile HCIE
radio 0
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 1
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 2
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
ap-id 0 type-id 100 ap-mac 30fd-65f8-fd40 ap-sn 2102351TYR10L4004310
ap-name ap1
ap-group HCIE
ap-id 1 type-id 115 ap-mac f4de-af36-b300 ap-sn 2102352UBR10L6001295
ap-name ap2
ap-group HCIE
ap-id 2 type-id 43 ap-mac f02f-a75e-5740 ap-sn 21500826412SH1906275
ap-name ap3
ap-group HCIE
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provision-ap
master controller
master-redundancy track-vrrp vrid 1 interface Vlanif10

master-redundancy peer-ip ipv6-address FC01:100::101 local-ip ipv6-address FC01:100::100
psk %A\%#Wd3B8m1P'/sm.S~Svl;4DsL(E"WmO0)Z\cILGEV3@%A%#

#
dot1x-access-profile name HCIE
#

return
<WAC1>

6.4.5 WAC2 gyfeE

#
sysname WAC2
#
ipv6
#
vlan batch 10 to 12 100 4090
#
ospfv3 1
router-id 10.1.10.101
#
interface Vlanif10
ip address 10.1.10.101 255.255.255.0
vrrp vrid 1 virtual-ip 10.1.10.254
admin-vrrp vrid 1
#
interface Vlanif100
ipv6 enable
ipv6 address FC01:100::101/64
undo ipv6 nd ra halt
ipv6 nd autoconfig managed-address-flag
ipv6 nd autoconfig other-flag
ospfv3 1 area 0.0.0.0
vrrp6 vrid 2 virtual-ip FE80::254 link-local
vrrp6 vrid 2 virtual-ip FC01:100::254
vrrp6 vrid 2 track admin-vrrp interface Vlanif10 vrid 1 unflowdown
#
interface Vlanif4090
ip address 172.21.59.13 255.255.128.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 10 to 12 100
#
interface GigabitEthernet0/0/10
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port link-type access

port default vlan 4090
#
ospf 1 router-id 10.1.10.101

area 0.0.0.0

network 10.1.10.101 0.0.0.0

#
capwap double-stack enable
capwap source ip-address 10.1.10.254
capwap source ipv6-address FC01:100::254
#
hsb-service 0

service-ip-port local-ip FC01:100::101 peer-ip FC01:100::100 local-data-port 10241 peer-data-port
10241

service-keep-alive detect retransmit 3 interval 6
#
hsb-group 0
track vrrp vrid 1 interface Vlanif10
bind-service 0
hsb enable
#
hsb-service-type access-user hsb-group 0
#
hsb-service-type dhcp hsb-group 0
#
hsb-service-type ap hsb-group 0
#
wlan
sta-ipv6-service enable
security-profile name HCIE
security wpa2 psk pass-phrase %A%#1$W#"Tm*[4}45xJ//8QQCtHHC>tI-&s!Ko:'1]T*%A%# aes
ssid-profile name HCIE-Lab
ssid HCIE-Lab
ssid-profile name HCIE-Interview
ssid HCIE-Interview
vap-profile name HCIE-Lab
service-vlan vlan-id 11
ssid-profile HCIE-Lab
security-profile HCIE
vap-profile name HCIE-Interview
service-vlan vlan-id 12
ssid-profile HCIE-Interview
security-profile HCIE
regulatory-domain-profile name HCIE
ap-group name HCIE
regulatory-domain-profile HCIE
radio 0
vap-profile HCIE-Lab wlan 1
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vap-profile HCIE-Interview wlan 2
radio 1
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
radio 2
vap-profile HCIE-Lab wlan 1
vap-profile HCIE-Interview wlan 2
ap-id 0 type-id 100 ap-mac 30fd-65f8-fd40 ap-sn 2102351TYR10L4004310
ap-name ap1
ap-group HCIE
ap-id 1 type-id 115 ap-mac f4de-af36-b300 ap-sn 2102352UBR10L6001295
ap-name ap2
ap-group HCIE
ap-id 2 type-id 43 ap-mac f02f-a75e-5740 ap-sn 21500826412SH1906275
ap-name ap3
ap-group HCIE
provision-ap
master controller
master-redundancy track-vrrp vrid 1 interface Vlanif10
master-redundancy peer-ip ipv6-address FC01:100::100 local-ip ipv6-address FC01:100::101
psk %A%#hP-.2"kE78hLNmM%h0.q9*L%1P<>Ax3An@uLRWNU&%A%#
#
return
<WAC2>
6.4.6 AR1 BUELE
#
sysname AR1
#
ipv6
#
ospfv3 1

router-id 10.1.99.2
default-route-advertise always
#
interface GigabitEthernet0/0/1
undo portswitch
ipv6 enable
ip address 10.1.99.2 255.255.255.252
ipv6 address FC01:99::2/64
ospfv3 1 area 0.0.0.0
#
interface GigabitEthernet0/0/2
undo portswitch
ip address 20.1.1.1 255.255.255.252
#
interface LoopBackO
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ip address 10.1.1.1 255.255.255.255
#
interface LoopBack1
ip address 10.2.2.2 255.255.255.255
#
ospf 1
default-route-advertise always
import-route direct
area 0.0.0.0
network 10.1.99.2 0.0.0.0
#
return
<AR1>
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7 WLAN CloudCampus $&FR 5 ZEESCIG

7.1 SCIG A48

7.1.1 XFARLIG

MERAFTIHFHRRRE, EBE. BI/NESTEHEESEEEREN IT &S,
15—&53‘“%%1_5’]015 PXHFAEEEW T HPAR, EHEBEBARTEEHITHRT

ERRABIRATTE, AR UER/RATH/NEEXMENEE, RAXEHCEEN
AP\ Router. Switch. Firewall, EM/ATLUHITHRIRAINSESHE . WS TR, BIZEHMA,
KigERRSEENR,

ASLEGEIT CloudCampus MBI SECE, ItFREREN WLAN FAG =R X MRS
ZHIERE

7.1.2 L HAY
o IBfELEY) WLAN CloudCampus BMIFS .
o ZFRITNAIERISE LERE
e  FEEId DHCP Option 148 TA&#E4I2E IP HltAIA R .
o ZEiEEY iMaster NCE-Campus =28 WEB FREHHIT AR BHZR I SECERIS %,
e  EFEIEEI iMaster NCE-Campus 1=H8§ WEB REIHTT AP B SEERSE.
£12 WLAN CloudCampus HIZEMECE .

ik

°
Ik
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7.1.3 SCAGHM I M4E

HQs
Q AR1 ® GEO/0/2 GEO/0/1 ® AR2

GE0/0/1 GE0/0/2

GED/0/7 GED/0/1

Core-SW
< iMaster W4

GE0/0/6
GE0/0/2

Agg2 APG
GEO/0/2
=
AP1 (((‘))) (((R)) AP4
< < < PC3
= = =
E & ((( K)) AP5
PC1 PC2 Branch

E7-1 WLAN CloudCampus fRR75 SEBE SR

W EERR, 1ZANDARERD: BB .

SERE ART. Core-SW. Aggl. Agg2. WACT. WAC2 LA 3 /N AP £B5%, AR1 'f"Ejj,L, =R
M, WACT 1 WAC2 EREINLING, B AP1. AP2 §l] AP3 B£27E WAC 4, 1Bt S Eie s
IREEMERIEHISER—EIE,

Branch 32 AR2. SW4 #1 AP6 4Bk, AR2 fEAREIXEA, AP6 BiS SW4 N”"EZOE
BX, AR2 fAZRiEId DHCP 238e IP #itiELARZ 5519 MEBIILEAT NAT Hititheit, AP6 A={VERR
&=, Branch BIFRrEIRSEEREMEI iMaster NCE-Campus 1=HI88, HIEHIESHITH—SIE,
AsLIEH, iMaster-NCE Campus BRI IP #fiES 192.168.9.253, #8it iMaster-NCE
Campus SEIBNEMLEIRE, BSMINEATLIIH, tban: mnEidEcE DHCP ithtbitskit E
ftBIRERIREN IP itbiik, [EIAY{ERT option 148 H1IRE iMaster-NCE Campus B9 IP, tBBJLAF
SHERE

KRN BIBIS F s eI USRS iMaster-NCE Campus HAEMERIRE o
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7.2 SCIS(TSREcE

7.2.1 BcERBEE
o HFiRF LEELIIZES iMaster NCE-Campus FIEIE,

e 7 iMaster NCE-Campus L elfEihsm S8R, BePEEIRE RN L=+, AF
AP1~AP3 B27E WAC k£, PRLAMNEETE NCE 170 WAC, FTEiI0APIEE .

e 7t iMaster NCE-Campus EEUufs Branch, SE£&8DRERNEE=H

e 7f AR2 52R% DHCP H#biists. LAN O VLAN E2&. AR2 g9 WAN O NAT B2&, LI
AP6 REi@iS AR2 FXEX IP it . iMaster NCE-Campus $541I88 IP bk, HiBid AR2 5
iMaster NCE-Campus 1528 TiB(E, MM 4.

e  7f iMaster NCE-Campus =588 FiRIN AP2, SH P& E, BABELTEZWS, 8iF: 2
E—/MANFAL Portal B9 SSID (iMaster NCE_Demo ) Az EH. dlE— MAIES
079 802.1X B9 SSID ( Employee ) & T{FF. 7£ iMaster NCE-Campus EBIZZIAIE(F
RIS E,
o  TETLLRin EiEEEERMAY SSID, FHINEBAELER.
722 BeEXE
7221 BEPhiE L
EZE AR1 #1 Core-SW 7£ iMaster-NCE Campus %,
TR 1 EENKZEE, EBRIIELIREEEI5F iMaster-NCE Campus BEISEIE .

#Bi2E Core-SW 5 NCE Bj&,

[Core-SW] netconf
[Core-SW-netconf] management-vlan 4090
[Core-SW-netconf] controller ip-address 172.21.59.102 port 10020

#BcE Aggl 5 NCE HiEE,

[Agg1] netconf
[Agg1-netconf] management-vlan 4090
[Agg1-netconf] controller ip-address 172.21.59.102 port 10020

#BCE Agg2 5 NCE HiE,

[Agg2] netconf
[Agg2-netconf] management-vlan 4090
[Agg2-netconf] controller ip-address 172.21.59.102 port 10020

#BcE AR1 5 NCE BiE,

‘ [AR1] agile controller host 172.21.59.102 port 10020

#BcE& WAC1 5 NCE Bi&E,

‘ [WAC1] ac-mode cloud
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Warning: This operation will switch the AC mode to cloud, Continue? [Y/N]y
This operation will take several minutes, please wait....

Warning: The authentication mode is switched to SN authentication. Ensure that the APs added offline
have SN information. Otherwise, configurations of these APs may be lost..

#
[WAC1] cloud-mng controller ip-address 172.21.59.102 port 10020
[WAC1] pnp startup-vlan receive enable

#BcE WAC2 5 NCE B,

[WAC2] ac-mode cloud
Warning: This operation will switch the AC mode to cloud, Continue? [Y/N]y
This operation will take several minutes, please wait....

Warning: The authentication mode is switched to SN authentication. Ensure that the APs added offline
have SN information. Otherwise, configurations of these APs may be lost..

#
[WAC2] cloud-mng controller ip-address 172.21.59.102 port 10020
[WAC2] pnp startup-vlan receive enable

T2 BHEIRFEN S,

BEIRSFESN S,
#BZE Core-SW BJ ESN &,

[Core-SW] display esn
ESN of slot 0: 21980109384EL6000200

#8& Aggl1 B ESN S,

<Agg1>display esn
ESN of slot 0: 1019A0031371

#BE Agg2 BY ESN S,

<Agg2>display esn
ESN of slot 0: 210235859910H7000001

#BE AR1 Y ESN S,

<AR1> display esn
ESN of device: 1002352MQU19C0143513

#8E WACT BUESN S,

<WAC1> display esn
ESN of device: 102060020916

#BEE WAC2HIESN S,

[WAC2] display esn
ESN of device: 102060020925

IR 3 £ iMaster NCE-Campus gt 5SHHRINSEE .

BIHFP S ES iMaster NCE-Campus BOiz#EmE, BliEuhm “2E87 , FHRINKEE Core-
SW #0 AR1,
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BESIR ESN
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i,

REmE “HWE” o

BELS wE
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O WAC2

102060020925

AC6508
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=i ‘MR .

BBEWACH
* WACHETR: HQ_WAC
7~H
s
=
L g

IR 5 B APIEEFE,

AFEERI, AP1~AP3 E&7E WAC k4,

Sk, =& 18R .

eEEni ESN

WAC1 102060020916

102060020925

INFRIEE AP RPIRZSRANTE],

Pei=g
=
BEER ESN BEne
EEicR,
-0
wERe
AC6508
AC6508

Y |

HAN WACT, & AP
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EAMER
BE(E!
A APFIE
&5 WAC1
e mE
V200R020C00SP...
FTRRE
me AC6508
10.1.10.100 - ®E ESN ms MACHENE ETRS TESESE
E apl O 2102351TVR10L400.. APF060DN
HUAWEI ap2 O 2102352UBR10L60...  AirEngine5760-10
2021-04-21 17:4...
ap3 [ 2o 21500831023GJ902 AP40SODN
i
R ELERTE:  2021-04-21 17:4... g 10 &/M [ 1]
MAC 64-2C-AC-86-7D...
102060020916
@
172.21.59.102
- " 10032
EY 5\%2 “py EE “E%\A”
uljj,n\L?:F 2aT, = 1, o
YIRS
fus I
e
brid e
a e g
Y5 f&Eik =5
0 == WAC,LSW,AR

i
=
i
e
e

BTN, RE ‘HRE” .
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HUAWE] HCIE-WLAN sLISIES TR 262341
=R
BEER SR FA
ap1 ATh
ap2 AETh
ap3 mIh
H3z /1

BE AP IR, B AP1~AP3 AT E R T

APFIE
€ s = wE
iR WS SRER ESN me MACHEsE ETRS (B (G5B 4268)
ap1 @ i - 2102351TYR10L400...  AP7060DN 39.90375,116.40272
ap2 ® - 2102352UBR10L60...  AirEngine5760-10 39.90377,116.40342
ap3 @ xR - 21500831023GJ902...  AP40S0DN 39.90241,116.4043
3¢ 10 - /A (1]
sy . ~ = N = e
ZE1F 1~2min BYiE], APREIREIEE, GEEEEER AP RY MAC HBIHFIIATS
APFIE®
T P Az BE
B ®’E smER ESN ms MACHESE BT ME(E 26
ap1 [ X3 -- 2102351TYR10L400... AP7060DN 30-FD-65-F8-FD-40 normal 39.90375,116.40272
= ap2 O == - 2102352UBR10L600... AirEngineSYﬁU-m F4-DE-AF-36-83-00 normal 39.90377,116.40342
ap3 o=E - 21500831023GJ902...  APA0SODN 60-F1-8A-9C-28-40  normal 39.90601,116.40324



S

i Sy 1=
HUAWE] HCIE-WLAN LI5S0 582353

7.2.2.2 Branch i¥& %

TR 1 BEEREHESN £,

#B8F AR2Z I ESN S,
<AR2>display esn
ESN of device: 1002352RLG 1980065092
#BEEH SWA BJ ESN 5,
<SW4>display esn
ESN of slot 0: 210235859910HA000031

LI 2 7% iMaster NCE-Campus Bl S FHRINRES .
BlEub = Branch, FHiRINEE
#7E Rt - “uheEE” e “eUE” &l

SEREBIR ER R i

SERE RENR /R SERECESR

=) 7 35SVEID 1R
WAC,LSW,AR / i 8
E LS 0 /& [ 1]
N
#BlIEu5 = Branch,
MEBVLANT, = @ MEADE
AR
oE:
e | AP B AR LI Fw B Lsw L wac I
AR
EEE: EERE ©
ERAED: BRI
Emias
BIRSHEN BRENRE
EfR ieERe ESN REHE AR ik B
AR2 1002352RLG 1980065092 [ES
Swa 210235859910HA000031 BA

e seren | [N
IhRZFR “Branch” iﬁ%*ﬂ’jLAP AR, LSW, J “Bid ESNRM” , MANRER

R, MAEEIIRBE ESN S, &fe=TE ‘M7 .
#7E iMaster NCE-Campus J:EE g FIER.

ESN wE &R rEIs WiE
1002352MQU19C0082... [ZES AR6140-16G4XG

210235859910HA000031 @ =& BA §5720-56C-PWR-HI-AC




S

- ST =)
HUAWEI HCIE-WLAN SC3iESF 2361

7.2.2.3 Branch AP %%

7£ AR2 FiE DHCP IJRE, J9 AP6 L IP ik, FFifid DHCP Option 148 £5%0 AP2
iMaster NCE-Campus $ZHlI28R9 IP #tetlk, BRI T RIE AP6 5 iMaster NCE-Campus A9 IP
EEE, FEME AR2 LECE NAT RitbIEER, {513 AP6 1518 iMaster NCE-Campus LA AR2
B9 WAN OHBhbHET

I 1 Gl LAN ik,

#md “UhRECE” - “hmR” , 1DHRRIuAS “Branch” , ZIEmdE “BSHRET o

% iMasternce

IEESE, LTSREEREE, TRSHRERE, YSHF  #SoRENM LTROSGRE , BUBHNQAR

2%
AR2 SESEVEN

%
[0 ]

s
#rad “LAN” , &R “AHE Internet BN , miE ‘IR .
LAN

o '\\ SN
4 N X

® ®| ® @
2 4

© Fitinternetig = H]

-

FEER VLAN 1D PiBst =5 DHCP DHCPE=T

2HiCR.

#ENFMZFR, VLAN ID, IPibtib, #8583, £ “DHCPIZIN” &= “BlE”
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HUAWEI LIRS FM 2375
ST
FRETR: Branch-DHCP
fEik:
et v Fzh =5
IP: 192.168.10.1
¢ S
HARIREREE
AR
R > Y > MTERE > MSRE > PRI > REE
DHCP:
DHCPisst: O fms O
DNSEBS: FHEDNSIZE
e

peaciin] B =3 E B v

£ “IEIR” iR “mFAattlt (148) 7, &= “1E” , I iMaster NCE-Campus 1=
28 IPHELE. im0, 7EREAIBEOPIESAERAIEFIZE IP HENLEIT], AL HIES:
“172.21.59.102” , REIESERITE:
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. =H |
HT RS &
e agilemode=agile-cloud;agilemanage-
. mode=domain;agilemanage-
ANTT IR domain=172.21.59.102;agilemanage-port=10020;
DHCP: {
2 ! O 58A:
DHCPHY,: agilemode: {E#agile-cloud(ZFAATEER), tradition(BITINIFIDHCP
server option1481]Ji%) =k & tradition-fit WACH 2 TROfitiE=NiNIR; REAPIRS!
DNSARSS: LS),
2 agilemanage-mode: {@Xipak#&domain, #Fragilemanage-domainfIZ#(E
BIPHIHEREZ,
HEEE agilemanage-domain: Z=F&SR9EZNEIPIEIL,
Ghie? agilemanage-port: ExUAMF, BR=FaRE0. o
DHCPIEIR: l E
T AR B S — T &{’E
cl ZF At (148) I 148 B-E:S e I I IL‘EIIBFJB?
=R

Option148 STEEEUT, H&E:

agilemode=agile-cloud;agilemanage-mode=domain;agilemanage-domain=192.168.4.104;agilemanage-
port=10020;

#,ﬁﬁ “ Eﬁ” _ “E%iA” R
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FHiENetwork

HAERERE:

MNAOERERE:
BE - VIENS - BRkE > BWRES ~ BHEE - REFRR

DHCP :
DNSERS AFONSIZE

mERS

DHCPiZEIA : B

pei2 ] 83 ) =1 BE

TS (148) AR agilemo =rvll Bill=

#ER AR KERE.

<AR2>display current-configuration interface vlanif1
[V300R019C10SPC300]
#
interface Vlanif1
ip address 192.168.10.1 255.255.255.0
zone trust
dhcp select interface
dhcp server dns-list 192.168.10.1
dhcp server option 148 ascii agilemode=agile-cloud;agilemanage-mode=domain;agilemanage-
domain=172.21.59.102;agilemanage-port=10020;

f£AR2 F&EZE VLANIF1 #O89EE, AILIERIRE EEE4R VLANIFT 20, H IP #iit)
192.168.10.1, HEFFTETF#EMORY DHCP I1gE, HECE T Option 148,

I D IS AR2 LAN 20,

BcE AR2 BURTHEO, OB VLANT, {2 PVID 791, {18 SW4 F AP2 BEfigiEiS DHCP 3%
Y IP 31t LARZ iMaster NCE-Campus $236128 IP bl ,

#rihREERAERAT ‘BHET - “E0O7 - “MEHRE” .

#mh NMTHEERAYEO, 7EASCIAI GEO/0/2,
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s CED CGZD

RO e
0 EzEEEOER+TUSEOENOSSEVHET SR RLRIERSDNM MRS, iMaster NCERZIHE] EOLAND, EtAmmEeRERAND,
AR2 oD

n

#ECE “BRE VLAN” | “RiIFEERI VLANY |, (B85 1, 1RIE AP SEIEEIREY VLANIF1 B3

IP ftbiik

EOER

* EBFR: GigabitEthernet0/0/2
Ok
— 0 HIRENSRBIRE, XASENERBISSSTNSTERR, HE
s {EIRME,

* OB B0

* GREVLAN: [ |

* SYFBITHIVLAN: [ 1 |

SREE

| mm

#EFE AR2 31 GE0/0/2 BL& .

<AR2> display current-configuration interface GigabitEthernet 0/0/2
[V300R019C10SPC300]
#
interface GigabitEthernet0/0/1
port link-type trunk

ZUAERT GE0/0/2 #EOESLKRIE T VLAN1, O PVID BIAJ VLANT
#15E AP6 HUHBHESRENE R o

[AR2] display arp all | in 192.168.10
IP ADDRESS MAC ADDRESS EXPIRE (M) TYPE INTERFACE VPN-INSTANCE
VLAN/CEVLAN PVC

192.168.10.1 b008-7536-7984 = Vlanif1
192.168.10.112  f4de-af36-b3c0 8 D-0 GEO0/0/2
192.168.10.154  fAde-af36-a360 8 D-0 GEO0/0/2
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HUAWEI HCIE-WLAN SIS if 5241
192.168.10.92 fAde-af36-ace0 20 D-0 GE0/0/2
192.168.10.163  28b4-484d-c662 18 D-0 GE0/0/2
Total: 8 Dynamic: 5 Static: 0 Interface: 3

[AR2]

JLUBZILEREFESRIRTMXES IP Z5MI ARP (52, FHEZOA GE0/0/2, LI
AR TNREEEMINIREE IP (&, AP B MAC itbiit/g fAde-af36-b3c0, AILAEZI AP6 E&E5K
EXE T 1P bt

LI 3 FIE AR2 B9 NAT THAE.

AT AP2 E2REINFRENE IP HBHELAR iMaster NCE-Campus 32552809 IP itbiit, {BEJI AR1
FAREFERIE 192.168.10.0/24 RIEHSKE, 9L AP6 Fl iMaster NCE-Campus 12 H88AY
IP ANA M, ﬂsﬁt%%& AR2 FECEIR NAT iitt4Eia,

#1E Rt - “IEIREIR” - “SRESIENR PaTE ‘ACLY , =i ‘BT, fIE— BT
AR2 1T NAT #&32A9 ACL,

TRt EE BN BB 4P 5

I BEAEE

IR
BIREE

EEAI N

PBiE

E
e

ACLRS 1tE

#ECE T AR2 NAT 3109 ACL, st “IPv4” , IESRFR, ACLRBUEER ‘B ,
& “1In” , EEEJEIP 5 192.168.10.0/24 ( B) AP2 FRAMMIER ) » & “V/” ZEST
“OK” .
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52421

EE ACL wRSFEEKXTF 3100,

BUIEACL
b

ACLESE 5T R
ams @
A @) m

HER

#md ‘BB’ - “hREE .

gl &E OEA

AT

mP
O 216810024

0 =Ll B0 i 1®iE

4Hr 25

REERBER

HHERE
EPILE
FabricEH
BIENLE

¥ERIEVPN

N4

(U]

=i “EBESET - ‘W7, £ NAT ECEL T T, BUE—5 NAT FI.

s e
° E?ﬁﬂ.’% WEERE, TRESERME, TMSRRERE, VST, BSCRENR LTROHTRE, RURHINQARRES
=7 ER,
AR2
"t R AW
=0 LAl * EesmND
BRI
L BFNQA
URLiZIE
ssiD wsarER0
oA
w
=32
AP
NAT
e 0 OEACLYITHRETSETIENUEE, RYRBTSENIPSecVPNRSE, HREERIIACL,
=
0 e
®O& ACL NATHS3 3¢ BRI wE

#BECE NAT #:

17
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o1}
#=: GigabitEthernetO... ‘
0 GigabitEthernet0/0/1 I
* ACLHREHK: GigabitEthernet0/0/12
GigabitEthernet0/0/13
NATFa2S:
GigabitEthernet0/0/14
ARSIt GigabitEthernet0/0/15
XGigabitEthernet0/0/0
XGigabitEthernet0/0/1
igabitEthernet0/0/2
el ESril ESF|
#0=: GigabitEthernet0...
* ACLBIREFF: 2] D
aCUBlE
Bl
=30 mE i) ACLES B
Q0 nar =5 3101
H1% 20 - &M (1]

-0

£ “17 QA TFRAEFEFRO A GE0/0/1 (AL ARZBYWAN O) , = “27 &MuE,
e HAYE O AERIRIEER ACL iR, RiE=T “HE” -

ol
#O=: GigabitEthernet0...
* ACLIEIREFR: NAT
NATFRS24: »
NABREsT: »

B

#IGE AR2 FRY NAT BCE

<AR2> display current-configuration interface gi0/0/1
[V300R019C00SPC300]
#
interface GigabitEthernet0/0/1
undo portswitch
nat outbound 3101
zone untrust
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ip address dhcp-alloc
#
return
<AR2>

BJLAEEIRE NAT BcEE2&E A% GE0/0/1 O T,
#1M 192.168.10.0/24 | iMaster NCE-Campus 3=52200E B M .

<AR2>ping -a 192.168.10.1 172.21.59.102
PING 172.21.59.102: 56 data bytes, press CTRL_C to break
Reply from 172.21.59.102: bytes=56 Sequence=1 ttl=61 time=1 ms
Reply from 172.21.59.102: bytes=56 Sequence=2 ttl=61 time=1 ms
Reply from 172.21.59.102: bytes=56 Sequence=3 ttl=61 time=1 ms
Reply from 172.21.59.102: bytes=56 Sequence=4 ttl=61 time=1 ms
Reply from 172.21.59.102: bytes=56 Sequence=5 ttl=61 time=1 ms

--- 172.21.59.102 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

<AR2>

BILAEE SW4 F1 AP2 FRfERMIERS iMaster NCE-Campus $24|S85] LUHITIEEIB(S
IR 4 7% iMaster NCE-Campus B9 Branch 52737510 AP6

£ Branch uhs= 70 AP6, i&@id ESN E’JT:'_ﬁLﬁm\JJEI ESN aJLAiEid uEEJ:E’Jﬁézchy,
HETLAEIT AP BMAN TS SEEES] AP 2Z2/5, 181 SSH B3 AP, AREESSITHiH
BE, BMREAXATLEE AP I RFM .

LA FAT AP, = AP F= @ afi:
LT “Z&7 - ‘MfF7 - “BRAP” - ‘BREF AP hBEFIOERIZS.
#04% AP 1B,

<Huawei> system-view

[Huawei] ap-mode-switch cloud

g5 AP BIRZUAIIE cloud 12z, FEELIR AP LA cloud 1220, 1HRfE AP SH{TE
E o

ARLEGH AirEngine 5760-10 ERAE 1ET0A cloud 183, TFEiDi%,
#1E iMaster NCE-Campus 780 AP2 ZEliuks= Branch H,

£ R - REBEIE” i “Branch” - “RNINRE” - (FENAM .
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Bt EE BN WHE M 2R

WEHIERE

Bitriegigit

%

R

2]

O FLESS > RAEHE > License EREEREIRLicense EEIERRIIRT.
@ e
O smigE 12
® o L2 s |
A 5 n ER ESN BT 1] SheE PEES BE ®
|o 2 O AR2 1002352MQU19C0082. ® == [2ES Branct AR6140-16GAXG
[ - 9 0 Swa 210235859910HA000031 @ =% b N $5720-56C-PWR-HI-AC
Faisnn
* iy
@ @
7Ar
@( ®
NETCONF, SNMPH.
° FERESEANE, EHEST 26, ERFFER. (RESSMUNEY BF IE WETH, NOBETHOE %A L= BNV ()-)
su: Branch
o WS
BN s e WRATEIS5+TUTF-6iE) . o
| 2102352U8BR10L6001301 apt AP | |

HMYER%IE 9 NETCONF, 5 cloudcampus fRIR5EIE
9 NETCONF, HRRNgHE (B BE=HRE ) EERL
AP6, IREFEZFRECES AP6,

#BH AP6 LERIKE.

HREEEREAILIEER AP6 BRIER L.

& ESN Wt =) &
apb 2102352UBR10L5001301 Ex BA Br.

O AR2 1002352MQU19C0082963 ®E=E -3 Brai

0 Swi4 210235859910HA000031 ® =8 7N Brai

FoRYte iR,
SNMP Y, &

el BUNTIINESid]
&id ESN H’JT:T_tIIJ\\jJu

]

BERES

anch AirEngines760-10

ck AR6140-16G4XG

h $5720-56C-PWR-HI-AC
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7224 BEE= AP ISS
BUFE— Portal ®INEMNIAEIAF ACL ( portal free rule ) , FAFHEBRAFtELHERTAY DNS

M=o

BB AE(ERNTE, H SSID ZFR A “HCIE-Guest” , #AEBXA"EiELR, BF
VLAN €& VLAN100, FF/g Portal IAE, BcEETRFRIRERS, SIE— 1B IAIER
B huawei01, Zf3J9: Huawei@123,

FERAFRIERANTL, H SSID ZFfl “HCIE-EM” |, #EEEX I "EiEA, AP VLAN

&I VLAN200, fEF 802.1XIAIE, BEEETHFARERE, elE— BT AL
F: huawei02, Z8579: Huawei@123,

N
8

= 1 6% Portal free rule {ERAYAAF ACL,

ElIEE—1N ACL 4S9 6001 FIFFBENX ACL, HUBHFFHI DNS @#BimRg, HERBPERT
INIEZ B, BEIERIEIT DNS MY A#tT WEB IRS528 IP FA&E HTTP iAiEl, LAG{E AP #1T
TCP £ M miEIx Portal IAMETIME -

#CIEAFPBEN ACL, £ “iB1t” - “IRiIREER” - “SKEER” - “ACL” dhath “BlE”
EFFUEFEEIZAF ACL,

BUERACL

o @[ET

ACLSeE: =5
acme @
. @ N I 0

IPHRE

oluup 53 ] ) er
»0 I

1. BIBECERN: DNS,

2. ACL#RS: 6001,

3. MNFIE: ST 1IN, #MNER UDP, IsOSEEN 53, BEad V7 B
,

4. wmESE BN .

LR 2 UIBAEERNEL SSID.

BIZEEZ I “HCIE-Guest” B9 SSID, FFE Portal IAIE, #BAERA—EER, HEERAF
VLAN 33 100,

#BUEE SSID, 1£ “EeE” - “UhmfcE " HiktE Branch ihsn, =th “AP” , =k “GlIE”
BIE— 1 #RY SSID,
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HUAWEI HCIE-WLAN sLISIES TR 52471

B

e IfeRs R WES =T =E=E RS

s
o=

#SSID EAFLE , SSID BFIES: “HCIE-Guest” , S£XMETHRISENA: 2EPAIE, MEE
EARISA: —Bitk, 722489 “VLAN ID” QbERBETLEFETER VLAN F9 100

mERE ‘B - ‘T .

SSIDEH: o | HCIE-Guest |
IR
ERFE:
EREIA 2.4G (wlan-radio 0/0/0) 5G (wlan-radio 0/0/1) 5G (wlan-radio 0/0/2)
APIRE

S5
PESEES

' @@-®

A4
[ - Joui N,
VLAN:
REER APtFE VLAN ID 8
@ o () e
=

OEEN

HTRULLAECERI VLAN ID ATLBFRETHI VLAN, BIFE AC @517 F vap-profile Ffg
EHY service-vlan vlan-id BT FIFFRE VLAN, BLEiZ VLAN ID 75 100, TL&APEAN
AP6, AP6 £¥8TLFIFRISUENET £ VLAN 100 Tag M EfT#20&3%, EIL AR2 A9 LAN O
(fEARCIES, AR2 B92OJ9 GEO/0/1 ) BEACEMIE VLAN 100, FEE AR2 LEEH
VLAN 100 %2 IP thiitHY DHCP Hitibth, E4EERI1S=IZE P BLE -

#SSID ZEINIEEE . BEERNBUT:

1. NEATUER “FRMLE” , BER  Portal IAMIES T,

2. “‘EREETE’ T, ZESEIFNERER,

3. TWEHEERI: BIAW “TEEREBINE”

4. “HEXTUE” EEEA: BREEEIANEESRHE.

5. X “‘BRBEFH’ , ZItAFBCERKS, RAEREEFENKSIHITIAL.
6. Portal BINIE: T, EINMEBEAREEGA
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7. EEEOARBUTIIN, @ik EitliEAIER ACL: DNS,
8. Ak “WERER” , FREOAR: “ARFREPEN, FEEINE .
FESULERNAE, EET—2,

INERR: a| o) FEHRE ¢ - |

HEFTRE

BIERTE

(PortaBAJE): e

REHEES 4
e Yy —— [

iMaster NCE '«hivf NCE Portalf255#8 iMaster NCE
&—
i G 2 PortalfB 4588

= A T BN

© |0 =FenmiiE EFEFHNE BN

Portalifiy e o HACA
RN HTTPS HTTP

s B

* R (5 | mumPeEEAER.. - | BA > ermR > nEER > AEEs
BAFEEGAE: i R 2 o LR A >
BFETH: i
" B0 2 %
BABNEIRS TR
AEFEE: F EEREE
Portal&iAiE: »
Tadite a»
BRUABITAIR: 0 | o
* HeeEsREs: a i BTSRRI, RS SE RN SRR,
O SUFESEA
FoHF S RICPFETABF N

FFRFEA, FAREANLE, EREE GRS

) - |
#5SSID FRBEIEH . EEEP\J?&&D‘F:

1. ARERRSFHSIRR: TTREIEEE 20Mbit/s, EITREERE 10Mbit/s,

2. A, %FEBE'FZEEU AP6,
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HERE LRENE SRS

SSIDRERIE:

TFiTiRE(Mbit/s): BE

LiTR&(Mbit/s): BE

R AR

FiTFREMbit/s): ] 20

FiTHR@(Mbit/s): BB 10

R RN R

F(Mbit/s) =]
BlRRE

EIE 3 4EERISIT,

SSIDEFR wE IRRS ERETAR WIER WESX EAFS FUBERET HE

HCIE-Guest | b2 | IEdG(O)/SGU){SG{E\ Fﬁ{ﬂ?&(l’uvlali)ﬁfll R

NHEIRETZ SSID 2427 AP6 KSR EHE.
H#AZURISIIE o

HCIE-Guest
FFI
Hith Aot B RHRET I RNE R XAIER

[] ez

HCIE-Interview

HCIE_HQ_110

N

HUAWEI-DE40
FFI

Huawei-Guest
s

ELHRBRIREE, WIREELIER AP6 & HRI SSID £ “HCIE-Guest” IE&(ES

SR 4 BERTFEATE SSID,
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HUAWEI

HCIE-WLAN SIS if 5250

BIEEH “HCE-EM” B9 SSID, FiE 802.1XIAIE, RBAERNAZEER, HEERBF VLAN
73 200,

£ ‘BB - “UhREE” kE Branch ihR, RE “AP” , mid “EE7 , eIB—1RRY
SSID,

SSIDEFR wE TS G WEAR NEAX EEFES RESERSR B{E

HCIE-Guest FE 2.4G(0)/5G(1)/5G(2) FFERRIEE(PortabAIE) i =

#SSID EAECE . SSID BiRESH: “HCIE-EM” , SXEHURIFRON: £RiE, MWEE
ERNRERN: ZBER.

SSIDETA: Q[ roeem |

TIietks

ERFE

E8IA @B 256 (wian radic 0/0/0) 5G (wlan-radio 0/0/1) 5G (wlan-radio 0/0/2) |

APHRE:

RESERAR:

BcE “VLAN ID” &bECELZLRFFTER VLAN 3 200, &iemd ‘B - “T—=27 .
VLAN:

AR D APHE VLAN ID e
o= ] o] =

SIREE

«» O
# SSID ZINIEEE . BEERTUT:
INEARIEES “REMET
2. MEBEEFESH “WPA27
3. NEGRIEEFESH “AES”
4. RADIUS [RZEIEZANEBER “HCIE-WLAN” fRSBEE, 2EaE “T—%7 .

—_
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ESRE FLINE

WEAR: +  FeRE
LTS

o ) RERE
o : wPA2
EEE: AES

PN | E—

P REAHERS: o J
FHIENATIEECOA/DM: »
MACSEEAIE: a»

| - |
#SSID KHgEHl. EERBUT:
1. ABZmREFHSRE: TTREEE 20Mbit/s, H{TREERE 10Mbit/s.
2. mEMA, FEERETAE AP6,

ExER T2INE FEREIEH]
SSIDRRMIE:
TTR&E(Mbit/s): =)z
FiFRE(Mbit/s): =t
RN RASRIE:
TTRE(Mbit/s): |=] 20
LATRE(Mbit/s): BA 10
HERERDRIE:
Tem(Mbit/s) =]
B

#ECEIIE, LWRIBEEMZN “HCE-EM” BIFL SSID,

Bl
SSID&EIR RS TERE RIS WEAR 755 EiAFS RgiEsAt WHE
| HCIE-EM FE 2.4G(0)/5G(1)/5G(2) ZLFE(B02.1XGAE) WPA2 —EwE I
HCIE-Guest Eii ] 2.4G(0)/5G(1)/5G(2) FFHFIEE(PortalikiE) =5 5

#RIRIOIE, BIBEELER N, KIS ERILIEER AP6 & HRY SSID )9 “HCIE-EM”
HTEES.
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guestl

2l
5

HCIE-EM

rrrrr A

A\

Hugwei—Employee

Z

N

%

hw_manage 5740

N

hw_manage 5dc0

hw_manage a360

Internet IRE&

LB 5 FESW4.

N T IR LIRS IEEIAEY P W UARZIAIRISMERNES, BEE SW4 /Y LAN OR0E
VLAN 100. 200, ZA3CE&8 GEO/0/1 %0 GEO/0/2,

. wER0
Peeca . SO
=2
0 EEEROEIRS FAR T RERCth-Trunk{gS,
_ FEREREE L0 SRS B REE,
EL HTHL Fiie

1. EREwEEAN, # FizailanglnAEth-Trunk, B8 ETafARRGROMANEth-Trunk,
2, ERELACPH, ERASERSNERL, WAE Mool LEEIACP, BTN ERELACP,

wE 70 iEREE mEO L)
& ESN
G) sw 210235859910H
-’ 86 SW4 4 @5 ESN: 210235859910HA000031
WIE
- 11 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44
2]
i - ..
1 3 s 7 9 M 13 15 17 19 21 23 25 27 29 3 33 35 337 33 41 4
»
card2

+ 30 EifE =0 [ @ Eth-Trunk 6Elhrlrun(J:ﬁD ERO A BNLEFO W FaobisD
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GigabitEthernet0/0/1

FREVLAN 1

FCFIBIZAIVLAN 1,100,200

B
wORE
Sl GigabitEthernet0/0/2
EEVS
S A i
SREVLAN 1
* FYFIBITAIVLAN 1,100,200
BR
EZN

AR EERRE T RIER.

<SW4>display current-configuration interface GigabitEthernet 0/0/1
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 200
trust dscp
#
<SW4>display current-configuration interface GigabitEthernet 0/0/2
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 100 200
trust dscp
<SW4>

I 6 FRE AR2,

AT IRIELRIRBEIE IEFEIRE IP MUt LKA aSMERMLE, FEE AR2 EHITUATEE:

1. AR2 LAN [ VLAN 100, 200,

2. AR2 E6IF DHCP fibhibits, &3 VLANIF100. VLANIF200 Ot AT ig AP Y
Bic IP bk,

3. FBFE NAT iR ACL BN E&Ris B PR MES o

#AR2 LAN [ VLAN 100, 200,

#E ‘BB - “ihmBCE” b8 Branch i, = “ERHRRT - “EO7 - “PMEEE”
ERIRS 2 B9 LAN O, 7 “ R1F@IAY VLAN” Hifin VLAN 100, 200,
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HUAWEI

HCIE-WLAN L6158 SF i

254"

AR

sz
b o]
SRS
TRERE
URLiTZiE
SsSID

i,

#BOER
* EOERR:

EOmA:

EBEKE:

* O

* BREAVLAN:

* FEIFIBIIRIVLAN:

=REE

|

RO

BRI 2EEE| O MLtERE

0 FEERENERTHEEORENSIENAT ISSPAN MR RIFrEiRsE, iMaster NCEESTSRBARREIILAND, ElNmIRE-PRERLAND,

w 0 nE

71

GigabitEthernet0/0/2

& 0 HIRMENSBRIE, XPSENEBIVSFRFTRSTEER, HE

RIRME,
==l
1
1,100,200

#0158 DHCP #EliEitE “For HCIE-Guest” , JOIBFE TP HOED IP ik, €3 DHCP Hutitts
“For_HCIE-EM” , AR T TLBFHES IP ik,

i&FInternet:
\ ® /@ é

FRER VLAN ID Pt ]

Branch DHCP 1 192.168.10.1 24

H1FE

DHCP DHCPHEzt BiE

THF B [
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HCIE-WLAN sLIG1ES 25513
HUAWEI c SIHESFM #0555
BlEFR
fRik:
* VLAN ID: 100

BB Fa =5

HAEREREE

ANFFRERRE:

FREBHERE > MR > MR > WRE > M > Rl R

DHCP: @]

DHCPiZ=:: O e R

DNSBESS: FRDNSIZE

EEER

DHCPiEIR: 52

: O

(%] ped] i1 HBE v

£ “BRHSR” - “M4R” thath LAN, O3 DHCP itilitits, S¥i%iBE FEIES, VLAN ID 4R
358079 100, 200, IP bk, #EVLABITHY, &ESEHEIA.

LAN
i&#Einternet:
é g
O FhtinternetiEA SHEER
FRER VLAN ID [Pt =] DHCP DHCPig=t W
For_HCIE-Guest 100 192.168.100.1 24 tarid e B e
Branch_DHCP 1 192168101 24 ¥ HEsEE =8

H2m 20 =m O@
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HUAWEI HCIE-WLAN :kg\ﬁagiﬂﬂ %ZSGﬁ

BlEFR

faEk:
* VLAN ID: 200
HenbEE Fzh =B
e
HAER R
NFFIREE
ERE > PIERE > ANEE > MIERE > BB > REsE
DHCP:
DHCPiE=:: O B i
DNSEgsS: FHEDNSIZE
EEER
DHCPiEIa: R

EEIR LA¥ =] Eoec] E BE v
e

#E AR2 BYIRE NAT ACL,

SRR 1
iR 1Pv4
’ [ |
ACL
= e £ Acas =
URLS sttt
HCIE-Lab -~ 2001
RADIUSHESS
HWTACACS B8 HClEdnienview =R 3002
PortalsEss it NAT — Hor D
URLS NS = 6001
RADIUSFRA835528
s A
i - 20 = (1]
Pv4
fEACL
B NAT
i3

AClms: 31m @
" HARIPLE:
REER R i mp o) BxiP B0 1 i
5 ST Any 192.168.10.0/24 Any m
10 s Any 192168.100.0/24 Any
15 Ea Any 192.168.2000/24 Any
s

o - |
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£ iRt - “EIREERT - “RERIR hRmZAIelE NAT, SdE, g ACL
rule, rule IFRECER IP #UBBEINIZ SBA S ECRIMBIERBIRT, EASLIREIFRE
192.168.100.0/24. 192.168.200.0/24, RE=ELHIART .,

#1E£ AR2 FEBERE,

[AR2]display current-configuration interface
[V300R019C00SPC300]
#
interface Vlanif1
ip address 192.168.10.1 255.255.255.0
zone trust
dhcp select interface
dhcp server dns-list 192.168.10.1
dhcp server option 148 ascii agilemode=agile-cloud;agilemanage-mode=domain;agilemanage-
domain=172.21.59.102;agilemanage-port=10020;
#
interface Vlanif100
ip address 192.168.100.1 255.255.255.0
zone trust
dhcp select interface
dhcp server dns-list 192.168.100.1
#
interface Vlanif200
ip address 192.168.200.1 255.255.255.0
zone trust
dhcp select interface
dhcp server dns-list 192.168.200.1
#
interface GigabitEthernet0/0/0
#
interface GigabitEthernet0/0/1
undo portswitch
nat outbound 3101
zone untrust
ip address dhcp-alloc
#
interface GigabitEthernet0/0/2
port link-type trunk
port trunk allow-pass vlan 100 200

B0 7 VLANIF100, 200 £#00, FAFETETIEORI DHCP ithikt, 7 LAN O GE0/0/1
RIS VLANT00. 200 @i,

[AR2]display acl 3101

Advanced ACL 3101, 3 rules

Acl's step is 5
rule 5 permit ip source 192.168.10.0 0.0.0.255 (12 matches)
rule 10 permit ip source 192.168.100.0 0.0.0.255 (1 matches)
rule 15 permit ip source 192.168.200.0 0.0.0.255
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[AR2]

$IB 7 AIERS.
AL RBINEARMIAIEST, BD iMaster NCE-Campus {E9 Portal fR5328LAK RADIUS
ARS528, T|ELE iMaster NCE-Campus FEIEZITERIFF . IAESHIAER .

#CIBTEINERPSE, & “EN - “BFPEE” TEdaEAEUInS, eIEmAEFE,
L9 EH “Branch-Guest” . “Branch-EM”

FRFE®E
BR
elArE
D » BRESsR: I Branch-Guest I
ii=ta
% Guest
HB4R:
4 HCIE-WLAN
EERmkE:
ik
BRE®
I
eIZAr4Ea
D 7 BRE&R: I Branch-EM I
Frams
% Guest
HRES:
% HCIE-WLAN
A Branch-Guest SIESERE:
b=
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HUAWEI

HCIE-WLAN SIS if 55259

#Bl%E Branch-Guest TEINERRF, =thZAMFREIZEFAE “HCIE-Guest” , FBIRZRIE
FAYAEF4EN HCIE-Guest, mEafIAY “BUi” , RIEFCIZEAIAFTE “HCIE-Guest” HE

BUEAP “huawei01” , BRBIREN “Huawei@123” , HEEUEFRE “ TAEFEXZ
B, BUBRPE—RERZEEEFMNMERER ., KL REAPZARARNERIKS, (XAOE
7~ Portal INIEIR , MEILARTE, LFMERPNREASHEFEE—NKS, BNFAEXT
ERviAL N

AR

huawei01

SRR Portal 802.1X HWTACACS
IS HERBEREIAILE: »

#6l# Branch-EM BEINERAR, mEAEMFREIEIEF4AE “Branch-EM” |, H{RZaENIES
OB Branch-EM, sthafigy “CUiE” , (RIEFREIEZERIEBFE “Branch-EM” &
T

Enms RrRER El

meE FFE ma ol ] MRS e
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BUEEFF “huawei02” , ZERBIREN “Huawei@123” , HEEEHE “ TRERIERE
L=

*RBPaE: huawei02
C EARES: ceeseesces
BE:

SR

BREesiE:

0

BARASE: » ©

b=
TRERIEHES:
* IFEERAR: Portal 802.1X HWTACACS

RermmsnESAE (D

LSt X 275
HECSOAIERAFN
Y
KN
s &m ugEsst Juc=Pe aan ik 4
Default BPAUE/MACIE = SR D

#IF 20 - ®/M [1]
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HUAWEI HCIE-WLAN L35 SF 2613
=G L)

{24

#AGER

B BHEREER

2
BAR l 0 s S N TR - W
SR SR d D b3 =
£ OENT - CGNEERT ad RGN Y , 82K “Default” XEERANAN, 1ZEREIRIR

FRASSOZIZIURMIRIEAREE RS “ RN ©

7.3 Z55R0GIF

7.3.1 Portal NI

BT —A& T RiRIERES AP6 B9 SSID: HCIE-Guest, 3TFFRNILSSEMIA IP HBhk: 1.1.1.1, &
58 HAY Portal WEMIAMNKSERS, KWIEFEETLAEE Portal IAIE,
# T UmiEEE HCIE-Guest
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282621

P 2

7G Internet

HCIE-Guest
75 Internet, FH

Bt

CLOUD 110

=4 =

employeel

7 Err)ployee_1 10

SLE

~—~ Fmnlnves

P25 Internet 128

@

T

a ol

WLAN

#IGUE Portal MAIEEAILAIEEMSHE
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@ Web Authentication Redirect X +

< C A &&= 1111

FER s SRt R NS 1P ttbiE, IRIFEFETILAEYE Portal TRE .
LHMIN~RE, 3R Portal REHHIFE .

- O X
S &= x  +

< C A A% | 172.21.59.102:19008/portalpage/00000000-0000-0000-0000-000000000000/username01/pc/auth.nt... & & e :

FB{EFWIFI!

2=

(o\ huawei01

RBEBWIF, FAISBEAEEsS!

LS ESRBkAEAY URL HethERE S ( RSLIERAIH ) -
https://172.21.59.102:19008/portalpage/00000000-0000-0000-0000-
000000000000/username01/pc/authSuccess.ntml?apmac=f4deaf36b3c0&uaddress=192.16
8.100.245&umac=081f713ad717&authType=1&lang=zh_CN&ssid=SENJRSTHdWVzdA==&p
ushPageld=a7024b82-45ec-465f-b1b7-
6648ce0e8d40&chanFir=n&userinfo=huawei01&remainTime=&remainFlow=&validPeriod=
7EiZ URL A 10T LARNBLIZ Portal TAE A iMaster NCE-Campus 12(AESS, F+H Portal TWE
A9 URL SHHET T apmac. uaddress XFNESE, SRLEBFENR AP B MAC ih
tt. FBFRY IP bk, XFNNSEH AP 1R, @i URL $EEESFH & Portal BRSS23, BT
[54% Portal fRSZ=EXIEEFANRA . SRR

IR mZERIEP, TELiRET DNS fRSSE5IRE AR2 LAY VLANIF 1200 IP ititlk, AR2
AERAFET DNS {CIEINEE, 1B AR2 EFRECEIMD DNS RSS2E. ABHA DNS i
R, FTLATENITLELLiRAY DNS 15K TRENT . BN, FRlAR 7T EIIESER AT HNIEEES
Bid URL 15[0IMLERT Bk Portal REIRYIGS, HAIFEE AR2 LECEFHSHY DNS fEfric
o

#AR2 FECEERZ DNS ##HT .

[AR2] ip host www.HCIE-WLAN.com 1.1.1.1

BCER#S DNS BRHTICR, 4818& www.HCIE-WLAN.com BT Z! IP t#tbhk 1.1.1.1, ZE&{NA
F eSS R BT R 5 Tt T Portal IAILE
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HET LR £ DNS f##4fT o

C:\Users\admin>nslookup www.HCIE-WLAN.com
DNS request timed out.
timeout was 2 seconds.
fRS5E8: UnKnown
Address: 192.168.100.1

DNS request timed out.
timeout was 2 seconds.
2R www.HCIE-WLAN.com

Address:  1.1.1.1

C:\Users\admin>

FEFX LR im £ CMD HiEd nslookup ap<i#1T DNS bt f#tfr, BILARLINAET www.HCIE-
WLAN.com,

#IGIEARINIEZ B IRAI M ESEE M

C:\Users\admin>ping 20.1.1.1

IE7E Ping 20.1.1.1 BF& 32 =HREHE:
EREAT .
BB
EREEAT .
EREEAT .

20.1.1.1 B9 Ping &iHsSE:
HiEE: BERIX =4, B =0, EX =4 (100% EXK),

C:\Users\admin>
#
C:\Users\admin>ping 192.168.100.1

IEfE Ping 192.168.100.1 Bf 32 FTHRIZIE:
EREERT .
EREERT .
EREERT .
BREEAT .

192.168.100.1 B9 Ping FiHEE:
HIEE: k% =4, EEK =0, E% =4 (100% EX%),

C:\Users\admin>
AILABRIAYZiRTEAS 20.1.1.1 #TEE, ELESEHSHIMX 192.168.100.1 #{TE(E . BIAIERKINZ
B, TELimIBaihnMEZHIRIR .
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#IOIEEIT 152 752038 Portal TWE

@ Web Authentication Redirect X +

< C A %% | hde-wlan.com

Rl t=iEmA . “www.HCIE-WLAN.com” H[EI%E, REEEEM[E portal INER

Mo
ERETE S EMAZBISIENARS .. 6B (huawei01/Huawei@123) o
S B x + = O X
& c A T\?’%| 172.21.59.102:19008/portalpage/00000000-0000-0000-0000-000000000000/username01/pc/auth.nt... & ¢ e :
T EFEWIFI
b )
==
/o\huawei01
é ..........
| Braa Y
FUBERWIFI, FDSEBiESRS!
Portal TAUERKIN:
@ =2aw x  + = B
& c A &£ | 172.21.59.102:19008/portalpage/00000000-0000-0000-0000-000000000000/username01/pc/authSu... Q¥ e :

FREE, INIERT!

2] S huaweiO1
FIRTTE: ToBRH!
TR ToBRE!
TTEAEE]: ToBRe
E3ED
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#EIREGIE LRI AIREIE @ .

C:\Users\admin>ping 20.1.1.1

IFfE Ping 20.1.1.1 BF 32 ZHHIEIE:

&8 20.1.1.1 WEES: F1=32 Afja=3ms TTL=254
kB 20.1.1.1 EIE: F15=32 At{@=2ms TTL=254
kB 20.1.1.1 MES: F15=32 AJig=2ms TTL=254
kB 20.1.1.1 EIE: F15=32 At{@=3ms TTL=254

20.1.1.1 B9 Ping FitEE:
HIEE: BRIE =4, BN =4, X =0 (0% EX),
HRITIZAYEITHATE) (LAZRD R ER (D)

B =2ms, &I =3ms, Y =2ms

C:\Users\admin>

NIERINZ R, TERima LAUERHIEIME

7.3.2 802.1X EENIAILE

BT — B T RIHERER AP6 1 SSID: HCIE-EM, 7EERE SSID RYESREIN 802.1X IAIERIMK
SERS: dot1x/Huawei@123, IWIFEERILUEE 802.1X TAIE,

HT A EimEES) HCIE-EM,
HCIE-EM
/fr: =

WMARIAF S

huawei02

e

Huawei-Employee
ESN

hw_manage 5740
e

hw_manage 5dc0

~ hw_manage a360

HERINZ FEB TSR IRAY IP ik
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C:\Users\admin>ipconfig
Tok Bt SR 2E WLAN:
EREETER DNS B ... .. :
Az IPv6 HBIIE. . ... ... : fe80:c5c4:b531:dbda:2937%21
IPv4 fBtiE ... ... :192.168.200.224
RS ................. 2552552550
BRIARIE. ... ... ... .....2192.168.200.1
C:\Users\admin>

ALIEZRICZRINGAEGE] IP Hefik: 192.168.200.224, i% IP #utF2E VLANIF 200 =[Ottt
Bc.
#NIR o Rin S9N EREE M

C:\Users\admin>ping 20.1.1.1

Pinging 20.1.1.1 with 32 bytes of data:

Reply from 20.1.1.1: bytes=32 time=6ms TTL=254
Reply from 20.1.1.1: bytes=32 time=3ms TTL=254
Reply from 20.1.1.1: bytes=32 time=3ms TTL=254
Reply from 20.1.1.1: bytes=32 time=2ms TTL=254

Ping statistics for 20.1.1.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 6ms, Average = 3ms

C:\Users\admin>

Tt Bim A LALERE IHIESMNRRE o
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8 WLAN RIZERR RN 15056

8.1 SLIGNA
8.1.1 XFASLLG

ASCIGEITNE WLAN R S aURE I 5,

8.1.2 SLIGHAY
o B WLAN RIMLEHL.
o B WLAN SHMLEMLD.

8.1.3 SCIGZAMN A

ZREREN WLAN NMIABIZS .,

) 50K .
o| Gljo o _
SINE ' _ | Z¥4ia)
, = o 8o o |
s of o o)
SINE HAR— #7Kig)
. 7 N
~ | e
2D = L PR
SENE |
( _
. D2 /N
7Kg , _ Ao
| ' a :t D o 2N
o) ofo o
B O| _w#ug |0 -
o) oo o
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[E]8-1 WLAN PFIsERFIEILE

8.1.4 SLIGHIXI

ZINBRVEFNELRINE 8-1 FiR, ok WLAN MENEBSZMBMENERXE, DAE. &
WNZE. EIXNERBEXE, PEE. FKE. REEIFMESHEBEEXE, BER

B
BIDAXALUEM 200 A, BMDRAK, BNDARKE 100 AR, BFEZEESMAR
B 2 MER,

EMXABAEE 100 A, FEE60%, SENEEAAAIAET 30 A, Fir=
50%, (NEEEERAFPBEZIRER.
TEMEFTTHF 802.11ax tifE, IEENXIF AR, FRIF AP REERIRERE

#6-1 PRIV SRS
o BV S REZER (Mbps ) -
A= RYF
P BT 58 8 4 40%
REEIR (1080P ) 16 12 13%
MR (4K) 50 225 10%
VolP ( Voice ) 0.25 0.125 10%
AR 32 16 5%
EE R4 32 16 5%
S HE 32 16 5%
RNATIE 0.5 0.25 12%

7<8-2 WLAN il SEsReER
ESidl ik

ENES
et

ESS) e icR

NEEEE—AMEE,
EEXE | grmer: mADARE, IALNE, —MNEHK.

i
IRBEBEXIE: WAFUKE, mPMDEEE, —MRSEE, —PREE.
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BMDAXEA100A, BA26RIE, FHEZFI0%;

BEERE | S12NETE30A, BA2EENE, FHEE50%;

fik SNENRSEEI00A, BAAKE, FET60%, EMRIGIEER6A,
BAN1EALE, HEES0%,
AR R E R ST —2

BAEE | 8Sa5 2 Eala BRI E R .
HESERN2.6m, EMXKIEG®S, SEBTI15K, TEREHE,

- HMNEEEARZER240 mmiBEEt, P4E. RSENE. 2
XZ}H%J\ 0B /R | RSB 240 mmiNERES, SiNE. HAKAEEIAF]
~ 9912 mmiNERIE, B4 1195940 mmsEAi .

NEBNRSFIE, SEERLHRE, FsE, SE1
FHIE REBTHIE | K, 2.4GHZINER21 dBm, 5 GHZINER24 dBm, K8ty
94 dBi,
* * M BIAPZ (AR I ER AR BIRRLEE, B
FELIIN | ELIN
TELANY TELANY e BT
s | —ORNIREREIE, —AMHIREIZRKE, AP
ikt Z[EAIZEWLAN Plannerfii%ll .
HIsERA EERREIA TN ZE(VEEEHERIEHERE, APAI{ERPOEER,
REEALN | 2. BESEHES, WFESFFRR, T2,
EHRE TR BES R B SIS R,
WEER | RTHBAEHSSIDEESTF, HEHEEEREI52 Mbps,
LTS

1

PN

EIREWPITFRT o
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52713

=WE

o §
® ' © @g
o §

O ]
Zeipia]

D a ~

P E—

—
2WE #RIKIE]

I |
;-ajzzr% g # P4
3 |

&

ESINL ——

I:,

] SWE

IR

SWE

O O 0O O
0 0o o o

a
a
a
a

O O 0O O

S g g g

E]8-2 WLAN iRz

8.2 SLI{FEBCE

8.2.1 FcBEEIg

RIEEE R, HITIREIRE,

HE AP HE,

Z[E WLAN Planner J£&, SAEHEEL.,
RHIRE. [ES .

#H1T AP fH8.

IEAEE AP S, X&AE.,
BT L

BH TR

HITESHE.

B AP B, REHTESHE, B ESEHES
SHMIRE

8.2.2 BB IE
S 1 WLAN IIBEERICE.

BRFRFETRED .
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