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1.1.4 L8R
Z1-1 VLAN #1%1
2T i i W E-Sa VLANS ¥
PVID:1
MultiGEOQ/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Core
PVID:1
MultiGEQ/0/9 Trunk
Allow-pass: VLAN 100 101
PVID:1
MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEO/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Access
, PVID:100
MultiGEO/0/2 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEQ/0/3 Trunk
Allow-pass: VLAN 100 101
PVID:1
WAC1 GEO0/0/1 Trunk
Allow-pass: VLAN 100 101
=1-2 IP R
155 w0l IPithht
Vlanif100 10.23.100.254/24
SW-Core
Vlanif101 10.23.101.254/24
WAC1 Vlanif100 10.23.100.1/24
= 1-3 WLAN ASS5650%
WLANMIS3 e
HRER BEEER
BIBVLAN 100
A$SVLAN 101
APZH ap-group1
VAPIEHR wlan-net
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LZER wlan-net
R WPA/WPA2+PSK+AES
BRI a12345678
SSIDI&E#R wlan-net
SSID wlan-net

1.2 SCIG(FREE

1.2.1 BcE R
1. E SW-Core. SW-Access. WACT i®%EHI VLAN 58,
2 ERMZIZEM IP HIHER, BRMNEZERE,
3. EZO3HY], SW-Core EHECE DHCP RSS2, #fk AP olLRENETE IP thilt,
4.7£ WACT LECE CAPWAP RimOakiEittl, LA AP IAIEL = .
5.BcE WLAN W555%), S STA N

1.2.2 BB IR
T 1 EEVLAN 2

# BeEIENHAN] SW-Access 1855, B2 VLAN 100. 101, T{FEO5iEEd VLAN 100,
101, PVID J3 100, H{Fi#O5iFE T VLAN 100, 101, PVID {EHELEE VLAN 1,

# 1 SW-Access E8l# VLAN 100, 101,

<Huawei> system-view
[Huawei] sysname SW-Access
[SW-Access] vlan batch 100 101

# BECE SW-Access MTim 22BN RiFEIIAY VLAN,

[SW-Access] interface MultiGE 0/0/1
[SW-Access-MultiGEO/0/1] port link-type trunk
[SW-Access-MultiGE0/0/1] port trunk allow-pass vlan 100 101
[SW-Access-MultiGEO/0/1] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/1] quit

[SW-Access] interface MultiGE 0/0/2
[SW-Access-MultiGE0/0/2] port link-type trunk
[SW-Access-MultiGE0/0/2] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/2] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/2] quit

[SW-Access] interface MultiGE 0/0/3
[SW-Access-MultiGE0/0/3] port link-type trunk
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[SW-Access-MultiGE0/0/3] port trunk allow-pass vlan 100 101
[SW-Access-MultiGEO/0/3] port trunk pvid vlan 100
[SW-Access-MultiGEO/0/3] quit

$171

# BCE SW-Access H1TimO258 R iFEIZAY VLAN,

[SW-Access] interface MultiGE 0/0/9
[SW-Access-MultiGE0/0/9] port link-type trunk
[SW-Access-MultiGE0/0/9] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/9] quit

# ELBRO3THA, SW-Core 188 . B3 VLAN 100. 101, F{HEOf1EET VLAN 100,

101, 5 WAC1 BEti®[ MultiGE0/0/1 ftif&@id VLAN 100, 101,
# £ SW-Core _E£I% VLAN 100 1 VLAN 101,

<Huawei> system-view
[Huawei] sysname SW-Core
[SW-Core] vlan batch 100 101

# BB SW-Core MMTikOZREI R B1FEIZAY VLAN,

[SW-Core] interface MultiGE 0/0/9

[SW-Core-MultiGE 0/0/9] port link-type trunk
[SW-Core-MultiGE 0/0/9] port trunk allow-pass vlan 100 101
[SW-Core-MultiGE 0/0/9] quit

# BCE SW-Core 5 WACT BEfixOAYEE R iF@IZHY VLAN,

[SW-Core] interface MultiGE 0/0/1

[SW-Core-MultiGE 0/0/1] port link-type trunk
[SW-Core-MultiGE 0/0/1] port trunk allow-pass vlan 100 101
[SW-Core-MultiGE 0/0/1] quit

# EcE WACT g%, BJ# VLAN 100. 101, GEO/0/1 imHISEEUER Trunk, FHiiFEd

VLAN 100. 101,
# £ WAC1T 613 VLAN 100, 101,

<AirEngine9700-M1> system-view
[AirEngine9700-M1] sysname WAC1
[WACT] vlan batch 100 101

# BLE WACT B9 GE0/0/1 im OB N #1839 VLAN .

[WAC1] interface GigabitEthernet 0/0/1

[WAC1-GigabitEthernet /0/1] port link-type trunk
[WAC1-GigabitEthernet /0/1] port trunk allow-pass vlan 100 101
[WAC1-GigabitEthernet /0/1] quit

g

2 ECEIREF Pt
# BCE SW-Core B9 IP ftlik,

[SW-Core] interface vlanif 100
[SW-Core-Vlanif100] ip address 10.23.100.254 24
[SW-Core-Vlanif100] quit
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[SW-Core] interface vlanif 101
[SW-Core-Vlanif101] ip address 10.23.101.254 24
[SW-Core-Vlanif101] quit

# BCE WACT B9 IP bl

[WACT] interface vlan 100
[WAC1-Vlanif100] ip address 10.23.100.1 24
[WAC1-Vlanif100] quit

3

3  FdE DHCP fR3eE

# [2F3 DHCP BRSS, £ SW-Core EFEZE V0anif100 ix[049 AP 1241 1Ptk

N

[SW-Core] dhcp enable

[SW-Core] interface vlanif 100
[SW-Core-Vlanif100] dhcp select interface
[SW-Core-Vlanif100] quit

# 7F SW-Core FFEZE V0anif101 5079 STA 124 1P #hit

[SW-Core] interface vlanif 101
[SW-Core-Vlanif101] dhcp select interface
[SW-Core-Vlanif101] quit

TEA4 EBEAP L&

# FFIS CAPWAP DTLS RNIAIE, ( V200R021C00 K2 FRhRAN )

[WAC1] capwap dtls no-auth enable

Warning: This operation allows for device access in non-DTLS encryption mode even when DTLS is
enabled and brings security risks. After the device goes online for the first time, disable this function to
prevent security risks. Continue? [Y/N]: y

# £ WACT tECE CAPWAP Rin, FERRIBEMUTSE:

DTLS fRt=%5H: HALECE I a1234567;

WAC j8] DTLS FREZ= %50 AR E ) a1234567;

FIT AP VEIESH (BFPR/ZM8 ) © EE S admin/Huawei@123;
LEREEIE VAP (IEREN: ECES a1234567,

[WAC1] capwap dtls psk a1234567

[WAC1] capwap dtls inter-controller psk a1234567

[WAC1] capwap source interface vlanif 100

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and must start with a letter):admin

Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):Huawei@123

Confirm password:Huawei@123

Set the global temporary-management psk(contains 8-63 plain-text characters, or 48-108 cipher-text
characters that must be a combination of at least two of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):a1234567

Confirm PSK:a1234567
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Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021C00 or enable DTLS certificate-mandatory-match if it runs V200R021CO00 or later.

# B AP,

[WACT] wlan

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] quit
[WAC1-wlan-view] quit

# £ WAC1 HEeE AP INEATUA MACIAIE,

[WACT] wlan
[WAC1-wlan-view] ap auth-mode mac-auth
[WAC1-wlan-view] quit

# 7€ WACT B350 AP ( AP B9 MAC et ASCRRIERIE ) o

[WACT] wlan

[WAC1-wlan-view] ap-id 0 ap-mac 9cb2-e82d-54f0
[WAC1-wlan-ap-0] ap-group ap-group1
[WAC1-wlan-ap-0] ap-name AP1
[WAC1-wlan-ap-0] quit

[WAC1-wlan-view] ap-id 1 ap-mac 9cb2-e82d-5410
[WAC1-wlan-ap-1] ap-group ap-group1
[WAC1-wlan-ap-1] ap-name AP2
[WAC1-wlan-ap-1] quit

[WAC1-wlan-view] ap-id 2 ap-mac 9cb2-e82d-5110
[WAC1-wlan-ap-2] ap-group ap-group1
[WAC1-wlan-ap-2] ap-name AP3
[WACT-wlan-ap-2] quit

[WAC1-wlan-view] quit

# {58 display ap all SsSAILAEE=1 AP BIE L4, KA normal,

[WAC1] display ap all
Total AP information:
nor :normal [3]
Extralnfo : Extra information

ID MAC Name Group IP Type State STA Uptime Extralnfo

0 9cb2-e82d-54f0 AP1 ap-groupl 10.23.100.177 AirEngine5761-11 nor 0 9M:47S -
1 9cb2-e82d-5410 AP2 ap-group1 10.23.100.36 AirEngine5761-11 nor 0 7M:14S -
2 9cb2-e82d-5110 AP3  ap-group1 10.23.100.211 AirEngine5761-11 nor 0 7M:18S -

Total: 3

LB S5 & WLAN WSS
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# BIEEEEREEERS, REEXREBAPE (NRRESEFELIMEKNIFE LT
RAYEZRRS ) o

[WACT] wlan

[WAC1-wlan-view] regulatory-domain-profile name domain1
[WAC1-wlan-regulate-domain-domain1] country-code CN
[WAC1-wlan-regulate-domain-domain1] quit

# 1E ap-group H5| I ETRIENR

[WAC1-wlan-view] ap-group name ap-group1

[WAC1-wlan-ap-group-ap-group1] regulatory-domain-profile domain1

Warning: This configuration change will clear the channel and power configurations of radios, and may
restart APs. Continue?[Y/N]: y

[WAC1-wlan-ap-group-ap-group1] quit

# BIERA “wlan-net” W& elElR, HEELZEHREL,

[WACT] wlan

[WAC1-wlan-view] security-profile name wlan-net

[WAC1-wlan-sec-prof-wlan-net] security wpa-wpa2 psk pass-phrase a12345678 aes
[WACT1-wlan-sec-prof-wlan-net] quit

# CIEERZA “wlan-net” B9 SSID 18tk , FELE SSID FFRA “wlan-net” ,

[WAC1-wlan-view] ssid-profile name wlan-net
[WACT1-wlan-ssid-prof-wlan-net] ssid wlan-net

[WACT1-wlan-ssid-prof-wlan-net] quit

# QUEEA “wlan-net” AY VAP 18, BiEWSHIELAER . WSS VIAN, HESIBZE
1&HRAN SSID &R .

[WAC1-wlan-view] vap-profile name wlan-net
[WACT-wlan-vap-prof-wlan-net] forward-mode direct-forward
[WAC1-wlan-vap-prof-wlan-net] service-vlan vlan-id 101
[WAC1-wlan-vap-prof-wlan-net] security-profile wlan-net
[WAC1-wlan-vap-prof-wlan-net] ssid-profile wlan-net

[WAC1-wlan-vap-prof-wlan-net] quit

# BCE AP ZHS|F VAP &t AP _E5F4T 0 FO594W 1 &BEEFE VAP &4k “wlan-net” RIECE .

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 0
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 1
[WAC1-wlan-ap-group-ap-group1] quit

[WAC1-wlan-view] quit

# 188 VAP RS,

[WAC1] display vap all
Info: This operation may take a few seconds, please wait.
WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type STA SSID
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0 AP1 0 1 9CB2-E82D-54F0 ON WPA/WPA2-PSK 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 1 1 9CB2-E82D-5120 ON WPA/WPA2-PSK 0 wlan-net
Total

1.3 ZRIGUE

1.3.1 BEE AP L&IER. SSID F(ER
# 1€ WACT E#4T7 display ap all §5%, &F AP fY L4&4EE,

[WAC1] display ap all
Total AP information:
nor :normal

[3]
Extralnfo : Extra information

ID MAC Name Group IP Type State STA Uptime Extralnfo
0 9cb2-e82d-54f0 AP1 ap-groupl 10.23.100.177 AirEngine5761-11 nor 0 9M:47S -
1 9cb2-e82d-5410 AP2 ap-groupl 10.23.100.36 AirEngine5761-11 nor 0 7M:14S -
2 9cb2-e82d-5110 AP3  ap-group1 10.23.100.211 AirEngine5761-11 nor 0 7M:18S -

# LR, AJLAEER AP A MAC itbhit, IOABY AP BEZFR, AP afZS3REXAY IP ihiitFn AP
REISLIR AP EZIRES.
# 1€ WACT E#4T display vap all #5<, BE VAP BT,

[WACT1] display vap all
Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type STA SSID

0 AP1 0 1 9CB2-E82D-54F0 ON WPA/WPA2-PSK 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 1 1 9CB2-E82D-5120 ON WPA/WPA2-PSK 0 wlan-net
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# L\/LJ:E/_J_TEF'; EL\/LEE VAP %E}éﬂ’\] AP g*ﬂ'{\ BSSID %ﬁ'{\ SSID %ﬁ—{\ iAiJ—.ETj_ft%o

1.3.2 Bimg KB TL&KES, N NEZEE M
# STA FHEIEAT LML “wlan-net” ,

-] z wlan-net
* X Internet, &%

Bt

14 GBS
1.4.1 WACT BB

Software Version V200R021C00SPC100
#

sysname WAC1
#

http secure-server ssl-policy default_policy

http server enable
#
vlan batch 100 to 101
#
stp enable
#
authentication-profile name default_authen_profile
authentication-profile name dot1x_authen_profile
authentication-profile name mac_authen_profile
authentication-profile name macportal_authen_profile
authentication-profile name portal_authen_profile
#
ssl policy default_policy type server

pki-realm default
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version tls1.2
ciphersuite ecdhe_rsa_aes128_gcm_sha256 ecdhe_rsa_aes256_gcm_sha384
#
aaa

authentication-scheme default
authentication-mode local

authentication-scheme radius
authentication-mode radius

authorization-scheme default
authorization-mode local

accounting-scheme default
accounting-mode none

local-aaa-user password policy administrator

domain default
authentication-scheme default
accounting-scheme default
radius-server default

domain default_admin
authentication-scheme default
accounting-scheme default

local-user admin password irreversible-cipher
$1a$Z#*";) Ik6$SLUMXIS;VWR$p7mWZtx|[EN3g#M}27Bg+[8<)ELp.$
local-user admin privilege level 15
local-user admin service-type telnet ssh http
#
interface Vlanif100
ip address 10.23.100.1 255.255.255.0
management-interface
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
capwap source interface vlanif100
capwap dtls psk %A%#yo9h*3&U Ry!ihRA+uol~E6l,"g2w1U~T9Z3-AN+%N%#
capwap dtls inter-controller psk %A%#Vro-X&7';8.D+~k{]a0*6,H7.{2[McU1_Q1qxPY%/%#
capwap dtls no-auth enable
#
wlan
temporary-management psk %/\%#PwWFE@vw_"@\n9{>}k<,-;9CD7K;0/%e,LB)9,AFX%A%#
ap username admin password cipher %A\%#PBMhAQ{@}1q,vb:X0*) B\.KXW7QH=0gpvg'K*Y) 1%/ %#
traffic-profile name default
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security-profile name default
security-profile name wlan-net

security wpa-wpa2 psk pass-phrase %A%#51sYLQj@,Ph}m2@A1j:0f3n/)t5j=+!1"K+9yB{.%/"\%# aes
security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net

ssid wlan-net
vap-profile name default
vap-profile name wlan-net

service-vlan vlan-id 101

ssid-profile wlan-net

security-profile wlan-net
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
ap-group name default
ap-group name ap-group1

regulatory-domain-profile domain1

radio 0

vap-profile wlan-net wlan 1
radio 1
vap-profile wlan-net wlan 1

ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0

ap-name AP1

ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410

ap-name AP2

ap-group ap-group1
ap-id 2 type-id 144 ap-mac 9cb2-e82d-5110

ap-name AP3

ap-group ap-group1
provision-ap

#
return
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1.4.2 SW-Core fic&

ISoftware Version V200R021CO0SPC100
#
sysname SW-Core
#
vlan batch 100 to 101
#
dhcp enable
#
interface Vlanif1
#
interface Vlanif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface
#
interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4
#
interface MultiGEO/0/5
#
interface MultiGEO/0/6
#
interface MultiGE0/0/7
#
interface MultiGE0/0/8
#
interface MultiGEO/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
return

1.4.3 SW-Access Bit&

ISoftware Version V200R021C00SPC100
#
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sysname SW-Access
#
vlan batch 100 to 101
#
interface Vlanif1
#
interface MEth0/0/1

ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/2

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/3

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0O/0/9

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
return

1.5 BEIM

Esizta CECETEI ST, BEE AP #HIToHE, ARET AP AT ISEE, BR
ELTEE: AT ATHEFET R AP RREXEISS?

SEEER:

ETEA APEE WLAN U535, NEERFEEESN AP LD HIECE WLAN WSS25, S AP

HERZH, RETFEBZEN, BSRETEN, WFBEENE APIRE, 75
TizHEE ., MET AP HHTEE, JIARFRIBRILLER.
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Leader AP £H[®JSCIS

2.1 SEIG 4B

2.1.1 KF AR

ASLIGIEIT Leader AP AMIZRAVECE SEERIGIE, SIUAP R STA k4, IHZRELBERE
Leader AP tHMAYERE 5% o

2.1.2 SCIGH/Y

o A Leader AP BYLEMIZEHE
e  E4Z Leader AP £HMAY WLAN W EEETSE,
® % Leader AP ROV SBSHEEHIE,

2.1.3 SCIGZAMN A

SW-Core

MultiGE0/0/9

MultiGE0/0/9

SW-Access

GE0/0/0
AP1
(FIT AP) (FIT AP)

STA

E2-1 Leader AP HISCIGHAFNE]

7E Leader AP AMGFNEIR, AP1. AP2. AP3JJ FIT AP, AP4 Jg Leader AP, Leader AP %
—ﬁéﬁ%?ﬁmgﬂéo
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SW-Core 2034, BRTYES DHCP BR3388, J9 AP #1 STA 2ofc IP #tlk, SW-Access 2
B, /9 AP 1244 PoE HEBARSS -

2.1.4 sCIGHRK
#2-1 VLAN #i2

RE i | i WE i) VLANZ#
PVID:1
SW-Core MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101
) PVID:1
MultiGEQ/0/9 Trunk
Allow-pass: VLAN 100 101
PVID:100
MultiGEOQ/0/1 Trunk
Allow-pass: VLAN 100 101
_ PVID:100
SW-Access | MultiGE0/0/2 Trunk
Allow-pass: VLAN 100 101
PVID:100
MultiGEO/0/3 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEQ/0/4 | Trunk
Allow-pass: VLAN 100 101
2-2 IP HuhHE|
& i | IPHEIE
VLANIf 100 10.23.100.254/24
SW-Core
VLANIf 101 10.23.101.254/24
Leader AP VLAN:if 100 DHCPzhZSIREY
#<2-3 WLAN s32500%
WLANSS 2%
HRERN BiEER
BIBVLAN 100
JI'$ZVLAN 101
APZH default
VAPEHR R Boh&ERk
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ZEIRIR REBER
R WPA/WPA2+PSK+AES
BRI a12345678
SSID#EAR R BmEMN
SSID wlan-net
AP Zone default

2.2 SEIMFSEECE

2.2.1 B ERBIR
1.ECE SW-Core. SW-Access B9 VLAN {58 iwO&E.
2.FicE SW-Core {EJ9 DHCP fRS32%, #afR AP BEFZSREN IP itk
318 E AP4 YT {EIEZ( FAT 1B,
A FoE APA IEFRR R SRTE], FHQE AP L&ER.
5.B2& WLAN \I552%1, SCHl STA 3418 WLAN 48,

222 BB

I 1 EE VLAN (52

# BECEIENITHAEY SW-Access 1875, 87 VLAN 100, 101, T{FEO4F VLAN 100,
101, PVID 75100, _E{FEZ0O041F VLAN 100, 101, PVID {#HERE{E VLAN 1,

# 1 SW-Access E8l# VLAN 100, 101,

<Huawei> system-view
[Huawei] sysname SW-Access
[SW-Access] vlan batch 100 101

# ECE SW-Access MTim 28BN iFEIIAY VLAN,

[SW-Access] interface MultiGE 0/0/1
[SW-Access-MultiGEO/0/1] port link-type trunk
[SW-Access-MultiGE0/0/1] port trunk allow-pass vlan 100 101
[SW-Access-MultiGEQ/0/1] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/1] quit

[SW-Access] interface MultiGE 0/0/2
[SW-Access-MultiGE0/0/2] port link-type trunk
[SW-Access-MultiGE0/0/2] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/2] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/2] quit
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[SW-Access] interface MultiGE 0/0/3
[SW-Access-MultiGE0/0/3] port link-type trunk
[SW-Access-MultiGE0/0/3] port trunk allow-pass vlan 100 101
[SW-Access-MultiGEO/0/3] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/3] quit

[SW-Access] interface MultiGE 0/0/4
[SW-Access-MultiGE0/0/4] port link-type trunk
[SW-Access-MultiGEO/0/4] port trunk allow-pass vlan 100 101
[SW-Access-MultiGEO/0/4] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/4] quit

# ECE SW-Access EiTimO3EE R AiF@EITAY VLAN,,

[[SW-Access] interface MultiGE 0/0/9
[SW-Access-MultiGE0/0/9] port link-type trunk
[SW-Access-MultiGEO/0/9] port trunk allow-pass vlan 100 101
[SW-Access-MultiGEO/0/9] quit

# EeBEZORTHAY], SW-Core, 6132 VLAN 100, 101, T{HEZOIF VLAN 100, 101,
# 7£ SW-Core _E6l% VLAN 100 %1 VLAN 101,

<Huawei> system-view
[Huawei] sysname SW-Core
[SW-Core] vlan batch 100 101

# BB SW-Core MMTik OB R B1FEIIAY VLAN,

[SW-Core] interface MultiGE 0/0/9

[SW-Core-MultiGE 0/0/9] port link-type trunk
[SW-Core-MultiGE 0/0/9] port trunk allow-pass vlan 100 101
[SW-Core-MultiGE 0/0/9] quit

i
x4

2 feE DHCP IRS3EE

# BCE SW-Core {EJ9 DHCP fRS3889 STA 1 AP 3¢ IP ik,
# [3F3 DHCP fRSS, £ SW-Core EFEZE V0anif100 $Z[04 AP 1241 1Ptk

[SW-Core] dhcp enable

[SW-Core] interface vlanif 100
[SW-Core-Vlanif100] ip address 10.23.100.254 24
[SW-Core-Vlanif100] dhcp select interface
[SW-Core-Vlanif100] quit

# 1E SW-Core FEEE V0anif101 32075 STA 124t IP #ulit .

[SW-Core] interface vlanif 101
[SW-Core-Vlanif101] ip address 10.23.101.254 24
[SW-Core-Vlanif101] dhcp select interface
[SW-Core-Vlanif101] quit

# 1 SW-Core -&& AP1. AP2. AP3. AP4 3XEXZIRY IP itk o

[SW-Core] display ip pool interface VIanif100 used
Pool-name : Vlanif100




S

SIS
HUAWEI HCIP-WLAN V2.0 L85 SF 311
Pool-No :0
Lease : 1 Days 0 Hours 0 Minutes
Domain-name -
DNS-server0 -
NBNS-serverQ -
Netbios-type -
Position : Interface
Status : Unlocked
Gateway-0 -
Network : 10.23.100.0
Mask : 255.255.255.0
VPN instance --
Logging : Disable
Conflicted address recycle interval: -
Address Statistic: Total :254 Used 4
Idle 250 Expired :0
Conflict :0 Disabled :0
Network section
Start End Total Used Idle(Expired) Conflict Disabled
10.23.100.1 10.23.100.254 254 4 250(0) 0 0
Client-ID format as follows:
DHCP : mac-address PPPoE : mac-address
IPSec : user-id/portnumber/vrf PPP : interface index
L2TP : cpu-slot/session-id SSL-VPN : user-id/session-id
Index IP Client-ID Type Left Status
116  10.23.100.117 9cb2-e82d-5110 DHCP 86299 Used
170 10.23.100.171 ecal-d1f7-7dd0 DHCP 86299 Used
213  10.23.100.214 9cb2-e82d-5410 DHCP 86329 Used
224  10.23.100.225 9cb2-e82d-54f0 DHCP 86304 Used
# TILAEE AP1~AP4 13REXE IP btk ( FRENMBILASEFRE RAE ) »
IR 3 ik AP4 TEER

# REBRT, APIIFEIUA FIT AP BT, FEESTIE APATIIRE FAT AP &2,

# ZRSCIGTR AP4 B9 MAC HtBliE ecal-d1f7-7dd0, Leader AP RUERES IP Hitit sy
169.254.2.1/24

# (EFIESTE PCIEZEMHA SSID 5 “hw_manage_7dd0” MIFTEZESHER:, &1 PC 9T
MRS BaEREE] 169.254.2.0/24 MEZRY IP Holit ( EFLEZEIREY, TIFIEESTE PC it
ft, #0: 169.254.2.100/24 ) , WNFERo
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(7 I:.r_;manage_?ddﬁ

Hith A RSB RRBT RS A AHEE

[] e

FEEEREER

FEERRFEER )

Bz

JEEREN DNS B8
R

=t

B2/ DHCp
1Pv4 itk

I1Pvd FPHER
bei Tebalinkanl
R EaaatE
1Pvd RESAR)
I1Pv4 DHCP [REEE
1Pv4 DNS fBSE8
IPvd WINS @Sk

EER NetBIOS over Tc..

IS PV dBtt
1PvE BRI
IPv6 DNS BBESE2

Wireless USB Adapter
08-1F-71-53-20-B4

8
=

169.254,2.248
255.255.255.0

14:03:40
14:05:00

169.254.2.1
169.254.2.1
169.254.2.1

feB0::3cel:baf7:546e:45a1%14

Wireless LAN AR hamin

ZE esseseenns

mi/\gﬁ- sssscscens

iE At

5321

# {ERXIESERIAIE https://169.254.2.1, 33 APA HITEIR, YIRER AP4, FEEERFE/
=9, ALWEERFSY admin, 379 Huawei@123, 0TAR.

& |||1 I
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=
Q SRR,
=
# JIFBFE APA, WITFFIR,
Ny V. ‘l_l__
Wireless LAN o |
Access Point
g 55: sesssssnne m
B FX v

# {224 APA RUIETU)D FAT AP, Af5 APARSBMER.

Wireless LAN
BEES: AirEngine6761-21T 2
| =2
AC
APT{FiER

O DEAPTRES R AMESECH LIeEFn LEET.

Tt FIT Cloud
BiF
=5 X
FnATER TR

(w= | =

L BR

i)
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# APA BREE, EEZWRA “HUAWEI-LeaderAP-7DD0” 4 SSID Fi&EE, & AP FRAN
V200R021C00 K2 ZRikRAS, AP ifiaihiit g https://192.168.1.1; & AP MRAJ
V200R021C01 R ZJghRAs, AP ifjaitbiit s https://169.254.2.1,

/" HUAWEI-LeaderAP-7DD0
7 b

" Trip

Hftt ArRE=E IHRE RS AEEHEE

[] e

# ¥IRER Leader AP, EBRCEAFR/ZEE. BONEFERNEE . ALRFEHIEEN
“Huawei@123” ,

7N

Wireless LAN BR% | admin

e |
BAZIE | evessnnne
SEIHAEEE:  AAAE
BT eeerensens
EOBATIE: seorsesee
_EB

s RN EEREEAERAT, THEFEET
STelnetflWebFEE,

"E

# EEERITEA, BCE FIT AP KRS . B4 VAP, BRBIYECEN “Huawei@123”




S

- SPIAEE
HUAWE] HCIP-WLAN V2.0 LI5S F %35m)

EE=H
HESEREEE ST MEE.
FIT APE
FHETHIANT APRIZ=SE SRISHT APRIEFEHEE ArERSET 2RES HREFT APEHL.

BEEVAP

s}

FIT AP S Z HEESID ETEERERTEERENT AP BRIIEENE2E EEEEEESSIDHER.

T s

IR 4 EE AP ZIRRRSAE

# BRAPAR, RASBEMIRRECE AP B REFIIE .

# AP IRFEBRECE N “Leader AP” , FRTEER. FNXIBEIELIFEREE, WHEEER
A “dhE” , BFXJA “UTC + 08:00:00” , RZRTENEIR “FohigEB” , Hmad ‘A PCY
AIRdE” , RESRE ‘N7 .

Wireless LAN AirEngine6761-21T

BB ecal-d1f7-7dd0
HAEE EFXER
APHEE : V200R021C10SPC100
APREER
AR/ == (2]
#12a7X (UTC +08:00:00) Default |
Z&EaE) FmRE EMEE
- BEEEETIS 222625 [ || fEEPCEEETE

TR 5 WE AP FEER
# BT Leader AP FREHI AP IAESTUAASIAIE, ERLL AP1. AP2. AP3 3XEXZE! IP Htitf=,
S Bznh7E Leader AP %, TE(ETEE,

# 5 “BE > BAREE” , JLERIAPHEIEE EE, HEFAPID ORI APKE
Leader AP HE ., #E1ERT, G AP Y9 F “default” AP Zone H,
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# £ “APECE” REF, =F ‘B %, JLUENR AP BIBIR. EXUSI TR,

[« |
Wireless LAN airengine6761-21T Cxe 0 ik L
IZEETR:  Leader AP et g BE E==iad [SEH
LREE APEE  APEAZD
|
| &m | = | e | "T || B4 || RER
BANSEE
APID - AP MACHSHE APEFR ~ AP Zone < IPHtEEE ERE -~
= Fgo ecal-d17-7dd0 Lead... (Leader AP) default 10.23.100.165  AirEngine6761-21T
Fg1 9cb2-282d-5410 AP2 default 10.23.100.207 AirEngine5761-11
Bz 9cb2-e82d-5110 AP3 default 10.23.100.120 AirEngine5761-11
Fg3 9cb2-e82d-54f0 AP1 default 10.23.100.220 AirEngine5761-11
10 v Hax
— FIMEAPEIE

HIR 6 FIE WLAN W85

55361

e

W200R021C
W200R021C
W200R021C

W200R021C

# (FAREMSEE WLAN VES2¥, &F ‘0% > BEODS” , mE “S APEED

g7, WTFAR.
Cax

G

Wireless LAN AirEngine6761-21T
BESETR:  Leader AP

EEmS

EAPECEMRS

BRETERE—TAPHIEH, PIEMRi%
APYERMFEIEEABERENR
B.

o

(=

i

3

K=—$
SR

ZAPECERZ

BT S MOESHES. BEP
—PAP{EAILeader APEfPAPIER
FitAPEHTETL

# EMEREER “HEEX” . ALIEF AP XK AVESMFEIIF SW-Core £, APHIE

I VLAN 3 VLAN 100, MF55 VLAN 79 VLAN 101,
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. l L)
Wireless LAN AirEngine6761-21T o 15 £
BEEFR:  Leader AP siz B EE =37 [SEN
EERS
- LRSS : HEE v

EREEaE

Q Bigsh - Up Down i Shutdown

# BB Wi-Fi (E51RE . TEAMNBZTRZER “wlan-net” , I35 VLAN ID 3101, INZES
A “BEHAIET , ZEEA “a123456787 , £WEAL AL, At ‘N7 .

Wi-FilESiaE
* FEENIERTR wlan-net
WEVLAN ID : 101 @
MES : SERIAE M
*EE: | eeeeeeees @
EHETR: ~ 2.4GHz /| 5GHz(Radio1) / 5G/6GHz(Radio2)
BER FTRE(Kbps) : p =11 3 v
BEEFTIRIEKbps) : A= v
REEEEER: RREEE REFERE o XA

RFE
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2.3 Z55R8G1IE

2.3.1 BF AP LHRIRZE. SSID FHER
# 15 Web TEH, M “MiE" , FLUEE AP LR, SSID. BERESEE.

HCIP-WLAN V2.0 SEIHE S8 5838

Wireless LAN AirEngine6761-21T

=S Leader-AP =i ‘% == & =3
=4 A o
BAs o)
N B - AP Zone & br
Leader-... (Leader AP 1 default ® normal
AP1 0 default ® normal
AP2 0 default ® normal
AP3 0 default ® normal

A L]
et 2,
SSIDER e
SSIDEFR R ~
wlan-net 0
HUAWEI-LeaderAP-7DD0 1

Ln
Y
Hhar
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| CPUSHR==

RFCMA=E

ny,
12%

2 3 2 Eggj) '{klu\{lzll%\

®&F ‘B > SHRECE > SISk

Wireless LAN AirEngine6761-21T

BB  Leader AP

()

) APELE

®

) SISEE

E ppri b7

§

=5

® #OeE
® PSS

© =2EE

59%

48°C

, AILIEEAREHUASER

55391

(=
=3t
=iE BE == =3 =R
> 2.4GHZ DCASIESES
5GHZ DCA(SIB%ES
A=
SZENBIR =N SHES RS BEIREER
APID ~  APEMR « 3D - | R THEmC FARE « | =/ EE
2 AP3 0 2.4G ERe on =5 20M/11
2 AP3 1 5G ERE on =53] 20M/48
1 AP2 0 246G ERERX on =5l 20M/11
1 AP2 1 5G E2EX on =5l 20M/40
3 AP1 0 2.4G ERe on =53] 20M/6
3 AP1 1 5G EREX on 83 20M/153
0 Leader AP 0 2.4G FEEX on =5) 20M/6
0 Leader AP 1 5G EREX on =53] 20M/161
0 Leader AP 2 5G EREX on =Fy] 20M/48
10 ~ Hoz

2.3.3 &8F VLAN =8

# TEBCE Leader AP B, &8 VLAN RIS VLAN BM£BmIEIE, TEEINEE.
, AJLAEE VLAN 58,

%R ‘5% > EOSE > VLAN”
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i

Wireless LAN AirEngine6761-21T 25"

BESH:  Leader AP 5iE =g BEE =378 SN

® APES VLAN VLANIF

© FAECE iz bill B e BisR

® #gwO=E VLAN ID = VLAN 7=iR VLANZER

o 1 VLAN 0001 commonVlan
100 VLAN 0100 commonVlan
PAK ]

101 VLAN 0101 commonVlan

® IPUSS

SO 10 Haz

® =28

2.3.4 STABATEMEE, MhtMNEiEE M
# STA FRIE AT EMEE “wlan-net” ,

&~ wlan-net
75 Internet, =%

@

Bt

# Wiz STA 'ﬂL&H%E’JHfﬂ B,

24 BeESE
2.4.1 SW-Core fi2&

ISoftware Version V200R021C0O0SPC100
#

sysname SW-Core

#
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vlan batch 100 to 101
#
dhcp enable
#
interface Vlanif1
#
interface Vlanif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface
#
interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGEO/0/5
#
interface MultiGE0/0/6
#
interface MultiGE0/0/7
#
interface MultiGEO/0/8
#
interface MultiGE0/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101
return

2.4.2 SW-Access tie&

ISoftware Version V200R021CO0SPC100
#
sysname SW-Access
#
vlan batch 100 to 101
#
interface Vlanif1
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
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interface MultiGE0/0/2

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/3

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0O/0/9

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
return

421

2.4.3 Leader AP it &

Software Version V200R021C00SPC200
#
http secure-server ssl-policy default_policy
http secure-server server-source -i Vlanif1
http server enable
#
vlan batch 100 to 101
#
dhcp enable
#
acl name nat 2000
rule 1 permit
#
interface Vlanif1
nat outbound 2000
ip address dhcp-alloc unicast
#
interface Vlanif100
ip address 169.254.2.1 255.255.255.0
dhcp select interface
dhcp server dns-list 169.254.2.1
#
interface Vlanif101
#
interface Ethernet0/0/47
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ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/0
port hybrid tagged vlan 2 to 4094
dhcp snooping trusted
#
interface MultiGE0O/0/0
port hybrid tagged vlan 2 to 4094
dhcp snooping trusted
#
interface NULLO
#
interface LoopBack1023
ip address 192.168.254.254 255.255.255.255
#
capwap dtls control-link encrypt off
#
wlan
temporary-management psk %/\%#G6e>(-F%#0224pAP=ww-{d9uW99'GH<=Ls829jd2%/"%#
ap username admin password cipher %A\%#2:|"2joHRTx#3S:3RhXG.C)-HN+d--t@Ay<1i8E,%"\%#
traffic-profile name default
traffic-profile name huawei-leaderap
traffic-profile name webfOBpYGRa8w7E
security-profile name default
security-profile name huawei-leaderap
security open
security-profile name webfOBpYGRa8w7E
security wpa-wpa2 psk pass-phrase %A%#.F}COC([WO!x-j"1FZJK),OM<:I]JKL1%8NY)]165%/"%# aes
ssid-profile name default
ssid-profile name huawei-leaderap
ssid HUAWEI-LeaderAP-7DD0
ssid-profile name webfOBpYGRa8w7E
ssid wlan-net
vap-profile name huawei-leaderap
service-vlan vlan-id 100
ssid-profile huawei-leaderap
security-profile huawei-leaderap
traffic-profile huawei-leaderap
type leaderap-management
radio 0 1 2
vap-profile name webfOBpYGRa8w7E
service-vlan vlan-id 101
ssid-profile webfOBpYGRa8w7E
security-profile webfOBpYGRa8w7E
traffic-profile webfOBpYGRa8w7E
ap-zone default
radio 0 1 2
regulatory-domain-profile name default
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dca-channel 5g bandwidth 20mhz
dca-channel 6g bandwidth 20mhz
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
ap-group name default
ap-id 0 type-id 151 ap-mac ecal-d1f7-7dd0
ap-name Leader-AP
ap-id 1 type-id 144 ap-mac 9cb2-e82d-54f0 ap-sn 2102353VUR10N5119370
ap-name AP1
ap-id 2 type-id 144 ap-mac 9cb2-e82d-5410 ap-sn 2102353VUR1T0N5119363
ap-name AP2
ap-id 3 type-id 144 ap-mac 9cb2-e82d-5110 ap-sn 2102353VURT0N5119339
ap-name AP3
provision-ap
#
return

2.5 BEWm

Leader AP LHMPHHEIEI SMIERRIX BRI A?
SELER:

WEHEIUEEE Leader AP MK, EEFMZIER, LITAOER—EMZAIMNXIZE,
Leader AP #1 FIT AP E— P "ENEZAEE . HINIZMXF/E DHCP IRSZL5FAFF1 AP >fc
IP ittt WEREAHBXNERERERE A, REASEIPE Leader AP 2E,

MFIERIE Leader AP {EAMIE, AMFERIMIIMFKIZE, Leader APFIFIT AP E—1ZE
MEAEIE, Leader AP HITIEEINN, FFE NAT, TTEEESIRYL, Leader AP FFiE DHCP
ARS345 FIT AP FIFEP S EC 1P ttbhik, ARMEUFEEREE, WSHERARRAEER R, RE
#1442 Leader AP bIE,
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=
VRRP # &5 3L5e
3.1 SE3E 114

3m1%$$$%

AT WLAN eI ENREIRSEE, iLFREEEIT WLAN AT EA W 5 =AEE
B

3.1.2 LR HAY
o IR WLAN ATSetEEMN A -
e E4ZE VRRP XWAREANEE

3.1.3 SCIGZAMN A

SW-Core

MultiGEO/0/9

WAC2 MultiGEQ/0/9

MultiGE0/0/2

GEO0/0/0

AP1
(FIT AP)

';.:'/ —

STA

E13-1 VRRP P& SCISRFMNE]
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#3-1 VLAN #i&1

46T

4= imE i385 VLANZ#{
PVID:1
MultiGEO/0/1 | Trunk
Allow-pass: VLAN 100 101
PVID:1
SW-Core MultiGEQ/0/2 | Trunk
Allow-pass: VLAN 100 101
PVID:1
MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101
PVID:1
MultiGEQ/0/9 | Trunk
Allow-pass: VLAN 100 101
PVID:100
MultiGEO/0/1 | Trunk
Allow-pass: VLAN 100 101
SW-Access
_ PVID:100
MultiGEQ/0/2 | Trunk
Allow-pass: VLAN 100 101
, PVID:100
MultiGEO/0/3 | Trunk
Allow-pass: VLAN 100 101
PVID:1
WAC1 GEO0/0/1 Trunk
Allow-pass: VLAN 100 101
PVID:1
WAC2 GEO0/0/1 Trunk
Allow-pass: VLAN 100 101
#=3-2 IP Mt
BE i IPithiE &=iE
WAC1 Vl0anif100 10.23.100.1/24 BTFE&EERS
WAC2 Vl0anif100 10.23.100.2/24 BTFE&EERS
Vl0anif100 10.23.100.254/24 E1BVLAN, DHCPiZH
SW-Core
Vl0anif101 10.23.101.254/24 \$Z5VLAN, DHCP/ZH
VRRPEMBIE |/ 10.23.100.33 5APiEIICAPWAPESE
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%3-3 WLAN W'Z&#50%1

WLANJVSS 2%
HRE Btk

SIEVLAN 100

AFESVLAN 101

HSBiEEVLAN 100

APZH ap-group1

VAP wlan-net

REIER wlan-net

LR WPA/WPA2+PSK+AES
=9 a12345678

SSIDF&E#R wlan-net
SSID wlan-net

TAEEREPSK | Huawei@123

3.2 SCIG{ESSHcE

3.2.1 BcERRER
1.E2E WACT., WAC2. AP, SW-Core. SW-Access IZZMEZEIE .
2.FCE DHCP fRS3EE.
3.BCE VRRP XUHINE
4 FeEL LR ERIZINEE
5808 WLAN 535,

322 fidBE

TR EENMEKEE
# BB, SW-Core 1882, 6132 VLAN 100. 101, BeZ/isOEXHEITHEN VLAN,
# 7£ SW-Core _E6l% VLAN 100 %1 VLAN 101,

<Huawei> system-view
[Huawei] sysname SW-Core




S

HUAWEI

HCIP-WLAN V2.0 SEIHE S8 5848

[SW-Core] vlan batch 100 101

# BCE SW-Core T Tim LB R o1 EIZAY VLAN,

[SW-Core] interface MultiGE 0/0/9

[SW-Core-MultiGE 0/0/9] port link-type trunk
[SW-Core-MultiGE 0/0/9] port trunk allow-pass vlan 100 101
[SW-Core-MultiGE 0/0/9] quit

# BeE SW-Core 5 WACT., WAC2 BELIHOZEEYN /S EITAY VLAN

[SW-Core] interface MultiGE 0/0/1

[SW-Core-MultiGE 0/0/1] port link-type trunk
[SW-Core-MultiGE 0/0/1] port trunk allow-pass vlan 100 101
[SW-Core-MultiGE 0/0/1] quit

[SW-Core] interface MultiGE 0/0/2

[SW-Core-MultiGE 0/0/2] port link-type trunk
[SW-Core-MultiGE 0/0/2] port trunk allow-pass vlan 100 101
[SW-Core-MultiGE 0/0/2] quit

# BeEIE NI SW-Access 1855, €Uz VLAN 100. 101, T{FiEOsidE S VLAN 100,
101, PVID J3 100, _{Fi%O4i4Ed VLAN 100, 101, PVID (EFESRE{E VLAN 1,

# 1 SW-Access E8l# VLAN 100, 101,

<Huawei> system-view
[Huawei] sysname SW-Access
[SW-Access] vlan batch 100 101

# BCE SW-Access M Tim O3B R soiF@IdAY VLAN

[SW-Access] interface MultiGE 0/0/1
[SW-Access-MultiGEO/0/1] port link-type trunk
[SW-Access-MultiGE0/0/1] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/1] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/1] quit

[SW-Access] interface MultiGE 0/0/2
[SW-Access-MultiGE0/0/2] port link-type trunk
[SW-Access-MultiGE0/0/2] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/2] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/2] quit

[SW-Access] interface MultiGE 0/0/3
[SW-Access-MultiGE0/0/3] port link-type trunk
[SW-Access-MultiGE0/0/3] port trunk allow-pass vlan 100 101
[SW-Access-MultiGEQ/0/3] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/3] quit

# ECE SW-Access H1Tim 28BN RiFEIIAY VLAN,

[SW-Access] interface MultiGE 0/0/9
[SW-Access-MultiGE0/0/9] port link-type trunk
[SW-Access-MultiGE0/0/9] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/9] quit
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5491

# BoE WACT 185, B8U# VLAN 100. 101, GEO/0/1 imEAZEEUEKA Trunk, FHieiFEL

VLAN 100, 101,
# £ WACT L8J# VLAN 100. 101,

<AirEngine9700-M1> system-view
[AirEngine9700-M1] sysname WAC1
[WACT] vlan batch 100 101

# BCE WACT B9 GEO/0/1 ik [2EBY K2 #81F@ighY VLAN .

[WACT] interface GigabitEthernet 0/0/1

[WAC1-GigabitEthernet /0/1] port link-type trunk
[WAC1-GigabitEthernet /0/1] port trunk allow-pass vlan 100 101
[WAC1-GigabitEthernet /0/1] quit

# BoE WAC21%%, B VLAN 100. 101, GEO/0/1 imEZEEUEKA Trunk, FHiiFEL

VLAN 100. 101,
# 1€ WAC2 L6l VLAN 100, 101,

<AirEngine9700-M1> system-view
[AirEngine9700-M1] sysname WAC2
[WAC2] vlan batch 100 101

# BLE WAC2 B9 GE0/0/1 im[ZEEI N A iF@IZRY VLAN .

[WAC2] interface GigabitEthernet 0/0/1

[WAC2-GigabitEthernet /0/1] port link-type trunk
[WAC2-GigabitEthernet /0/1] port trunk allow-pass vlan 100 101
[WAC2-GigabitEthernet /0/1] quit

# BeE SW-Core. WACT. WAC2 {9 IP fitiit,
# FHoE SW-Core {3 IP H#bhit .

[SW-Core] interface vlan 100
[SW-Core-Vlanif100] ip address 10.23.100.254 24
[SW-Core-Vlanif100] quit

[SW-Core] interface vlan 101
[SW-Core-Vlanif101] ip address 10.23.101.254 24
[SW-Core-Vlanif101] quit

# BCE WACT BY IP bk,

[WACT] interface vlan 100
[WAC1-Vlanif100] ip address 10.23.100.1 24
[WAC1-Vlanif100] quit

# BCE WAC2 BY IP bk,

[WAC2] interface vlan 100
[WAC2-Vlanif100] ip address 10.23.100.2 24
[WAC2-Vlanif100] quit

I 2 FEE DHCP fRSee
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# SW-Core {E5 DHCP fg33889 STA #1 AP 3¢ IP bk . 7£ SW-Core E/ZF DHCP fRSS,
EoE V0anif100 w9 AP 124t IP ftbhik, FrHEfRIsER% IP btk (/5459 VRRP HMY{ER ) |,
LABHER |P Hhdibdse,

[SW-Core] dhcp enable

[SW-Core] interface vlanif 100

[SW-Core-Vlanif100] dhcp select interface

[SW-Core-Vlanif100] dhcp server excluded-ip-address 10.23.100.1 10.23.100.9
[SW-Core-Vlanif100] quit

# 1E SW-Core FFEZE V0anif101 i[9 STA 124 1P ittt

[SW-Core] interface vlanif 101
[SW-Core-Vlanif101] dhcp select interface
[SW-Core-Vlanif101] quit

=3 FEZE VRRP W (WACT)

# BCE VRRP FDEAVASIRELEERE 60 ),

‘ [WAC1] vrrp recover-delay 60

# £ WAC1 L6I3ZETE VRRP B4, FLE WAC! IEZEZ O HEPRIEERS 120, HEEIG
HATIES 1800 7,

[WACT] interface vlanif 100

[WAC1-Vlanif100] ip address 10.23.100.1 255.255.255.0
[WAC1-Vlanif100] vrrp vrid 1 virtual-ip 10.23.100.33

[WAC1 Vlanif100] vrrp vrid 1 priority 120

[WAC1-Vlanif100] vrrp vrid 1 preempt-mode timer delay 1800
[WAC1-Vlanif100] admin-vrrp vrid 1

[WAC1-Vlanif100] quit

# £ WACT1 L83 HSB =FRSS, FEEETFZEE IP i[OS, &&H HSB £EIRS
RNHEEXREFAXENE .

[WACT] hsb-service 0

[WAC1-hsb-service-0] service-ip-port local-ip 10.23.100.1 peer-ip 10.23.100.2 local-data-port 10241
peer-data-port 10241

[WACT1-hsb-service-0] service-keep-alive detect retransmit 3 interval 6
[WACT1-hsb-service-0] quit

# 1€ WACT L6lZE HSB F{p4E, HECEEYIE HSB FHEIRSFIEIE VRRP FH4A.

[WAC1] hsb-group 0

[WAC1-hsb-group-0] bind-service 0

[WAC1-hsb-group-0] track vrrp vrid 1 interface vlanif 100
[WAC1-hsb-group-0] quit

# FEE NAC \I534P5E HSB &0 .

‘ [WAC1] hsb-service-type access-user hsb-group 0

# EcE WLAN W' 48E HSB &0t

‘ [WAC1] hsb-service-type ap hsb-group 0
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# ECE DHCP \I534B5E HSB &1pH.

[WAC1] hsb-service-type dhcp hsb-group 0

# [EREWLAETINEE .

[WAC1] hsb-group 0
[WACT1-hsb-group-0] hsb enable
[WAC1-hsb-group-0] quit

I 4 IS VRRP WAL ( WAC2)

# ECE VRRP FpEAVASIRELEIRATE) 60 7,

[WAC2] vrrp recover-delay 60

# £ WAC2 L6832 ET8 VRRP &fptH,

[WAC2] interface vlanif 100

[WAC2-Vlanif100] ip address 10.23.100.2 255.255.255.0
[WAC2-VI1anif100] vrrp vrid 1 virtual-ip 10.23.100.33
[WAC2-Vlanif100] admin-vrrp vrid 1

[WAC2-Vlanif100] quit

# £ WAC2 L8l HSB & RsS, HEEHFHZEIE IP #ltilisOS, B & HSB F&EIRS
IRNBEEXEFAEEIR .

[WAC2] hsb-service 0

[WAC2-hsb-service-0] service-ip-port local-ip 10.23.100.2 peer-ip 10.23.100.1 local-data-port 10241
peer-data-port 10241

[WAC2-hsb-service-0] service-keep-alive detect retransmit 3 interval 6
[WAC2-hsb-service-0] quit

# £ WAC2 L8l HSB &1pH, HECEEYPE HSB FRIRSZFNETE VRRP &,

[WAC2] hsb-group 0

[WAC2-hsb-group-0] bind-service 0

[WAC2-hsb-group-0] track vrrp vrid 1 interface vlanif 100
[WAC2-hsb-group-0] quit

# BCE NAC 534P5E HSB &104H .

[WAC2] hsb-service-type access-user hsb-group 0

# EcE WLAN A'SS48E HSB B0t

‘ [WAC2] hsb-service-type ap hsb-group 0

# BoE DHCP 3348 E HSB &1{p4H,

‘ [WAC2] hsb-service-type dhcp hsb-group 0

# {EREXUIAEETINAE

[WAC2] hsb-group 0
[WAC2-hsb-group-0] hsb enable
[WAC2-hsb-group-0] quit

LIRS mBLLEBRLINEE
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# BCE WACT IE&ACERE IR

[WACT] wlan

[WACT-wlan-view] master controller

[WAC1-master-controller] master-redundancy peer-ip ip-address 10.23.100.2 local-ip ip-address
10.23.100.1 psk Huawei@123

[WAC1-master-controller] master-redundancy track-vrrp vrid 1 interface Vlanif 100
[WAC1T-master-controller] quit

# BcE WAC2 IELECERZE IR

[WAC2] wlan
[WAC2-wlan-view] master controller

[WAC2-master-controller] master-redundancy peer-ip ip-address 10.23.100.1 local-ip ip-address
10.23.100.2 psk Huawei@123

[WAC2-master-controller] master-redundancy track-vrrp vrid 1 interface Vlanif 100
[WAC2-master-controller] quit

6 FEcE CAPWAP jEittit

# BeE WACT 23,
# 1€ WACT EFFF= CAPWAP DTLS FIAME. ( V200R021C00 22 fSERAS )

[WAC1] capwap dtls no-auth enable

Warning: This operation allows for device access in non-DTLS encryption mode even when DTLS is
enabled and brings security risks. After the device goes online for the first time, disable this function to
prevent security risks. Continue? [Y/N]: y

# £ WACT LECE CAPWAP jEitblit, REIRBIBCEILN TS

DTLS =240 ItAtECE) a1234567;

WAC j8] DTLS FREZ= %50 AR E S a1234567;

FIT AP NEIESH ( BFPE/%E1E ) « kA& admin/Huawei@123;
LEREEIE VAP (IEREN: ECES a1234567,

[WAC1] capwap dtls psk a1234567

[WACT1] capwap dtls inter-controller psk a1234567

[WAC1] capwap source ip-address 10.23.100.33

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and must start with a letter):admin

Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):Huawei@123

Confirm password:Huawei@123

Set the global temporary-management psk(contains 8-63 plain-text characters, or 48-108 cipher-text
characters that must be a combination of at least two of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):a1234567

Confirm PSK:a1234567

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021C00 or enable DTLS certificate-mandatory-match if it runs V200R021CO00 or later.
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# BE WAC2 23,
# £ WAC2 EFF2 CAPWAP DTLS FIAME. (V200R021C00 M Z fEhi A )

[WAC2] capwap dtls no-auth enable

Warning: This operation allows for device access in non-DTLS encryption mode even when DTLS is
enabled and brings security risks. After the device goes online for the first time, disable this function to
prevent security risks. Continue? [Y/N]: y

# £ WAC2 tFECE CAPWAP iEitbilt, FERAIBCEUTSE:

DTLS fit=%5H: ItatECE Y a1234567;

WAC j8] DTLS FREZ= %50 AR E ) a1234567;

FIT AP NEBIESH (PE/EE ) « tkECE  admin/Huawei@123;
EEREAEIE VAP (IEREN: AECE a1234567,

[WAC2] capwap dtls psk a1234567

[WAC2] capwap dtls inter-controller psk a1234567

[WAC2] capwap source ip-address 10.23.100.33

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and must start with a letter):admin

Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):Huawei@123

Confirm password:Huawei@123

Set the global temporary-management psk(contains 8-63 plain-text characters, or 48-108 cipher-text
characters that must be a combination of at least two of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):a1234567

Confirm PSK:a1234567

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021C00 or enable DTLS certificate-mandatory-match if it runs V200R021CO00 or later.

7 BeE AP E& (WACT)
# B APH,

[WACT] wlan

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] quit
[WAC1-wlan-view] quit

# £ WACT HEeE AP IAIEATUA MACIAIE,

[WACT] wlan
[WAC1-wlan-view] ap auth-mode mac-auth
[WAC1-wlan-view] quit

# £ WACT L7500 AP ( AP B9 MAC ttbhit LASERRIEIRE )

[WAC1] wlan
[WAC1-wlan-view] ap-id 0 ap-mac 9cb2-e82d-54f0
[WAC1-wlan-ap-0] ap-group ap-group1
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[WAC1-wlan-ap-0] ap-name AP1
[WAC1-wlan-ap-0] quit

[WAC1-wlan-view] ap-id 1 ap-mac 9cb2-e82d-5410
[WAC1-wlan-ap-1] ap-group ap-group1
[WAC1-wlan-ap-1] ap-name AP2
[WAC1-wlan-ap-1] quit

[WAC1-wlan-view] ap-id 2 ap-mac 9cb2-e82d-5110
[WAC1-wlan-ap-2] ap-group ap-group1
[WAC1-wlan-ap-2] ap-name AP3
[WAC1-wlan-ap-2] quit

[WAC1-wlan-view] quit

SR8 EELL&WS (WACT)

# SRR “wlan-net” NR2ER, HEEZERIL.

[WACT] wlan

[WAC1-wlan-view] security-profile name wlan-net

[WAC1-wlan-sec-prof-wlan-net] security wpa-wpa2 psk pass-phrase a12345678 aes
[WACT1-wlan-sec-prof-wlan-net] quit

# CIEEEZA “wlan-net” B9 SSID 18tk , FELE SSID FFRA “wlan-net” ,

[WAC1-wlan-view] ssid-profile name wlan-net
[WACT1-wlan-ssid-prof-wlan-net] ssid wlan-net

[WACT1-wlan-ssid-prof-wlan-net] quit

# QUEEA “wlan-net” AY VAP 18, BiEWSHIELAER . WSS VIAN, HESIBZE
1EMRAN SSID &R .

[WAC1-wlan-view] vap-profile name wlan-net
[WACT-wlan-vap-prof-wlan-net] forward-mode direct-forward
[WAC1-wlan-vap-prof-wlan-net] service-vlan vlan-id 101
[WAC1-wlan-vap-prof-wlan-net] security-profile wlan-net
[WAC1-wlan-vap-prof-wlan-net] ssid-profile wlan-net
[WACT1-wlan-vap-prof-wlan-net] quit

# BCE AP ZHS|F VAP &t AP _E5F4T 0 FO594W 1 &BEEFE VAP #&24R “wlan-net” RIECE .

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 0
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 1
[WAC1-wlan-ap-group-ap-group1] quit

[WAC1-wlan-view] quit

LRI miERERT

‘ [WACT] synchronize-configuration
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3.3.1 IRE AP LEIRES
# 1€ WAC1 LfER display ap all SsS A LMEE=/ AP B ££&, KA normal,
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[WACT] display ap all
Total AP information:
nor :normal [3]
Extralnfo : Extra information

ID MAC Name Group IP Type State STA Uptime Extralnfo

0 9cb2-e82d-54f0 AP1 ap-groupl 10.23.100.225 AirEngine5761-11 nor 0 28M:38S -
1 9cb2-e82d-5410 AP2 ap-group1 10.23.100.214 AirEngine5761-11 nor 0 28M:45S -
2 9cb2-e82d-5110 AP3 ap-groupl 10.23.100.117 AirEngine5761-11 nor 0 28M:58S -

Total: 3

# & WAC2 LfEM display ap all @SS AILABEI=™ AP YR standby .

[WAC2] display ap all
Total AP information:
stdby : standby [3]
Extralnfo : Extra information

0 9cb2-e82d-54f0 AP1 ap-groupl 10.23.100.225 AirEngine5761-11 stdby 0 - -
1 9cb2-e82d-5410 AP2 ap-group1 10.23.100.214 AirEngine5761-11 stdby 0 - -
2 9cb2-e82d-5110 AP3  ap-group1 10.23.100.117 AirEngine5761-11 stdby 0 - -

3.3.2 B VAP (8
# £ WAC1 E4E8 VAP KFEE.

[WAC1] display vap all

Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type STA SSID

0 AP1 0 1 9CB2-E82D-54F0 ON WPA/WPA2-PSK 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 1 1 9CB2-E82D-5120 ON WPA/WPA2-PSK 0 wlan-net
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# £ WAC2 H#8& VAP KEER

[WAC2] display vap all
Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type STA SSID

0 AP1 0 1 9CB2-E82D-54F0 ON WPA/WPA2-PSK 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 1 1 9CB2-E82D-5120 ON WPA/WPA2-PSK 0 wlan-net
Total: 6

3.3.3 &8 VRRP JAE=EE

# £ WACT #1 WAC2 t435lI4T display vrrp a5, BILAEZEI WACT B State FERER/9
Master, WAC2 B9 State FFEER7~J9 Backup,

# WACT1 BR80T,

[WAC1] display vrrp
V0anif100 | Virtual Router 1

State : Master
Virtual IP : 10.23.100.33
Master IP : 10.23.100.1
PriorityRun : 120
PriorityConfig : 120
MasterPriority : 120
Preempt: YES Delay Time : 1800 s
TimerRun: 2 s
TimerConfig : 2 s
Auth type : NONE
Virtual MAC : 0000-5e00-0101
Check TTL : YES
Config type : admin-vrrp
Backup-forward : disabled
Track SysHealth Priority reduced : 254
SysHealth state : UP

# WAC2 B ~U0T,

[WAC2] display vrrp
V0anif100 | Virtual Router 1
State : Backup
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Virtual IP : 10.23.100.33

Master IP : 10.23.100.1
PriorityRun : 100

PriorityConfig : 100
MasterPriority : 120

Preempt: YES Delay Time:0s
TimerRun: 2 s

TimerConfig : 2 s

Auth type : NONE

Virtual MAC : 0000-5e00-0101
Check TTL : YES

Config type : admin-vrrp
Backup-forward : disabled

Track SysHealth Priority reduced : 254
SysHealth state : UP

HCIP-WLAN V2.0 SEIIESF 48

571

3.3.4 188 HSB FRIRSZREER

# 7 WACT #1 WAC2 #1147 display hsb-service 0 §5%, BEEFRIRESNEIBR. TUE

2l Service State FFEEHIE =S Connected, iRBBFFIRSZE

# WAC1 BRI,

BELKINET .

[WAC1] display hsb-service 0

Hot Standby Service Information:
Local IP Address :10.23.100.1
Peer IP Address :10.23.100.2
Source Port 110241
Destination Port 110241
Keep Alive Times 13
Keep Alive Interval 16
Service State : Connected
Service Batch Modules
Shared-key D -

# WAC2 B7-E0 T,

[WAC2] display hsb-service 0
Hot Standby Service Information:

Local IP Address :10.23.100.2
Peer IP Address :10.23.100.1
Source Port : 10241
Destination Port 110241
Keep Alive Times :3

Keep Alive Interval :6

Service State : Connected

Service Batch Modules




S

- ST YT =]
HUAWE] HCIP-WLAN V2.0 S35 S 2558

3.3.5 ¥ & HSB HB{pBRIHER

# 1€ WACT 1 WAC2 #1417 display hsb-group 0 #5%, &F& HSB S0 EMNZITIER . aIkA
ZEZ%) WACT B9 Group VRRP Status /9 Master, Group Status Z2E&9 Active, 1 WAC2 Y
Group VRRP Status 9 Backup, Group Status =2E&f9 Inactive,

# WACT 2”81

[WAC1] display hsb-group 0
Hot Standby Group Information:

HSB-group 1D

Vrrp Group ID

Vrrp Interface

Service Index

Group Vrrp Status

Group Status

Group Backup Process
Backup Start Time

Peer Group Device Name

Group Backup Modules

: Vlanif100
:0

: Master
: Active
: Realtime

: AirEngine9700-M1

Peer Group Software Version : V200R021CO0SPC100B171

: Access-user

Backup Start Time
Peer Group Device Name

Group Backup Modules

AP
DHCP
# WAC2 BR80T
[WAC2] display hsb-group 0
Hot Standby Group Information:
HSB-group 1D :0
Vrrp Group ID 21
Vrrp Interface : Vlanif100
Service Index :0
Group Vrrp Status : Backup
Group Status : Inactive
Group Backup Process : Realtime

2 XXX, XX XXX XXXX 16:25:41
: AirEngine9700-M1

Peer Group Software Version : V200R021CO0SPC100B171

: Access-user
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3.3.6 MBELZEERTIRESER
# £ WAC! IBERARBRSIORTES, H UP FRETRESES.

[WAC1] display sync-configuration status
Info: This operation may take a few seconds. Please wait for a moment.done.
Controller role:Master/Backup/Local

Controller IP Role Device Type Version Status Last synced

10.23.100.2 Backup AirEngine9700-M1 V200R021CO0SPC100B171 up XXXX-XX-XX/17:21:06

Total: 1

# £ WACT LEELLERERLHIRERER .

[WAC1] display sync-configuration master-redundancy
Master redundancy configuration:

Peer IP Version : IPV4

Peer IP :10.23.100.2
VRRP Interface : VIanif100
VRRP Vrid o1

VRRP Status : Master
VRRP Type : VRRPv4

# EWAQ2 PBEELEKEERSIVIKSER, Hb UP ZREFETREECEE

[WAC2] display sync-configuration status
Info: This operation may take a few seconds. Please wait for a moment.done.
Controller role:Master/Backup/Local

10.23.100.1 Master AirEngine9700-M1 V200R021C0O0SPC100B171 up XXXX-XX-XX /17:21:16

# £ WAQ2 I BEELELERERSHEEER -

[WAC2] display sync-configuration master-redundancy
Master redundancy configuration:

Peer IP Version : IPV4

Peer IP :10.23.100.1
VRRP Interface : VIanif100
VRRP Vrid 01

VRRP Status : Backup

VRRP Type : VRRPv4
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3.3.7 STA XEXTZAS S, MidMEEEE

# STA IR T LML ‘wlan-net”,

8- wlan-net

%

7= Internet, &=

Bt

34 fcESE
3.4.1 WACT e &

Software Version V200R021C00SPC100
#
defence engine enable
sysname WAC1
#
http secure-server ssl-policy default_policy
http secure-server server-source -i Vlanif100
http server enable
#
vrrp recover-delay 60
#
vlan batch 100 to 101
#
stp enable
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif100
ip address 10.23.100.1 255.255.255.0
vrrp vrid 1 virtual-ip 10.23.100.33
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admin-vrrp vrid 1
vrrp vrid 1 priority 120
vrrp vrid 1 preempt-mode timer delay 1800
management-interface
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source ip-address 10.23.100.33
capwap dtls psk %A%#EIVsXIhYudYZ2_GA#DzXA@:RKV34&REZ}|-y_1mY%A%#
capwap dtls inter-controller psk %/\%#{9Wo07!%#BFZ<@EQ|.JG>Rp<|47s,v>YPa.#AJA9%%#
capwap dtls no-auth enable
#
hsb-service 0
service-ip-port local-ip 10.23.100.1 peer-ip 10.23.100.2 local-data-port 10241 peer-data-port 10241
service-keep-alive detect retransmit 3 interval 6
#
hsb-group 0
track vrrp vrid 1 interface Vlanif100
bind-service 0
hsb enable
#
hsb-service-type access-user hsb-group 0
#
hsb-service-type dhcp hsb-group 0
#
hsb-service-type ap hsb-group 0
#
wlan
temporary-management psk %/\%#PwWFE@vw_"@\n9{>}k<,-;9CD7K;0/%e,LB)9,AFX%"\%#
ap username admin password cipher %A\%#PBMhAQ{@}1q,vb:X0*) B\.KXW7QH=0gpvg'K*Y) 1%/ %#
traffic-profile name default
security-profile name default
security-profile name wlan-net
security wpa-wpa2 psk pass-phrase %A%#51sYLQj@,Ph}m2@A1j:0f3n/)t5j=+!"K+9yB{.%A%# aes
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net

vap-profile name default
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vap-profile name wlan-net
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
ap-group name default
ap-group name ap-group
radio 0
vap-profile wlan-net wlan 1
radio 1
vap-profile wlan-net wlan 1
ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0
ap-name AP1
ap-group ap-group
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410
ap-name AP2
ap-group ap-group1
ap-id 2 type-id 144 ap-mac 9cb2-e82d-5110
ap-name AP3
ap-group ap-group1
provision-ap
master controller
master-redundancy track-vrrp vrid 1 interface Vlanif100

master-redundancy peer-ip ip-address 10.23.100.2 local-ip ip-address 10.23.100.1
psk %A\%#W;HBAZCAY'c:L6*55/MVgK/#T~/{"O(fuW,7OFI'%A%#

#
return

5621

342 WAC2 Bic&

Software Version V200R021C00SPC100
#
defence engine enable
sysname WAC2
#
vrrp recover-delay 60
#
vlan batch 100 to 101
#
stp enable
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif100
ip address 10.23.100.2 255.255.255.0
vrrp vrid 1 virtual-ip 10.23.100.33
admin-vrrp vrid 1
#
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interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source ip-address 10.23.100.33
capwap dtls psk %A%#EIVsXIhYudYZ2_G4#DzXA@:RKV34&REZ}|-y_]1mY%A%#
capwap dtls inter-controller psk %A%#fn"&!O[*},H,}sO8]j:.7FT*XoFd\E%z f<D] FcL%A%#
capwap dtls no-auth enable
#
hsb-service 0
service-ip-port local-ip 10.23.100.2 peer-ip 10.23.100.1 local-data-port 10241 peer-data-port 10241
service-keep-alive detect retransmit 3 interval 6
#
hsb-group 0
track vrrp vrid 1 interface Vlanif100
bind-service 0
hsb enable
#
hsb-service-type access-user hsb-group 0
#
hsb-service-type dhcp hsb-group 0
#
hsb-service-type ap hsb-group 0
#
wlan
temporary-management psk %A%#PwWFE@vw_"@\n9{>}k<,-;9CD7K;0/%e,LB)9,AFX%A\%#
ap username admin password cipher %A\%#PBMhAQ{@}1q,vb:X0*) B\.KXW7QH=0gpvg'K*Y) 1%/ %#
traffic-profile name default
security-profile name default
security-profile name wlan-net
security wpa-wpa2 psk pass-phrase %A%#51sYLQj@,Ph}m2@A1j:0f3n/)t5j=+!"K+9yB{.%/%# aes
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net
vap-profile name default
vap-profile name wlan-net
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
ap-group name default




S

HUAWEI HCIP-WLAN V2.0 L3 SF A
ap-group name ap-group
radio 0
vap-profile wlan-net wlan 1
radio 1
vap-profile wlan-net wlan 1
ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0
ap-name AP1
ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410
ap-name AP2
ap-group ap-group1
ap-id 2 type-id 144 ap-mac 9cb2-e82d-5110
ap-name AP3
ap-group ap-group1
provision-ap
master controller
master-redundancy track-vrrp vrid 1 interface VIanif100

master-redundancy peer-ip ip-address 10.23.100.1 local-ip ip-address 10.23.100.2
psk %A%#h$UW (fq2a207Gl/GL#JE}gjg1:Fn0*Z&]gVje!B>%"%#
#
return

5641

3.4.3 SW-Core fi2&

ISoftware Version V200R021CO0SPC100
#
sysname SW-Core
#
vlan batch 100 to 101
#
dhcp enable
#
interface Vlanif1
#
interface Vlanif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface
dhcp server excluded-ip-address 10.23.100.1 10.23.100.9
#
interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
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port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4
#
interface MultiGEO/0/5
#
interface MultiGE0/0/6
#
interface MultiGE0/0/7
#
interface MultiGEO/0/8
#
interface MultiGE0O/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
return

3.4.4 SW-Access Bic&

ISoftware Version V200R021C00SPC100
#
sysname SW-Access
#
vlan batch 100 to 101
#
interface Vlanif1
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/3
port link-type trunk
port trunk pvid vlan 100
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port trunk allow-pass vlan 100 to 101
#
interface MultiGE0O/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
return

3.5 BEWm

AL HERGS “hsb-service-type dhep hsb-group 0”7 & DHCP WS34B5E 7 HSB &1{p
H, ANEE T TLRERSIIEE. BRE, L LEEFERSHARE"

SELER:

HRWEEEF WAC {EJ5 DHCP IRSZEATHZRESRG, HEFERSEEINE, HRTE)iE
EI%&p DHCP fR$528281, BRIt DEIRSEERRS &N EIEDIRSES L. &9 DHCP
RSB EEATLAGRLEE SRS ES IP itbllt, FEASEFEUES SECIIR.
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= EIEHEMSES

4.1 SLIE /48
4.1.1 XFARLLE

AL BIRESESIE, [FEFRERT WACHFIT AP AME S 1= AP AMNES .

4.1.2 LIS HAY
o ZiE WLAN BIEARSEHIE.
o EEZR WACHFIT AP HRZRMILAR WAC E=EEH .
o ZEEX AP RUAMZEGLAR AP E=ECELR .

4.1.3 SCIGAM 128

[
L

iMaster NCE
MultiGED/0/4

sw-core [P MultiGEO/0/3 GEO/O/1@

MultiGEO/0/9 WAC3 (Cloud)

MultiGE0/0/9

MultiGE0/0/5 _ GE0/0/0 [T R)) .)))

o’ AP5 (Cloud) STA2
S
g
O]
3
s
GE0/0/0 GE0/0/0 GE0/0/0
AP1 AP2 ((( ,)) AP3
(FIT AP) (FIT AP) (FIT AP)
L) L]
= = =

STA1

El4-1 =ETREMSCIRFAFNE
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#4-1 VLAN #i&1

5681

RE i i385 VLANS#{
PVID:1
MultiGEO/0/3 | Trunk
Allow-pass: VLAN 100 101
SW-Core MultiGEO/0/4 | Access PVID: 99
PVID:1
MultiGEQ/0/9 Trunk
Allow-pass: VLAN 100 101 200 201
PVID:100
MultiGEOQ/0/1 Trunk
Allow-pass: VLAN 100 101
. PVID:100
MultiGEO/0/2 Trunk
Allow-pass: VLAN 100 101
, PVID:100
SW-Access | MultiGEO/0/3 | Trunk
Allow-pass: VLAN 100 101
_ PVID:1
MultiGEQ/0/5 Trunk
Allow-pass: VLAN 200 201
PVID:1
MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101 200 201
PVID:1
WAC1T GE 0/0/1 Trunk
Allow-pass: VLAN 100 101
Z<4-2 |P Mt
3= wO IPHbiE
Vlanifo9 172.21.39.253/17
V0anif100 10.23.100.254/24
SW-Core V0anif101 10.23.101.254/24
Vlanif200 10.23.200.254/24
Vlanif201 10.23.201.254/24
WAC3 V0anif100 10.23.100.3/24
AP5 / DHCPEZNFREX
iMaster NCE-Campus / 172.21.39.88/17
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( EEFRAINCE )
F4-3 WAC3 W552550%)
WLANKSZ 2%
HRIET BHiEER
BIEVLAN 100
ASSVLAN 101
APZH ap-group1
VAPIEHR wlan-net
LZeER wlan-net
REHRRE WPA/WPA2+PSK+AES
CA T a12345678
SSIDt&E#R wlan-net
SSID wlan-net
F+4-4 APS W32 5
WLANVKSS 2%
HEREL BER
SIEVLAN 200
AI$SVLAN 201
APZH default
VAP{&ER ap5
ZEIENR ap5
R WPA/WPA2+PSK+AES
=g a12345678
SSIDiEHR ap5
SSID ap5
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4.2 SLIG{FSEE
4.2.1 Bc BRI

1.B2E SW-Core. SW-Access. WAC3 i8&MKZEIE.
2.ftE& WAC3 k=, FiE WAC3 5 NCE MEEIE,
3.ECE WAC3 =, AP1. AP2. AP3 £ WAC3 Ht%,
4.FcE WAC3 Y WLAN W55,

5.B28& AP5 F=,

6.B0& AP5 A WLAN k55,

7488 WLAN W3 e,

422 FcEZE

TR REMEESE

# ECERBNIHAY SW-Access 1R85 o
# 7£ SW-Access E8I7 VLAN 100, 101, 200. 201,

HCIP-WLAN V2.0 SEIHE S8 5870

<Huawei> system-view
[Huawei] sysname SW-Access
[SW-Access] vlan batch 100 101 200 201

# BCE SW-Access FTimO25BI R AEM VLAN

[SW-Access] interface MultiGE 0/0/1
[SW-Access-MultiGEO/0/1] port link-type trunk
[SW-Access-MultiGEO/0/1] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/1] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/1] quit

[SW-Access] interface MultiGE 0/0/2
[SW-Access-MultiGE0/0/2] port link-type trunk
[SW-Access-MultiGE0/0/2] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/2] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/2] quit

[SW-Access] interface MultiGE 0/0/3
[SW-Access-MultiGE0/0/3] port link-type trunk
[SW-Access-MultiGE0/0/3] port trunk allow-pass vlan 100 101
[SW-Access-MultiGEQ/0/3] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/3] quit

[SW-Access] interface MultiGE 0/0/5
[SW-Access-MultiGEQ/0/5] port link-type trunk
[SW-Access-MultiGE0/0/5] port trunk allow-pass vlan 200 201
[SW-Access-MultiGE0/0/5] port trunk pvid vlan 200
[SW-Access-MultiGEO/0/5] quit
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# ECE SW-Access EiTimO3EE R AiFEIFAY VLAN,,

[SW-Access] interface MultiGE 0/0/9

[SW-Access-MultiGE0/0/9] port link-type trunk
[SW-Access-MultiGE0/0/9] port trunk allow-pass vlan 100 101 200 201
[SW-Access-MultiGEO/0/9] quit

# ECEZO3THA, SW-Core 1285 -
# £ SW-Core 813 VLAN 100. 101. 200. 201,

<Huawei> system-view
[Huawei] sysname SW-Core
[SW-Core] vlan batch 100 101 200 201

# BCE SW-Core T Tim 3B R o1 EIZAY VLAN,

[SW-Core] interface MultiGE 0/0/9

[SW-Core-MultiGE 0/0/9] port link-type trunk

[SW-Core-MultiGE 0/0/9] port trunk allow-pass vlan 100 101 200 201
[SW-Core-MultiGE 0/0/9] quit

# ECE SW-Core 5 WAC3 BEfix[OAIZEE R 2iF@IZHY VLAN,

[SW-Core] interface MultiGE 0/0/3

[SW-Core-MultiGEO/0/3] port link-type trunk
[SW-Core-MultiGEO/0/3] port trunk allow-pass vlan 100 101
[SW-Core-MultiGEO/0/3] quit

# FoE WAC3 k& . ElZ VLAN 100, 101, GEO/0/1 inIZEEUESA Trunk, FRIFET
VLAN 100, 1017,

# 1€ WAC3 6l VLAN 100, 101,

<AirEngine9700-M1> system-view
[AirEngine9700-M1] sysname WAC3
[WAC3] vlan batch 100 101

# BeE WAC3 B9 GE0/0/1 i[O BINFEMN VLAN,

[WAC3] interface GigabitEthernet 0/0/1
[WAC3-GigabitEthernet0/0/1] port link-type trunk
[WAC3-GigabitEthernet0/0/1] port trunk allow-pass vlan 100 101
[WAC3-GigabitEthernet0/0/1] quit

# BicE SW-Core. WAC3 B9 IP tbiit,

# BicE& SW-Core BY IP ik, E b VLAN 100 2 WAC3 BIETE VLAN, VLAN 101 2 WAC3
A9MVSS VLAN, VLAN 200 2 AP5 BIETE VLAN, VLAN201 2 AP5 B9ISS VLAN,

[SW-Core] interface vlan 100
[SW-Core-Vlanif100] ip address 10.23.100.254 24
[SW-Core-Vlanif100] quit

[SW-Core] interface vlan 101
[SW-Core-Vlanif101] ip address 10.23.101.254 24
[SW-Core-Vlanif101] quit

[SW-Core] interface vlan 200
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[SW-Core-Vlanif200] ip address 10.23.200.254 24
[SW-Core-Vlanif200] quit

[SW-Core] interface vlan 201
[SW-Core-Vlanif201] ip address 10.23.201.254 24
[SW-Core-Vlanif201] quit

# BCE WAC3 |9 IP bl

[WAC3] interface Vlanif 100
[WAC3-Vlanif100] ip address 10.23.100.3 24
[WAC3-Vlanif100] quit

I 2 EEE iMaster NCE-Campus 5 WAC3 MR H B

# iMaster NCE-Campus B9 IP itBtIEFIRM KGR B BB, ASLIABER,

# iMaster NCE-Campus tt31t/9 172.21.39.88/17, M&tthiitE 172.21.39.253 ( fizF SW-
Core k),

# BLE SW-Core B9 VLAN =2 IP #tit,

[SW-Core] vlan 99

[SW-Core-vlan99] name Manage
[SW-Core-vlan99] quit

[SW-Core] interface MultiGE 0/0/4
[SW-Core-MultiGEO/0/4] port link-type access
[SW-Core-MultiGE0O/0/4] port default vlan 99
[SW-Core-MultiGEO/0/4] quit

[SW-Core] interface Vlanif 99
[SW-Core-Vlanif99] ip address 172.21.39.253 17
[SW-Core-Vlanif99] quit

# BoE WAC3 BUE0ARSH, T—Bkibitigm SW-Core 185

‘ [WAC3] ip route-static 0.0.0.0 0.0.0.0 10.23.100.254

FIE 3 FE WAC3 I=tEst

# BCE WAC3 A=tE=0, FHEE NCE /Y IP bl RimO .

[WAC3] ac-mode cloud
Warning: This operation will switch the AC mode to cloud, Continue? [Y/N] y
This operation will take several minutes, please wait...

Warning: The authentication mode is switched to SN authentication. Ensure that the APs added offline
have SN information. Otherwise, configurations of these APs may be lost..

[WAC3] cloud-mng controller ip-address 172.21.39.88 port 10020 source-interface Vlanif 100
[WAC3] pnp startup-vlan receive enable

# Mk WAC3 5 NCE BIMEEE M .

[WAC3] ping -a 10.23.100.3 172.21.39.88
PING 172.21.39.88: 56 data bytes, press CTRL_C to break
Reply from 172.21.39.88: bytes=56 Sequence=1 ttl=62 time=1 ms
Reply from 172.21.39.88: bytes=56 Sequence=2 ttl=62 time=1 ms
Reply from 172.21.39.88: bytes=56 Sequence=3 ttl=62 time=1 ms
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Reply from 172.21.39.88: bytes=56 Sequence=4 ttl=62 time=1 ms
Reply from 172.21.39.88: bytes=56 Sequence=5 ttl=62 time=1 ms

--- 172.21.39.88 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

IR 4 EIE NCE s WAC3 i85
oo

# BF NCE, £ NCE EES%E “Rit > =S8R , s “HCAP-WACY |, 18

KBk “LSW” F “WAC” , R Al “iBE” .

niE  $#P =R

. e
Z FI0h

RSB R

IMaster NCE-Campus

REEFRISN

hix]
1]

FIER

i

I
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% iMaster NCE-Campus

0 B—AEBVIANT, CAPGEXNERTEINREEEAE, BBy s
O wsHxzs
MmER: HCIP-WAC
E:
B, [ 1 AP £ AR 1 Fw B2 Lsw T NE T OLT [] ONU B WAC
6 wsms

 mEER BEvs O
C EEEsE: MEENEEE

PSS
WTRSR T ESNRAN RO EEE
E=45 BEES ESN BEER e
2BICR.

# & WAC3 EEIIRERI ESN RS .
[WAC3] display esn

ESN of device: 102257532207
# £ NCE £33 “igit > 288187
& > FaRm” , W

178

, B “HCIP-WAC” , AEmRE “ANImR

" iMaster NCE-Campus

PRt e
gEEE  EE -
a7 2
ERtRsgigit
A A8 BT
sEIEEE
¢ =EaE 0 @ REMUSA
G FIOAMES 0 WEEE
El BinAssss 0 EiREE

=R ESN _— =
| HCIP-WAC 0

iIZHICR.
11
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|
=1 W= gERs 2E EEEII
EEESE. HESA
EEIE

# EBEPIFEINRIIRE, thXSEELER “NETCONF thY” , ubemigiE “HCIP-WAC” , &
kR RBEIST , REad ‘N7 1%,

Faism

" iR

@

-
.

(@
§660 06booo
!

NETCONFi#hi SNMPihS

‘\

0 LEHRSHRHFARERZAN, SRS TEARESHRIBHFFEMAESR, SVWATE. (BESSHAVHEZ, =,

R

=
=T

*ERER:

ESN 1]

# ERHANES, REBUTSHHTERE, «& “BE” .

0l WAC U= |AirEngrne9700-M1 |
HE: BE: WAC
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# RIBIEOREBINN “WAC3” , HE ESN RS, 5N “HAP” , =E “HE” .

HCIP-WAC

N
E= =] £ =3 AT e '
WAC HCQP WAC AirEngined700-M1
=
RS S S . kS “ Al 9 S s,
# MRBEERNE, K WACAPRES “IEE” , & NCE ERINNEIRS .
BE
EESE BLIERS: > ZHEE > LicenseSEEHREWRLIcense ZFIREREIRKS.
Aoy e EE.
& 2TEE 1 e
G FMAMES 0
Al BinAssm 1
75 ESN " za
| (RIS A L 102257532207 2 WAC

1/1

I 5 FE DHCP fRssee

# SW-Core {E5 DHCP BR53289 AP1. AP2. AP3 K STA 43#ic IP #telit . 7 SW-Core F/EF
DHCP fR%%, 7£ SW-Core FEZE vlanif100 ix[OJ9 AP 1244 1P tthiik

[SW-Core] dhcp enable

[SW-Core] interface vlanif 100
[SW-Core-Vlanif100] dhcp select interface
[SW-Core-Vlanif100] quit

# 7F SW-Core EFEZE V0anif101 5079 STA 124 1P #fit

[SW-Core] interface vlanif 101
[SW-Core-Vlanif101] dhcp select interface
[SW-Core-Vlanif101] quit

TR 6 EEL&WS (WAC3)
# NCE WENRES, AP EZ&LIR WLAN VSEBRIATE WAC3 1T E#TEE, ItLALLAL CLI &
SITRBIRITEE -
# BoE AP1. AP2, AP3 £ WAC3 sh k%, FFig CAPWAP DTLS ANTAIE., (V200R021C00
RZEhRAS )

[WAC3] capwap dtls no-auth enable

Warning: This operation allows for device access in non-DTLS encryption mode even when DTLS is
enabled and brings security risks. After the device goes online for the first time, disable this function to
prevent security risks. Continue? [Y/N]: y

# 1€ WAC3 LECE CAPWAP RimO, EERFIEEINTSH:
DTLS FAE=z35A: IR ECE S a1234567;
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WAC [8] DTLS FRHE=%540: ItbabECE 9 a1234567;
FIT AP NEIESY (BFPR/ZM8 ) © EEES admin/Huawei@123;
EEE&EIE VAP IEREM: IttAECE N 21234567,

[WAC3] capwap dtls psk a1234567

[WAC3] capwap dtls inter-controller psk a1234567

[WAC3] capwap source interface vlanif 100

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and must start with a letter):admin

Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):Huawei@123

Confirm password:Huawei@123

Set the global temporary-management psk(contains 8-63 plain-text characters, or 48-108 cipher-text
characters that must be a combination of at least two of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):a1234567

Confirm PSK:a1234567

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021C00 or enable DTLS certificate-mandatory-match if it runs V200R021CO00 or later.

# 1€ WAC3 EECE APIAIES T SNIAIE ( WAC FESIED NS SNIAIESR ) o

[WAC3] wlan
[WAC3-wlan-view] ap auth-mode sn-auth
[WAC3-wlan-view] quit

# £ NCE 8k g1t > RBER” |, kduhs “HCIP-WAC? , ARt
“WAC3” , X\ WAC3 (UETERE, TR

ALAEES > FHEE > LicenseEEEFIESNMLicenseRFEREIE.

=R ESN 57 ===}

WAC3 102257532207 = WAC

Hi&E

# ROB=6RBENERIRSE, RIIEF=61RE, =% “B8" .
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APHlIZE

3 £ wE SREF=E ESN s
2102353VURT0ON5119363 OFHE 2102353VURT0N5119363 AirEngine5761-11
2102353VURT0ON5119339 OEHE 2102353VURT0N5119339 AirEngine5761-11
2102353VURT0N5119370 ORHE 2102353VURT0N5119370 AirEngine5761-11

H3%x

# FERHAIRHEES, EFE “HCP-WAC™ 6, =di “I8E”

Jrigeava)=]
it
s faik &8
© HCIP-WAC WAC,LSW
His: 10 /Mmoo | o

# IRR=AIRBIIEEEMRT, [EEHK NCEMHE,
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HE
BEER ] FE
2102353VURT0NS119363 RiEEh
2102353VURT0ONS119339 FEh
2102353VURT0NE119370 mEEh
His 1/1
RE

# EWAG HIEEREH, KW=8 APRIRTA “IEE” , iEBTRES “normal”

APTl&

> & #E < E®FEE ESN Bs MACHSHE TS
2102353VURT0ON5119363 IES = 2102353VURT0N5119363 AirEngine5761-11 9C-B2-E8-2D-54-10 narmal
2102353VURT0ON5119339 FE -~ 2102353VURT10N5119339 AirEngine5761-11 9C-B2-E8-2D-51-10 normal
2102353VURTON5119370 s - 2102353VURT10N5119370 AirEngine5761-11 9C-B2-E8-2D-54-F0 normal

Hizx

# {3 AP B9 SN 455, 1IRBIFHE AP iR, LUEK AP1 RIBFRAMGI, ESSEBERT, =
& SN g2 “2102353VURTON5119370” X MAMEMGLAFITIEN, WM.
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E=td ESN HE B MR
11..  2102353VUR10N5119339 F& AP HCIP-WAC
511..  2102353VUR1I0NS119363 N3 AP HCIP-WAC
102257532207 ® &= WAC
=4z
L
)
E=E AP1
‘it
- =
ESN:
mE: AP
EEis
HHY
e
BN oD sizh el
EETERE: J200R021C00SPC20
HE WiE

# AP1, AP2, AP3 BUBIMEMTRE, AR,
@ s

£ ESN e B2
AP 2102353VUR1ONS119370 = AP
AP2 2102353VUR1ONS 119363 Ex AP
AP3 2102353VUR1ONS 119339 Ex AP
0 WAC3 102257532207 ® 5% WAC
e

HCIP-WAC

HCIP-WAC

580

S

RERE BiE
AirEngine5761-11
AirEngine5761-11

AirEngines761-11 |:| I

AirEngine9700-M1

20 F/3m
SH
EEEE -
AirEngine5761-11
AirEngine5761-11
AirEngine5761-11
AirEngined700-M1

20 &3

# 1€ WAC3 LEIZ AP 4H “ap-group1” , F4& AP1. AP2. AP3 AL AP 4H,

[WAC3] wlan

[WAC3-wlan-view] ap-group name ap-group1
[WAC3-wlan-ap-group-ap-group1] quit
[WAC3-wlan-view] ap-id 0
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[WAC3-wlan-ap-0] ap-group ap-group1
[WAC3-wlan-ap-0] quit
[WAC3-wlan-view] ap-id 1
[WAC3-wlan-ap-1] ap-group ap-group1
[WAC3-wlan-ap-1] quit
[WAC3-wlan-view] ap-id 2
[WAC3-wlan-ap-2] ap-group ap-group1
[WAC3-wlan-ap-2] quit

# {FH display ap all SSAILMEE= AP B £, K& normal,

[WAC3] display ap all
Total AP information:
nor :normal [3]
Extralnfo : Extra information

ID MAC Name Group IP Type State STA Uptime Extralnfo

0 9cb2-e82d-5110 AP3 ap-group1 10.23.100.218 AirEngine5761-11 nor 0 11M:29S -
1  9cb2-e82d-54f0 AP1 ap-groupl 10.23.100.27 AirEngine5761-11 nor 0 11IM:11S -
2 9cb2-e82d-5410 AP2 ap-groupl 10.23.100.222 AirEngine5761-11 nor 0 11M:5S -

Total: 3

# BeE WLAN NS,

# B EERIREEERD, REEHRBATE (NRLBEFELIMEX N FEZLIT
RAIEZRES ) o

[WAC3] wlan

[WAC3-wlan-view] regulatory-domain-profile name domain1
[WAC3-wlan-regulate-domain-domain1] country-code CN
[WAC3-wlan-regulate-domain-domain1] quit

# 7 AP ARRS | I EIRENR .

[WAC3-wlan-view] ap-group name ap-group1

[WAC3-wlan-ap-group-ap-group1] regulatory-domain-profile domain1

Warning: This configuration change will clear the channel and power configurations of radios, and may
restart APs. Continue?[Y/N]: y

[WAC3-wlan-ap-group-ap-group1] quit

# BIERA “wlan-net” PWZ2iER, HEELZEHRL,

[WAC3] wlan

[WAC3-wlan-view] security-profile name wlan-net

[WAC3-wlan-sec-prof-wlan-net] security wpa-wpa2 psk pass-phrase a12345678 aes
[WAC3-wlan-sec-prof-wlan-net] quit

# BIEZ S “wlan-net” B9 SSID 11k, HAECE SSID ZFRA “wlan-net” ,

[WAC3-wlan-view] ssid-profile name wlan-net
[WAC3-wlan-ssid-prof-wlan-net] ssid wlan-net
[WAC3-wlan-ssid-prof-wlan-net] quit
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# QUEEA “wlan-net” AY VAP 18R, BiEWSHIELAER . WSS VIAN, HESIBZE
1&HRAN SSID #&EiR .

[WAC3-wlan-view] vap-profile name wlan-net
[WAC3-wlan-vap-prof-wlan-net] forward-mode direct-forward
[WAC3-wlan-vap-prof-wlan-net] service-vlan vlan-id 101
[WAC3-wlan-vap-prof-wlan-net] security-profile wlan-net
[WAC3-wlan-vap-prof-wlan-net] ssid-profile wlan-net
[WAC3-wlan-vap-prof-wlan-net] quit

# BECE AP ZHS|F VAP &tk AP E5F5T 0 F0595W 1 &BEFE VAP &4k “wlan-net” RIECE .

[WAC3-wlan-view] ap-group name ap-group
[WAC3-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 0
[WAC3-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 1
[WAC3-wlan-ap-group-ap-group1] quit

[WAC3-wlan-view] quit

# 188 VAP RS,

[WAC3] display vap all
Info: This operation may take a few seconds, please wait.
WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type STA  SSID

0 AP3 0 1 9CB2-E82D-5110 ON WPA/WPA2-PSK 0 wlan-net
0 AP3 1 1 9CB2-E82D-5120 ON WPA/WPA2-PSK 0 wlan-net
1 AP1 0 1 9CB2-E82D-54F0 ON WPA/WPA2-PSK 0 wlan-net
1 AP1 1 1 9CB2-E82D-5500 ON WPA/WPA2-PSK 0 wlan-net
2 AP2 0 1 9CB2-E82D-5410 ON WPA/WPA2-PSK 0 wlan-net
2 AP2 1 1 9CB2-E82D-5420 ON WPA/WPA2-PSK 1 wlan-net
Total: 6

B

7 s DHCP IR3EE

# SW-Core {EJ9 DHCP 53289 AP5 K STA L IP Hbk, £ SW-Core EEZE VIanif200 i
[29 AP5 1244t IP i#thiit, FHiEi< DHCP option 148 ZFERIEX APS BRI A =R, ERER
NCE g9 IP thitiw ., (AP5 A =EE )

[SW-Core] interface Vlanif 200
[SW-Core-Vlanif200] dhcp select interface

[SW-Core-V0anif200] dhcp server option 148 ascii "agilemode=agile-cloud;agilemanage-
mode=ip;agilemanage-domain=172.21.39.88;agilemanage-port=10020;ap-agilemode=agile-cloud;"
[SW-Core-Vlanif200] quit

# 7£ SW-Core EFZE V0anif201 i[9 AP5 B9 STA 324 IP bk,

[SW-Core] interface Vlanif 201
[SW-Core-Vlanif201] dhcp select interface
[SW-Core-Vlanif201] quit
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# £ SW-Core EZF AP5 5KERZIRY IP thhit ({KIBSEFRER ) , WA,

[SW-Core] display ip pool interface Vlanif200 used

Pool-name : Vlanif200

Pool-No 12

Lease : 1 Days 0 Hours 0 Minutes
Domain-name D -

Option-code : 148

Option-subcode : --
Option-type : ascii

Option-value : "agilemode=agile-cloud;agilemanage-mode=ip;agilemanage-
domain=172.21.39.88;agilemanage-port=10020;ap-agilemode=agile-cloud;"
DNS-server0 -

NBNS-server0 D=
Netbios-type D -

Position : Interface

Status : Unlocked

Gateway-0 -

Network :10.23.200.0

Mask : 255.255.255.0

VPN instance D --

Logging : Disable

Conflicted address recycle interval: -

Address Statistic: Total 254 Used 21
Idle 253 Expired :0
Conflict 0 Disabled :0

Network section
Start End Total Used Idle(Expired) Conflict Disabled

10.23.200.1  10.23.200.254 254 1 253(0) 0 0

Client-ID format as follows:

DHCP : mac-address PPPOE : mac-address
IPSec : user-id/portnumber/vrf PPP : interface index
L2TP : cpu-slot/session-id SSL-VPN : user-id/session-id
Index IP Client-ID Type Left  Status
221  10.23.200.222 9cb2-e82d-5230 DHCP 86400 Used

IR 8 FLE NCE 4% APS

# FREX AP5 B9 ESN #mS . AJLABIIEE AP5 SHEHAMFEIREY, WAJLUEE <SiTIRE.

<9cb2-e82d-5230> display esn
ESN of device: 2102353VUR10N5119348
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# T_NCE FEPprhEE R > HRBIET , ks “HCP-AP” |, IREREEAE
“AP” . RNIMREIEE “BERSHIN” , RERENER “AP” | IREEISIERE
“AlrEnglne576‘I—‘I1” , MEN1, BBEEE ‘AP” |, mF “BE” .

EE BN\ &niE &P

WS SUBARE
W
.
IMaster NCE-Campus
YIEEnTh
BREE
MEFTIEN
B E
EREE
M=y
0 B—EBVIANT, CAPEESRERNTRIFESRAE, SERSsHH,
) waEAES
- SERET:
=
casm |AP AR T1 FW L] LSW L] NE 1 OLT ] ONU [] WAC
He
SR
© BEE: E=ve O
 EEEME MEEEE
BWITESNE
amsy P
RER: AP RERE AirEngine5761-11 e
HE: 1 e AP

RIEIERERTRI “APS” | IRE ESN RS, IRMEE “HCIP-APS” , =& “H

[
o
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NG
BUESEN WIESNE
AirEngine57 61-11 AP AP 16
el = |
\ @SS kN £ ” \ Y Ale, ,
# G gt > REEE" , LA APS EEWIEENE.
0 IEN
=t ESN wE =] =
AP1 2102353VUR1T0N5119370 = AP HCIP-WAC
AP2 2102353VURTON5119363 TE AP HCIP-WAC
AP3 2102353VUR1T0N5119339 = AP HCIP-WAC
APS 2102353VURT0ON5119348 TE AP HCIP-AP
WAC3 102257532207 a= WAC HCIP-WAC

L=

IR 9 EEBEL&WS (AP5)

# %R ORI > IRBEE” , S APS, HAAPS NEERE, mhaLtAn ‘e
37, sJLAX APS 4T CLI s .

# BUE VLAN 58,

<AP5> system-view
[AP5] vlan batch 200 201

# GUEBE “ap5s” NREER, HRELZERIK.

[AP5] wlan

[AP5-wlan-view] security-profile name ap5

[AP5-wlan-sec-prof-ap5] security wpa-wpa2 psk pass-phrase a12345678 aes
[AP5-wlan-sec-prof-ap5] quit

# BEEZA “ap5” B9 SSID &Mk, HECE SSID FFRA “ap5” o

[AP5-wlan-view] ssid-profile name ap5
[AP5-wlan-ssid-prof-ap5] ssid ap5
[AP5-wlan-ssid-prof-ap5] quit

# SEE) “ap5” B VAP &, EEWSHIEELAKEI. W55 VLAN, HESIAREERM
SSID &t o
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[AP5-wlan-view] vap-profile name ap5
[AP5-wlan-vap-prof-ap5] forward-mode direct-forward
[AP5-wlan-vap-prof-ap5] service-vlan vlan-id 201
[AP5-wlan-vap-prof-ap5] security-profile ap5
[AP5-wlan-vap-prof-ap5] ssid-profile ap5
[AP5-wlan-vap-prof-ap5] quit

# 7£ AP5 Fh3|F VAP 181k ( AP5 X389 ap-id 59 0)

[AP5-wlan-view] ap-id 0

[AP5-wlan-ap-0] vap-profile ap5 wlan 1 radio 0
[AP5-wlan-ap-0] vap-profile ap5 wlan 1 radio 1
[AP5-wlan-ap-0] quit

[AP5-wlan-view] quit

# BEH APS U E&K(EE,

[AP5] display ap all

Total AP information:

nor :normal [1]
Extralnfo : Extra information

Name Group [P

Type

State STA Uptime Extralnfo

Total: 1

# BE AP5 BJ VAP KEER

[AP5] display vap all
Info: This operation may take a few seconds, please wait.
WID : WLAN ID

Status Auth type

STA  SSID

WPA/WPA2-PSK 0 ap5
WPA/WPA2-PSK 0 ap5

0 AP5 0 1 9CB2-E82D-5230 ON
0 AP5 1 1 9CB2-E82D-5240 ON
Total: 2

4.3 ERIGUF
4.3.1 £ WAC3 t ﬁé_*’“{ﬂnu

# 1€ WAC3 LiEig45< display cloud-mng info B&=

EEERENMRHER

[WAC3] display cloud-mng info




S

HCIP-WLAN V2.0 SEIIESF 48

HUAWEI
AC status : Online
Controller URL Do
Controller IP address : 172.21.39.88
Controller port : 10020
Source interface : Vlanif100
Controller address source: configuration

5871

4.3.2 STABEANTEMNLE, it NEZEEE
# STAEAN “wlan-net” , MiiEEHOT

C:\Users\admin>ipconfig
Ttk MiEEcas WLAN:
ESER DNS B ... ...

ANHbiERE IPv6 BRI . ... ... :fe80:3cel:b4f7:546e:45a1%14
IPv4 fBfiF .. ..........:10.23.101.40

FRERS ............:2552552550

EOARIE. .. ..........:1023.101.254

C:\Users\admin>ping 10.23.101.254
IE7E Ping 10.23.101.254 Bf 32 FTHHIIE:
kB 10.23.101.254 HEIE: F1=32 HJ{E=9ms TTL=254
kB 10.23.101.254 KIEIE: FT5=32 BJ[E=7ms TTL=254
kB 10.23.101.254 BIEIE: FT5=32 Bf[E=5ms TTL=254
kB 10.23.101.254 HEIE: F1=32 HJj@=8ms TTL=254
10.23.101.254 {9 Ping FitHEE:

HiEE: ERIX =4, B =4, X =0 (0% E£X),
FHIRITREREIHATE (LAZR R84

5% =5ms, =i =9ms, FY = 7ms

# STAEEN “ap5” , Mid&E@MT.

C:\Users\admin>ipconfig
T BEHMIEREE WLAN:
EIEASTERY DNS B8R ... ...

AthiEdE IPv6 HBAIE. . ... ... :fe80:3cel:b4f7:546e:45a1%14
IPv4 tbhk ... .........:10.23.201.133
FRIEAY ............:255.255.2550
EAME. ... .........:10.23.201.254

C:\Users\admin>ping 10.23.201.254

IE7E Ping 10.23.201.254 B 32 FTHRIEIE:

k8 10.23.201.254 MEIS: F75=32 HJiE=5ms TTL=254
KB 10.23.201.254 HEIE: F15=32 HdjE=8ms TTL=254
k8 10.23.201.254 MEIS: F75=32 HJiE=6ms TTL=254
kB 10.23.201.254 HEIE: FTH=32 Hdj@=4ms TTL=254
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10.23.201.254 BY Ping #it{EE:

HiEE: BERX =4, BRI =4, EX =0 (0% EX%),
FRITEEAYETTATIE) (AR S ER():

B8 =4ms, &< =8ms, Y =5ms

588

4.3.3 7£ NCE BB IZFETIRE
# %R 21T > RBEIE” , nIEESEFIETRE.

© =

ER ESN " me
AP1 2102353VURT0N5119370 % AP
AP2 2102353VURT0N5119363 FE AP
AP3 2102353VURT0ON5119339 % AP
APS 2102353VURTONS119348 F AP
WAC3 102257532207 it WAC

H5E

4.3.4 £ NCE EBEXRIRIENKR

MR

HCIP-WAC

HCIP-WAC

HCIP-WAC

HCIP-AP

HCIP-WAC

# %R iR > KigT , AILESRAPEAIK. BPIIREER.

" s
LAN#ES wEEE
B tiE] AREE
b t 22
£ W ERHEZ
12&360 semha)

WAC:H SERE

nEns

AirEngine5761-11
AIrEngines761-11
AIrEngine5761-11
AIrEngine5761-11

AIrEngine9700-M1
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R

U / VN /215 HCIP-AP

0 SEIREINESIEEE, BHARM 0S8R HRNAEFCR, NEESR/FRARYRERF, Exh ARHEF .

M

0 FBFFIEESIIEHEMERETR, SHAIFEED & > IEE > HGitolT - BEEH R NEIREREE.

Br7il#E

7 EE
AFRsa £ 2P £421PvE iz, ¢ #ghaEsEMAC 5sID BT
08***=*f 0g****pF 10****25 = APS 9C-B2-E8-2D-52-30  ap5 TN

44 BLEBESE
441 WAC3 BcE

Software Version V200R021C00SPC100

#
sysname WAC3

#
http secure-server ssl-policy default_policy
http secure-server server-source -i MEth0/0/1
http server enable

#

vlan batch 100 to 101

#

stp enable

#

management-port isolate enable

management-plane isolate enable

#

interface Vlanif1
ip address dhcp-alloc unicast
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#
interface Vlanif100
ip address 10.23.100.3 255.255.255.0
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source interface vlanif100
capwap dtls psk %N%#<-{((EfVe"O\.(U8m 1UkQ208k_{B11\RCJi_"+9%"%#
capwap dtls inter-controller psk %/%#,nCH6FI3FFyITcCANdQoWOUpB3/zU7Hao]lQS\m_4%A%#
capwap dtls no-auth enable
#
cloud-mng controller ip-address 172.21.39.88 port 10020 source-interface Vlanif100
#
wlan
temporary-management psk %/\%#NA'y2_gi*04'/tE>zQU-X5ts#{6r]"q5elpf4GJ%A % #
ap username admin password cipher %A%#5!1~(fh,-PMe.<BSbdHYA&Jq<GIQ]Ln'WB*LG#LO%"%#
traffic-profile name default
security-profile name default
security-profile name wlan-net
security wpa-wpa2 psk pass-phrase %A%#Sf2V!Ugky*mZw&6RPu8VFQ:z'ukl'${BtT:Z&{@/%"%%# aes
security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net
vap-profile name default
vap-profile name wlan-net
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1
air-scan-profile name default
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rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
ap auth-mode sn-auth
ap-group name default
ap-group name ap-group

regulatory-domain-profile domain1
radio 0
vap-profile wlan-net wlan 1
radio 1
vap-profile wlan-net wlan 1
ap-id 0 type-id 144 ap-mac 9cb2-e82d-5110 ap-sn 2102353VURT0N5119339
ap-name AP3
ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-54f0 ap-sn 2102353VUR10N5119370
ap-name AP1
ap-group ap-group1
ap-id 2 type-id 144 ap-mac 9cb2-e82d-5410 ap-sn 2102353VURT0N5119363
ap-name AP2
ap-group ap-group1
provision-ap
#
return

4.4.2 AP5 it &

Software Version V200R021C00SPC200

#
http secure-server ssl-policy default_policy
http secure-server server-source -i Vlanif1
http server enable

#

vlan batch 200 to 201 3911

#

dhcp enable

#

acl name nat 2000
rule 5 deny source 169.254.2.0 0.0.0.255
rule 10 permit

#

interface Vlanif1
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nat outbound 2000
ip address dhcp-alloc unicast

#

interface Vlanif3911
ip address 10.1.1.1 255.255.255.0
arp-proxy enable
dhcp select global

#

interface Ethernet0/0/0

#

interface Ethernet0/0/46
ip address 169.254.4.1 255.255.255.0

#

interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0

#

interface GigabitEthernet0/0/0
port hybrid tagged vlan 2 to 3910 3912 to 4094
dhcp snooping trusted

#

interface GigabitEthernet0/0/1
port hybrid tagged vlan 2 to 3910 3912 to 4094
dhcp snooping trusted

#

interface NULLO

#

wmi-server
server ip-address 172.21.39.88 port 10032
collect-item device-data interval 300
collect-item radio-data interval 300
collect-item ssid-data interval 300
collect-item interface-data interval 300
collect-item terminal-data interval 300
collect-item log-data disable
collect-item location-data disable
collect-item security-data disable
collect-item application-statistics-data disable
collect-item neighbor-device-data interval 300
collect-item emdi-data disable
collect-item cpcar-data disable
collect-item dns-data enable
collect-item dns-data interval 300
collect-item non-wifi-data enable
collect-item non-wifi-data interval 300

#

wmi-server2
collect-item log-data disable

#

5921
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wlan

temporary-management psk %/%#NPjnC\Vs5V}Ov3YA%kJS*rP[K4iix2Dn +@0aSGB%A%#
traffic-profile name default
security-profile name ap5

security wpa-wpa2 psk pass-phrase %A%#FzDm;<bTwKdpY@!7Zs(;$]BnEt(sp&U3Z5&MZzjK%N%# aes
security-profile name default
security-profile name default-mesh
ssid-profile name ap5

ssid ap5
ssid-profile name default
vap-profile name ap5

service-vlan vlan-id 201

ssid-profile ap5

security-profile ap5
vap-profile name default
mesh-profile name default
regulatory-domain-profile name default
air-scan-profile name 5G
air-scan-profile name 2.4G
air-scan-profile name default
rrm-profile name 5G

calibrate min-tx-power 12

airtime-fair-schedule enable

smart-roam quick-kickoff-threshold disable

sta-load-balance dynamic disable
rrm-profile name 2.4G

calibrate min-tx-power radio-5g 9

airtime-fair-schedule enable

smart-roam quick-kickoff-threshold disable

sta-load-balance dynamic disable
rrm-profile name default
radio-2g-profile name 2.4G

power auto-adjust enable

rrm-profile 2.4G

air-scan-profile 2.4G
radio-2g-profile name default
radio-5g-profile name 5G

power auto-adjust enable

rrm-profile 5G

a-msdu disable

air-scan-profile 5G
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
ap-system-profile name default

user-interface vty 0 idle-timeout 10 0
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user-interface vty 1 idle-timeout 10 0
user-interface vty 2 idle-timeout 10 0
user-interface vty 3 idle-timeout 10 0
user-interface vty 4 idle-timeout 10 0
traffic-optimize broadcast-suppression other-broadcast rate-threshold 64
traffic-optimize broadcast-suppression other-multicast rate-threshold 64
ble-profile name default
port-link-profile name default
port-link-profile name default-GE-0
wired-port-profile name default
wired-port-profile name default-GE-0
port-link-profile default-GE-0
ap-group name default
ble-profile default
wired-port-profile default-GE-0 gigabitethernet 0
radio 0
radio-2g-profile 2.4G
radio-5g-profile 5G
antenna-gain 2
radio 1
radio-5g-profile 5G
antenna-gain 2
radio 2
radio-2g-profile 2.4G
radio-5g-profile 5G
ap-id 0 type-id 144 ap-mac 9cb2-e82d-5230 ap-sn 2102353VURT0N5119348
ap-name AP5
radio 0
vap-profile ap5 wlan 1
radio 1
vap-profile ap5 wlan 1
provision-ap
#
return

4.4.3 SW-Core BcE&

ISoftware Version V200R021CO0SPC100
#
sysname SW-Core
#
vlan batch 99 to 101 200 to 201
#
dhcp enable
#
vlan 99
name Manage
#
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interface Vlanif1

#

interface V0anif99
ip address 172.21.39.253 255.255.128.0

#

interface Vlanif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface

#

interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface

#

interface Vlanif200
ip address 10.23.200.254 255.255.255.0
dhcp select interface

dhcp server option 148 ascii "agilemode=agile-cloud;agilemanage-mode=ip;agilemanage-
domain=172.21.39.88;agilemanage-port=10020;ap-agilemode=agile-cloud;"

#
interface Vlanif201
ip address 10.23.201.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
shutdown
#
interface MultiGE0/0/2
shutdown
#
interface MultiGE0/0/3
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4
port link-type access
port default vlan 99
#
interface MultiGEO/0/5
#
interface MultiGE0/0/6
#
interface MultiGE0/0/7
#
interface MultiGE0/0/8
#

5951
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interface MultiGE0/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101 200 to 201

#

interface NULLO
#

return

4.4.4 SW-Access Bt &

ISoftware Version V200R021C0O0SPC100
#
sysname SW-Access
#
vlan batch 100 to 101 200 to 201
#
interface Vlanif1
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGEO/0/1
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/3
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4
shutdown
#
interface MultiGEO/0/5
port link-type trunk
port trunk pvid vlan 200
port trunk allow-pass vlan 200 to 201
#
interface MultiGE0/0/6
shutdown
#
interface MultiGE0/0/7
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shutdown
#
interface MultiGEO/0/8
shutdown
#
interface MultiGEO/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101 200 to 201
#
interface NULLO
#
return

4.5 BEM

ARSI HRA DHCP B9 =08 APS Ui =48, iBB%E, T DHCP ARIMNEBHAT
ETLUE FIT AP i A =IER?

SELE:

= AP ST AUHITREZUIIHEFD iMaster NCE-Campus ttihEAO5RER -

BT DHCP fRS3=83REN: scthixs, WRREREIHESMALAVRENRMY, KEXRA
DHCP 5 ZUERERAY

B EMOIREN: (USRI
B i< 1T/Web FahfcE: MR NFiBIE DHCP IRSSEHREN SEIT E M OIRENERFM S =
ZI&8,
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802.1X TAiL

55981

5.1 SEIGN R
5.1.1 XFARLIE

Eid 802.1X IAIESEES, ([FFRER 802.1X ENANEEARFRIEFEE S X,

5.1.2 LG HAY
o I WLAN (IEARISEERE
o  EiR 802.1X ENANEERRIENIBXES .

5.1.3 SCIGZAMN A

[
L J

iMaster NCE

WACT MultiGEO/0/4

GEO0/0/1 MultiGEQ/0/1

MultiGED/0/9

MultiGEQ/0/9

MultiGE0/0/2

GEO0/0/0

GEO0/0/0

@) Pt

)
=

L]

STA

E5-1 802.1X IAIESEISIAINE]

GEO/0/0
AP1
(FIT AP)

AP3
(FIT AP)

(e

.
=
=
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55991

HUAWEI
5.1.4 SCEOFKY
25-1 VLAN #1%1
2T i i W E-Sa VLANS ¥
PVID:1
MultiGEOQ/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Core . PVID:1
MultiGEQ/0/9 Trunk
Allow-pass: VLAN 100 101
MultiGEQ/0/4 | Access PVID: 99
PVID:1
MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEO/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Access
, PVID:100
MultiGEO/0/2 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEQ/0/3 Trunk
Allow-pass: VLAN 100 101
PVID:1
WAC1 GEO0/0/1 Trunk
Allow-pass: VLAN 100 101
=5-2 IP iR
RE w0 IPithht
Vlanif100 10.23.100.254/24
SW-Core Vlanif101 10.23.101.254/24
Vlanif99 172.21.39.253/17
WAC1 Vlanif100 10.23.100.1/24
iMaster NCE-Campus / 172.21.39.88/17

%5-3 WLAN WZS#6hx)

WLANIEZ 2¥
HRIEL B A
EIEVLAN 100
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5100

AF$SVLAN 101

APZH ap-group1
VAP wlan-net
RZEIER wlan-net
TR WPA2+802.1X+AES
SSID#&EHR wlan-net

SSID wlan-net

RADIUSIAIES#

RADIUSINMIIEEIS ZZFR: radius_huawei

RADIUSITE S ZZFR: schemel

RADIUSPRSSESIEIRZFR: radius_huawei

HApRADIUSERSEZZR(EEWT:
IPitBilE: 172.21.39.88
NIEROS: 1812
ItEEiROS: 1813
H=248: Huawei@123

802 IXIENIER

ZiR: d1
INIER=: EAP

TNIERRHR

BFR: p1

HBERERAN S RN

802. TXEENEMR: d1

RADIUSPRSZ 2218k . radius_huawei
RADIUSIAIEAZ: radius_huawei
RADIUSIH# /5% scheme

5.2 SEIMFSSBECE

5.2.1 BcERR

1. BLEEMML,
2.BcE SW-Core {EJ9 DHCP 5528, 79 AP F0 STA > fictbiit .

HRMEERE .

3.5 & NCE 5 WACT MEEB
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ABCE AP £,

5.7 WAC1 EEZE 802.1X IAIIE,
6.BCE WLAN EAR5Z

7.7£ NCE fR5388 LECE 802.1X TAIE,
8.I&IIF 802.1X HENIAILE

522 BB

T

BCEMNEEE

FRE NI, SW-Access i85 . 832 VLAN 100. 101, T{TimOfiEET VLAN 100,
101, PVID J3 100, _E{FiwO5si4Eid VLAN 100, 101, PVID {FHE&RE{E VLAN 1,

# 1E£ SW-Access E8l7 VLAN 100, 101,

<Huawei> system-view
[Huawei] sysname SW-Access
[SW-Access] vlan batch 100 101

# BCE SW-Access M Tim O3B KB VLAN

[SW-Access] interface MultiGE 0/0/1
[SW-Access-MultiGE0/0/1] port link-type trunk
[SW-Access-MultiGEO/0/1] port trunk allow-pass vlan 100 101
[SW-Access-MultiGEQ/0/1] port trunk pvid vlan 100
[SW-Access-MultiGEO/0/1] quit

[SW-Access] interface MultiGE 0/0/2
[SW-Access-MultiGE0/0/2] port link-type trunk
[SW-Access-MultiGE0/0/2] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/2] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/2] quit

[SW-Access] interface MultiGE 0/0/3
[SW-Access-MultiGE0/0/3] port link-type trunk
[SW-Access-MultiGE0/0/3] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/3] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/3] quit

# BCE SW-Access L1Tim[SREIN SSIFE@IZAY VLAN,

[[SW-Access] interface MultiGE 0/0/9
[SW-Access-MultiGE0/0/9] port link-type trunk
[SW-Access-MultiGE0/0/9] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/9] quit

EL B3, SW-Core i85 . B3 VLAN 100. 101, F{TiEOaiF@Ed VLAN 100,
101, 5 WAC1 BELi% MultiGE0/0/1 fti/F@id VLAN 100, 101,

# 7£ SW-Core 617 VLAN 100 #0 VLAN 101,

<Huawei> system-view
[Huawei] sysname SW-Core
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[SW-Core] vlan batch 100 101

# EcE SW-Core MMTimOZREU AR VLAN,

[SW-Core] interface MultiGE 0/0/9

[SW-Core-MultiGE 0/0/9] port link-type trunk
[SW-Core-MultiGE 0/0/9] port trunk allow-pass vlan 100 101
[SW-Core-MultiGE 0/0/9] quit

# BCE SW-Core 5 WACT BEfixOAYEE R 2iIF@IZHY VLAN,

[SW-Core] interface MultiGE 0/0/1

[SW-Core-MultiGE 0/0/1] port link-type trunk
[SW-Core-MultiGE 0/0/1] port trunk allow-pass vlan 100 101
[SW-Core-MultiGE 0/0/1] quit

& WACT i8% . B3 VLAN 100, 101, GEO0/0/1 i%[OZEBUEM S Trunk, FH5iF VLAN
100. 101,

# 1€ WAC1T LE6l% VLAN 100, 101,

<AirEngine9700-M1> system-view
[AirEngine9700-M1] sysname WAC1
[WACT] vlan batch 100 101

# ECE WACT B9 GEO/0/1 im[OSEBY R AEM VLAN

[WAC1] interface GigabitEthernet 0/0/1

[WAC1-GigabitEthernet /0/1] port link-type trunk
[WAC1-GigabitEthernet /0/1] port trunk allow-pass vlan 100 101
[WAC1-GigabitEthernet /0/1] quit

FoE& SW-Core. WACT B9 IP tdik
# BeE SW-Core BY IP itk .

[SW-Core] interface vlan 100
[SW-Core-Vlanif100] ip address 10.23.100.254 24
[SW-Core-Vlanif100] quit

[SW-Core] interface vlan 101
[SW-Core-V0anif101] ip address 10.23.101.254 24
[SW-Core-Vlanif101] quit

# FEEE WACT 89 IP fidit,

[WACT] interface vlan 100
[WAC1-Vlanif100] ip address 10.23.100.1 24
[WAC1-Vlanif100] quit

2 fiE DHCP R32E

# SW-Core /£ DHCP BR53280 STA #1 AP HofC IP ik, £ SW-Core L/SF DHCP fRSS,
7£ SW-Core EFEZE VI0anif100 R[5 AP 124t IP it

[SW-Core] dhcp enable
[SW-Core] interface vlanif 100
[SW-Core-Vlanif100] dhcp select interface
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[SW-Core-Vlanif100] quit

# 1E SW-Core FFEZE V0anif101 i[9 STA 124t 1P ittt

[SW-Core] interface vlanif 101
[SW-Core-Vlanif101] dhcp select interface
[SW-Core-Vlanif101] quit

3

2 3 & iMaster NCE-Campus 5 WACT Z[EMEEHIE

iMaster NCE-Campus 89 IP IR K ER LM R Ehc &k, ALRNABER,
iMaster NCE-Campus b1t 172.21.39.88/17, MkibitE 172.21.39.253 (fizF SW-Core
£

# BECE SW-Core B9 VLAN 2% IP #tit

N

[SW-Core] vlan 99

[SW-Core-vlan99] name Manage
[SW-Core-vlan99] quit

[SW-Core] interface MultiGE 0/0/4
[SW-Core-MultiGEO/0/4] port link-type access
[SW-Core-MultiGE0O/0/4] port default vlan 99
[SW-Core-MultiGEO/0/4] quit

[SW-Core] interface Vlanif 99
[SW-Core-Vlanif99] ip address 172.21.39.253 17
[SW-Core-Vlanif99] quit

# BoE WACT BUEOARH, T—Bkibitiga SW-Core i85

‘ [WACT1] ip route-static 0.0.0.0 0.0.0.0 10.23.100.254

T4 B AP F&

# FFS CAPWAP DTLS RNIAIE, ( V200R021C00 K2 fFRhRAN )

[WACT] capwap dtls no-auth enable

Warning: This operation allows for device access in non-DTLS encryption mode even when DTLS is
enabled and brings security risks. After the device goes online for the first time, disable this function to
prevent security risks. Continue? [Y/N]: y

# £ WACT tECE CAPWAP Rinl, FERRIBEMUTSE:

DTLS fRt=%5H: WALECE I a1234567;

WAC j8] DTLS FRE=#$0: AR E ) a1234567;

FIT AP NEIESH ( BFPE/%EE ) « kA& admin/Huawei@123;
LEREEIE VAP (IEREN: ECES a1234567,

[WAC1] capwap dtls psk a1234567
[WAC1] capwap dtls inter-controller psk a1234567
[WAC1] capwap source interface vlanif 100

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and must start with a letter):admin
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Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):Huawei@123

Confirm password:Huawei@123

Set the global temporary-management psk(contains 8-63 plain-text characters, or 48-108 cipher-text
characters that must be a combination of at least two of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters):a1234567

Confirm PSK:a1234567

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021CO00 or enable DTLS certificate-mandatory-match if it runs V200R021C00 or later.

# B AP,

[WACT] wlan

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] quit
[WAC1-wlan-view] quit

# £ WAC1 HEeE AP INEATUA MACIAIE,

[WACT] wlan
[WAC1-wlan-view] ap auth-mode mac-auth
[WAC1-wlan-view] quit

# 7€ WACT 3500 AP ( AP B9 MAC #etiEASCRRIBERIE ) o

[WACT] wlan

[WAC1T-wlan-view] ap-id 0 ap-mac 9cb2-e82d-54f0
[WAC1-wlan-ap-0] ap-group ap-group1
[WAC1-wlan-ap-0] ap-name AP1
[WAC1-wlan-ap-0] quit

[WAC1-wlan-view] ap-id 1 ap-mac 9cb2-e82d-5410
[WAC1-wlan-ap-1] ap-group ap-group1
[WAC1-wlan-ap-1] ap-name AP2
[WACT-wlan-ap-1] quit

[WAC1-wlan-view] ap-id 2 ap-mac 9cb2-e82d-5110
[WAC1-wlan-ap-2] ap-group ap-group1
[WACT-wlan-ap-2] ap-name AP3
[WAC1-wlan-ap-2] quit

[WAC1-wlan-view] quit

# {EF3 display ap all S SEILMEE= AP 92 4, IKZ&H normal,

<WAC1> display ap all

Total AP information:

nor :normal [3]
Extralnfo : Extra information

ID MAC Name  Group IP Type State STA Uptime  Extralnfo

0 9cb2-e82d-54f0 AP1 ap-group1 10.23.100.225 AirEngine5761-11 nor 0 3D:16H:14M:57S -
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1 9cb2-e82d-5410 AP2 ap-group1 10.23.100.214 AirEngine5761-11 nor 0  3D:16H:13M:31S -
2 9cb2-e82d-5110 AP3 ap-groupl 10.23.100.117 AirEngine5761-11 nor 0  3D:16H:14M:44S -
otz
E£IR 5 FRE 802.1X IAIME (WACT)

# BEE RADIUS PR SE1EIR

[WACT1] radius-server template radius_huawei

[WACT-radius-radius_huawei] radius-server authentication 172.21.39.88 1812 source vlanif 100
[WAC1-radius-radius_huawei] radius-server accounting 172.21.39.88 1813 source vlanif 100
[WAC1-radius-radius_huawei] radius-server shared-key cipher Huawei@123
[WAC1-radius-radius_huawei] quit

[WAC1] radius-server authorization 172.21.39.88 shared-key cipher Huawei@123 server-group
radius_huawei

[WACT] radius-server authorization server-source all-interface

Warning: All interface listening has security risks.

If configured, the configuration of the specified listening IP address will be removed. Continue?[Y/N] y
Info: This operation may take some time, please wait for a moment .....

# BoE RADIUS ARHTAIES .

[WAC1] aaa
[WACT-aaa] authentication-scheme radius_huawei
[WACT-aaa-authen-radius_huawei] authentication-mode radius

[WACT1-aaa-authen-radius_huawei] quit

# BoE RADIUS SR ER R,

[WACT1-aaa] accounting-scheme scheme
[WACT1-aaa-accounting-scheme1] accounting-mode radius
[WAC1-aaa-accounting-scheme1] accounting realtime 3
[WACT1-aaa-accounting-scheme1] quit

[WACT1-aaa] quit

# accounting realtime < FARECESCAYIT ARG, BAIEDH.
# BCE 802 1IX EEANEMR “d17 .

[WAC1] dot1x-access-profile name d1
[WAC1-dot1x-access-profile-d1] dot1x authentication-method eap
[WAC1-dot1x-access-profile-d1] quit

# BCEINEER “p1” o FEIANEENR “p1” , FEIAEERSSIE 802.1X NS
“d1” . RADIUS IRSSE81EHR “radius_huawei” . TAIEAZE “radius_huawei” | 1B
“schemel” ,

[WAC1] authentication-profile name p1

[WACT1 -authentication-profile-p1] dot1x-access-profile d1

[WACT1 -authentication-profile-p1] radius-server radius_huawei
[WACT1-authentication-profile-p1] authentication-scheme radius_huawei
[WACT1 -authentication-profile-p1] accounting-scheme scheme?

[WACT1 -authentication-profile-p1] quit
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TR 6 BELEWS
# BIEEZA “wlan-net” NEZLER, HEELZEREE.

[WACT] wlan

[WAC1-wlan-view] security-profile name wlan-net
[WAC1-wlan-sec-prof-wlan-net] security wpa2 dot1x aes
[WAC1-wlan-sec-prof-wlan-net] quit

# GRS “wlan-net” B9 SSID &tk , FECE SSID FFRA “wlan-net” ,

[WAC1-wlan-view] ssid-profile name wlan-net
[WACT1-wlan-ssid-prof-wlan-net] ssid wlan-net
[WAC1-wlan-ssid-prof-wlan-net] quit

# BIEEZA “wlan-net” B9 VAP 1t , EEWSHIREAER. W55 VLAN, HES|IAZS
&R, SSID &R IAIEARER o

[WAC1-wlan-view] vap-profile name wlan-net
[WAC1-wlan-vap-prof-wlan-net] forward-mode tunnel
[WAC1-wlan-vap-prof-wlan-net] service-vlan vlan-id 101
[WAC1-wlan-vap-prof-wlan-net] security-profile wlan-net
[WACT-wlan-vap-prof-wlan-net] ssid-profile wlan-net
[WACT1-wlan-vap-prof-wlan-net] authentication-profile p1
[WAC1-wlan-vap-prof-wlan-net] quit

# BoE AP H5|FH VAP &R .

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 0
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 1
[WAC1-wlan-ap-group-ap-group1] quit

[WAC1-wlan-view] quit

IR 7 ELE 802.1XAIE ( NCE)

7£ NCE EECEHENAE, FEIRFICHEEFPKS/ZR, AXABEIR,
7£ NCE 8152 802.1X IAIEFTFHRYBEFRZF 1S .
# EERBEHEEFE “EN > EANSR > ARSE”
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®’it == nE $#H  FER w
BARE AR
| BAREE g | INEER

iMaster NCE-Campus il 5 e
KIREE ENRE
TEER SEETT
ENRE Z24
SNEREUER FRA
WERAE HEEEE
BEREER IP-Z2ETiE
HWTACACSIAIEEZH IP-Z2BFEHm
18EWsS
FRITHER

VXLAN Fabricfi4&
RADIUSITERE

# %R “AFEE > BR7 , =E “+7 &, FEAFE “HAP-WLAN”

% iMaster NCE-Campus

of7]

B | MACHKE PPSK

ellF= 222 |

Q‘:l : 3 9 BREEH: HCIP-WLAN

FramP -
[£] & rROOT Hbt:
% Guest o
EBERHE
ik

# ik “HCIP-WLAN” FBF4H, Bd “CIZ” , FHSATF 802.1XIAEHBFE “dotlx-
user” , BRBIREHN “Huawei@123” , RIFERHIEIE “802.1X & Portal 2.0” , REH
E “E Z'_‘E” o
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" iMaster NCE-Campus BE BA hE # RE

" RPE: dot1x-user

. CETTT T

B m @

* RIFESAI Portal | 802.1X & Portal 2.0 HWTACACS

(sl E R AME AL :

Hitt{z2
BAEES
RADIUSEE @
£ NCE LiRImENIRE (WACT) o
# EE EN > BEANER > BEANRE , BEEENRSE.

wmt == BE B =% %%
o EATR N
BrEE ISR
iIMaster NCE-Campus wEEE BPELRS
HREE ENRE
REEE W S3R81T
bd Z24E
ShEREUEIR FFE
EBIAE HBEEE
IRREER IP-Z24EITA
HWTACACSIAERE IP-ZLERM
< N
) ERTHER

VXLAN Fabrici%%
RADIUSIHHEiRE

# %R “BEHENRET , RE CIR7 , SIEB=FEANRE.
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“ iMaster NCE-Campus

HEARSR TS

FfREE RS A [ WP BWET RADIUSHATE S PortalilE S8 HWTACACSIALE... e

[

# IR SHHTEE, Hp SNETEER" 5 ‘IR 1979 Huawei@123, 12
[AERRE N 3 98, 5 WACT FEENSHFRIF—H.

" iMaster NCE-Campus

NS T

B=AENEE

EIEB=RHENEE

FEREE e, WACT
1 #EAgES

“|PititE: 10.23.100.1

E{IP: @

gt FRp: Huawei NAC

RADIUSLIESE:

CoANER: No CoA Port Bounce Reauth ®

CoAsgOl: @
bi: NSk
SUIFTESEE: 0000 sseesssees ®
CEELAEITESEE: s

HEHIEIE: sessesen ®
CERLAEIIEE seeessaee

TR H): 3 ®

BENYMACGAEES:

£ NCE ERIEIAIERIN .. RGN RINGER .
# IR CHEN > ENRER > INEER .
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ENFE NS

BrER WEER 7% |

IMaster NCE-Campus mEeE Rz
s EABE
EEE WESHET
HEAEE =28
SNEBHETR e
IEIAE SRS
HEEER IP-Z2HTH
HWTACACSIAEE#T IP- A EETR

== REE
. RTHER

VXLAN Fabricii4%
RADIUSIHERRE

# %R NN, i o7, IRNTSEEENER .

o iMaster NCE-Campus Bt RBE &AM #P %

TAGERRIY

BUERIAIERMY

=T 302.1%

IWERTL: FPEENGAE MACIAE IREEERIAL

EFPortal-HACAHY : » o
SINS S B GRS
]
BPEEenE:
AP ROOT\HCIP-WLAN
S EIE: B

BEEEnEe:
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figEE=
A »
EEE ) RE AR »
BEARESEE --- ISR @
RESB IR »
SSIDIEE: »
EiEER IR » o
HiIPH: EORIPkELE, BEAPE ]
bt /RS (A0192.168.1.1/329%
2001:0DB8:0:0:0:0:1428:57AB/64)5L
IPHthhFERHN192.168.1.1 =
Hitls2
BiEEE: »
ERISEGE: ()
NHES
RADIUSH4: »
EASH C’
=
R =t
O] 1 g THEHOER
SEFNE: »
RARBINY: [ @)
RASRBIIMNL EAP-PEAP-MSCHAPV2i#)
SAERNY: ==
[] PAPHMY(AiEME. AD, LDAP, RADIUS Token, #=AHTTPIRSSR)
[ CHAPHIY (MK S)
[ EAP-MDSHNY(ASHEIS)
EAP-PEAP-MSCHAPV2IY (KIS, AD, LDAP)
EAP-TLSHMY(F1ME, AD, LDAP)
EAP-PEAP-GTCHNY (AHbMES, AD, LDAP, RADIUS Token)
EAP-TTLS-PAPIINY (ZHBHKE, AD, LDAP)
EAP-PEAP-TLSHMY (EHtE#S, AD. LDAP)
PAPif, CHAPIMMFIEAP-MDSIMYAAZSIMY, EEEERE.
SIRIEIR
WETIFE: GaE
SURAEEN: =T N
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# IR RN, sE “EURT , RINTSHEERNIN

" iMaster NCE-Campus

BUERIERAN

B ER

==iR:

802.1X

INERST:

EHEPortal-HACAHY :

;AT

FAPEAALE MACIAE S EEAE

o X

=1 RS

ARER
FFEERrE:

*FF4E:

ROOT\HCIP-WLAN

SMEBLRIS S ITES:
KE{ESEME:

AEERE:

Hifz2
SEIEEH
TEFISEE:
NSRS ADE:

CWA portallTEz:

AR

SR

FEFFEN

5.3 ZZRIGIE

5.3.1 68 AP F&IRE

# £ WACT E#1T display vap all 45

<, BEVAPERUT,
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HUAWEI
[WAC1] display vap all
Info: This operation may take a few seconds, please wait.
WID : WLAN ID
AP ID AP name RfID WID BSSID Status Auth type STA SSID
0 AP1 0 1 9CB2-E82D-54F0 ON WPA2+802.1X 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON WPA2+802.1X 1 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON WPA2+802.1X 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON WPA2+802.1X 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON WPA2+802.1X 0 wlan-net
2 AP3 1 1 9CB2-E82D-5120 ON WPA2+802.1X 0 wlan-net
Total: 6
A
# £ WAC1 347 display vap all 5%, &E VAP (SEUIT.
[WACT1] display vap all
Info: This operation may take a few seconds, please wait.
WID : WLAN ID
AP ID AP name RfID WID BSSID Status Auth type STA SSID
0 AP1 0 1 9CB2-E82D-54F0 ON WPA2+802.1X 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON WPA2+802.1X 1 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON WPA2+802.1X 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON WPA2+802.1X 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON WPA2+802.1X 0 wlan-net
2 AP3 1 1 9CB2-E82D-5120 ON WPA2+802.1X 0 wlan-net
Total: 6
AY > i— | | A \ a3
5.3.3 STA KEXEEA(SS, TAIERID
# STABEANTLMERT, EEIRANRE 802.1X 2%, ASLIRNNE Win10 HIRE %
# &R “IEHIER > WS Internet > MEIHEZF0” (IFFIERN “BFH” &F

“HB” IETER “MLEH Internet” ) , BT “ISBIRANEETH NS
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W SR

“ v | EE > BEIEE > MEH Internet > FIEIEETL
g

B BEEARGESTRESE
EEEMARE

EysEaheE

HEArSREES R P 2

MR R
BEaREeE

%1141

iR
=

FoIEIEIEE] Internet
U xR

W REHEE A

| EEEE. HSN VPN EiE: SeENEaSTE S,

[ P

LEHEEMETE, SETEEEREEE.

# ERHARNEERIER “ FohEEIIRENE” , AeRE ‘TR .

— b4
W S EEE
WEE— N EERIR
E=EE Internet
TEETEALRoIEE, EEE Internet,
%. BEHRE
=y, IZEETRIREESEEE N S
‘ ERTTEE R
Ce ol T P e el S R TR S .
I EER TR
: SEEHRA TEEAHESE VPN =28,
F—TE(N) EiE

# Faliin “MEER" , RE ‘LB M IiEmE
BE ‘T ZligE.

, Frikd “BEmIER”




S

HUAWEI

HCIP-WLAN V2.0 SCISIES:

Fift

%1153,

& & FImEEETERE

BNTERINAFERENER

= (E: |w|an-net

M(S) WPA2 - ﬂk

ZEEH(C):

BERIEEIHERET)
L EfERl s RiE T BHEE(0)

EEFAH

T NREREED, W ENNRRAE SRR,

# BRERIAINT “wlan-net” &N, Aemt “BEXEELEE” .

v FRINERETITEME

FeIhEEZRI0 T wlan-net

- BEMOEETEH)
SRRl EEas,

# R ‘BE” RE, “BENEZBHIGIESE” RES “Microsoft: Z{RIFHY EAP

(PEAP) 7, AfE%E “RE™
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Microsoft: E{F1743 EAP (PEAP)

=HiEE(D)

O SRS ST EsNEER)

HCIP-WLAN V2.0 LI5S $1161™
wlan-net FToERIEEE bt
=E | ==
SR HRIE); WPAZ - 1
INEEE(N): AES
EERMEBGIESEO):

EH(S)

B’E

# BUHEAIE BT RIBIERRIGIERSFRAISD "

CEERSMHIIESE” &R ‘RETD

(EAP-MSCHAP v2) 7 , AlG8T: “EcE” , fERHAOXEiE+, BEUEAE “ Boh(ER
Windows ERZMZE" , Bemtd “BE”
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SRR R SRR B srvlisrv2. M\.srv3\.com)(O):

EH IR EBMEVAGR):

CEEER ear mscHap2 =t
[] DigiCen
[[] Hotspo
[[] Micross

[[] Micross

=isiEa:

#5E)(A).

(¥ v
] Micror o 0 ENER Windows ERENESHW/LIIR, WRS

[7] Micross
[J Microsg

< I
e I e

MBITHETREHON, BEAHT

ERBGBIESTES):

(2]  #2EF(EAP-MSCHAP v2) ©| ==o.

D EREEERERr
[ AORERES BRSNS TLV RNFREE0)
[ BN

o/

ws || B

# & ‘ReT K, BE ‘SRRET S

1173
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wlan-net FTEEFEEE

EHE =2
F2E(E) WPAZ - b
INEEEE(N): AES
IEEMEBOEIEATEO):

Microsoft: Z{FEiR48] EAP (PEAP)

SRERECIEHEEERR)

EREE(D)

ZH(S)

BE

%1181

# ERHANEERRE “8021XIRE” W, RE “IBESHWIEHERX" B ‘BFRSMHEK

iIE” , %E “E Z'_‘E” o
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EHEE

802.1X = | soz2.11 28

fEESREEESP)

BRS&HEE e FEEEI)

ErrERFRESED

L sitrEERsE—8R(S)

R 10 =
S — PRSI B TR AR IS
LR ENAE~SHRTERRIBEL LANV)
&= B

# BESE “BE” , 526 Windows 10 IBR{ER S 802.1X SRS .

%1197,
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wlan-net TEERIEEE
EE ==
ELHRE): WPA2 - h
INRRN) AES v|
EEMESAISESEO):
Microsoft: Z{F174) EAP (PEAP) ~ ZER(S)
S TERTDERESERR)
EREED)

# SEMRBETMNE, EBESIRA “wlan-net” B9SSID, mdE “EE” .

8- wlan-net
{I’E (o ._-';;.

[] e

# WAIERIBRPEFZM (1Lt dot1x-user/Huawei@123 ) o

8512003
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8- wlan-net
(7 =z

IFFRERSESR

Windows ZZEF *

=g

dotl1x-user

s

# EERINGG, @iY ipconfig apS BB LM -RIRENEIAYHENEYS 10.23.101.0/24 WMER ., FHE
F ping s & MBIEEE, WA=

5.3.4 & NCE ZBigI\IERE
# FENCE b, 3% “lifE > BHES > MHAERS" , SEEHAERS.
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|t mEOBA $HR 2% ve o @
L e
LANEES HpsE
] 4 T
IMaster NCE-Campus
WA £
st EREE
iR#&360 g
wace SEaR
WLANZR RS
Kigisis RS EAR kg
iR BREXQBHET
SOt BEBER
E Wiy
VXLAN Fabricki4s SuRiEE R
RS RAARISE
SIS EE
HIERERE

# %R “RADIUS ET4%HE > RADIUSIAIERRE” , Al ABERIHAILCSE, HPEAN
INERUA “802.1X” , #EBGRNA “802.1X” , INEERA “BIN” o

‘; iMaster NCE-Campus

RADIUS E R 0

RADIUSTAERRE

RADIUSIAE BFEHARBETI ZRENAECS, MRNERRTELLENCR, WEEHRER,

& 24 o
AR
DR HHE
ARE mea SEIPVAEILE SERIPVBIEYLE SEMMAC BASSID B W WEER =mE =
ROOT\HCIP-.. 0884 | wian-net 8021 802.1X R

5.3.5 £ WACT BEZRIFAILEER
# £ WACT E&EE NACIENBFPENFEMER, “Success” TRBEEKUIEN, WITFAR,

[WAC1] display access-user detail

Basic:
User ID 165613
User name : dot1x-user
User MAC : 081f-7153-90b4
User IP address :10.23.101.196
User vpn-instance -
User IPv6 address ;-
User access Interface : Wlan-Dbss17497
User vlan event : Success
QinQVlan/UserVlan :0/101
User vlan source : user request
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User access time
User accounting session 1D

User access type
AP name

Radio ID

AP MAC

SSID

Online time

User Group Priority

AAA:
User authentication type
Current authentication method
Current authorization method
Current accounting method

HCIP-WLAN V2.0 SEIIESF 48

1 XXXX

: WAC1000000000001011d****010004d
User accounting mult session ID : 9CB2E82D54F0081F715390B46321B****F061063

: 802.1x
: AP1
21
: 9cb2-e82d-54f0
: wlan-net
: 788(s)

:0

: 802.1x authentication

: RADIUS

Total: 1, printed: 1

51231

54 fcESE
54.1 WACT i &

#
defence engine enable
sysname WAC1

#
http timeout 10080

http server enable

#

vlan batch 100 to 101

#

authentication-profile name p1
dot1x-access-profile d1

accounting-scheme scheme
radius-server radius_huawei

#

management-port isolate enable

#
radius-server template default

management-plane isolate enable

Software Version V200R021C00SPC100

http secure-server ssl-policy default_policy

http secure-server server-source -i Vlanif100

authentication-scheme radius_huawei

radius-server template radius_huawei
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radius-server shared-key cipher %/A%#3:KT&'SI#Fg;Rz~2dA9R2hU/&4Z8L/T{VQ4Ry(sC% %#
radius-server authentication 172.21.39.88 1812 source Vlanif 100 weight 80
radius-server accounting 172.21.39.88 1813 source Vlanif 100 weight 80

radius-server ip-address 172.21.39.88 shared-key cipher %/ %#uz/AQ0YJYF@Dub8K)sS9/;2k=v87NT-
Wn (LBS6A0]Q%A%¢#

radius-server authorization 172.21.39.88 shared-key cipher %/\%#</OAY!//D0%Mn>>GL,#SJt|>3-
nx>!g58f@09>i)%A%# server-group radius_huawei
radius-server authorization server-source all-interface
#
aaa
authentication-scheme radius_huawei
authentication-mode radius
authorization-scheme default
authorization-mode local
accounting-scheme scheme
accounting-mode radius
accounting realtime 3
local-user admin password irreversible-cipher
$1a$Z#4";)Ik6$SLUMXIS;VWR$p7mWZtx|[EN3g#M }27Bg+[8<)ELp.$
local-user admin privilege level 15
local-user admin service-type telnet ssh http
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif100
ip address 10.23.100.1 255.255.255.0
management-interface
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source interface vlanif100
capwap dtls psk %A%#EIVsXIhYudYZ2_GA4#DzXA@:RKV34&REZ}-y_1mY%A%#
capwap dtls inter-controller psk %/A%#{9Wo07!%#BFZ<@EQ|:JG>Rp<|47s,v>YPa #A1]A9%N%#
capwap dtls no-auth enable
#
wlan
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calibrate enable manual

temporary-management psk %A\%#PwWFE@vw_"@\n9{>}k<,-;9CD7K;0/%e,LB)9,AFX%"%#

51253

ap username admin password cipher %A%#PBMhAQ{@}1q,vb:X0*) B\.KXW7QH=0gpvg'K*Y) %A %#

traffic-profile name default
security-profile name default
security-profile name wlan-net
security wpa2 dot1x aes
security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net
vap-profile name default
vap-profile name wlan-net
forward-mode tunnel
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
authentication-profile p1
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
ap-group name default
ap-group name ap-group1
radio 0
vap-profile wlan-net wlan 1
radio 1
vap-profile wlan-net wlan 1
radio 2
vap-profile wlan-net wlan 1
ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0 ap-sn 2102353VUR1T0N5119370
ap-name AP1
ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410 ap-sn 2102353VURT0N5119363
ap-name AP2

ap-group ap-group]
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ap-id 2 type-id 144 ap-mac 9cb2-e82d-5110 ap-sn 2102353VURT0N5119339

ap-name AP3
ap-group ap-groupl provision-ap

#

dot1x-access-profile name d1

dot1x-access-profile name dot1x_access_profile

#

mac-access-profile name mac_access_profile

#

return

5.4.2 SW-Core it &

ISoftware Version V200R021C00SPC100
#
sysname SW-Core
#
vlan batch 99 to 101
#
dhcp enable
#
vlan 99
name Manage
#
interface Vlanif1
#
interface Vlanif99
ip address 172.21.39.253 255.255.128.0
#
interface Vlanif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface
#
interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGEO/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4
port link-type access
port default vlan 99
#
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interface MultiGEO/0/5

#

interface MultiGEO/0/6

#

interface MultiGE0/0/7

#

interface MultiGE0/0/8

#

interface MultiGEO/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101

#

return

5.4.3 SW-Access it &

ISoftware Version V200R021C00SPC100
#
sysname SW-Access
#
vlan batch 100 to 101
#
interface Vlanif1
#
interface MEth0/0/1

ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/3

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0O/0/9

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
return




S

- SLISiIEEe
HUAWEI HCIP-WLAN V2.0 SC35 2 551285

5.5 BEI

FEEASCIEECE T, BCE 802.1X HFPASAIES TN EAP BFxt . 15E8%E, 802.1X FHFHIAILE
HA ] BeE SO pLe?

SELE:

i@id dot1x authentication-method #p<$HEEE 802.1X FHPBBAIES . 802.1X FHFPBESAIES
T alfcE 9. EAP. CHAP. PAP,

EAP: RO REAYIAIEMY EAP ( Extensible Authentication Protocol ) RZXIAIES T o

CHAP: RFEEEEFIAIENMY CHAP ( Challenge Handshake Authentication Protocol )
EAP RESNIEAR .

PAP: EAEZREINIEIMY PAP ( Password Authentication Protocol ) fi§ EAP 45 NEA R o




S

- STIIES
HUAWEI HCIP-WLAN V2.0 S35 S

Portal TAUE

51293

6.1 SLISNA
6.1.1 XFASLLIG

AEWBIECE Portal AENIAIE, (FZEREHE Portal EENIAERIZEMFIACE -

6.1.2 LR HEAY
o IHIA WLAN BUEARISERIZ
o  EiRE Portal M ENNEERNRIBRIBXES .

6.1.3 SCIGZAMN A

¢
[

iMaster nCE

WAC1 MultiGEO/0/4

GEO/0/1 MultiGEO/0/1

MultiGEO/0/9

MultiGEO/0/9

SW-Access

MultiGEO/0/2

GE0/0/0

GEO/0/0

(P

=
STA

=6-1 Portal IAESCSIAFNE]

GEO/0/0

AP3
(FIT AP)

AP1
(FIT AP)

°
=
=

(e
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%130

HUAWEI
6.1.4 SCIOFLK!
26-1 VLAN #1%1
2T i i W E-Sa VLANS ¥
PVID:1
MultiGEOQ/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Core . PVID:1
MultiGEQ/0/9 Trunk
Allow-pass: VLAN 100 101
MultiGEQ/0/4 | Access PVID: 99
PVID:1
MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEO/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Access
, PVID:100
MultiGEO/0/2 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEQ/0/3 Trunk
Allow-pass: VLAN 100 101
PVID:1
WAC1 GEO0/0/1 Trunk
Allow-pass: VLAN 100 101
%6-2 |P iR
RE w0l IPithht
Vlanif100 10.23.100.254/24
SW-Core Vlanif101 10.23.101.254/24
Vlanif99 172.21.39.253/17
WAC1 Vlanif100 10.23.100.1/24
iMaster NCE-Campus / 172.21.39.88/17

%6-3 WLAN WSZS¥6hx)

WLANIEZ 2¥
ERIEL pREE AR
EIEVLAN 100
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%1313

AF$SVLAN 101
APZH ap-group1
VAPE#R wlan-net
REIEIR wlan-net
TR OPEN
SSIDfERR wlan-net
SSID wlan-net

RADIUSIAIEFS 3L

RADIUSIMIEFZ ZEZFR: radius_huawei
RADIUSIHEE S EZR: schemel
RADIUSIRSEZ 1R ZFR: radius_huawei, Erb:
IPtidit: 172.21.39.88

NIEROS: 1812

H&EIROS: 1813

HEZ%58: Huawei@123

PortalfR53281&E K

ZFR: abc
IPHEE: 172.21.39.88
URLItEHE: https:// 172.21.39.88:19008/portal

WAC1 [5JPortalir55 88 £ el AE IR AT ERRNBRROS

PortallAIEHEEZZ4H: Huawei@123

50200

PortaliE N1tk

ZFR: portall
YIERYIENR . PortalfRS5=81&Rabc

ISR

2R freel

TNIEAER

SR p1

AREREIRFIAIE S Z::

PortaliEz A&tk portall
RADIUSHRSE 2&1&Rradius_huawei
RADIUSTAIETS Zradius_huawei
RADIUSItH2875Zschemel
RINERNER ree
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6.2 SCIG{ESS

6.2.1 BcERRACE
1. Ee BN, HRMNEER.
2.ficE SW-Core {FJ9 DHCP BRS58%, J9 AP #l1 STA S3Ecitbiit .
3.BCE iMaster NCE-Campus 5 WACT M4EEIE
AFCE AP £k,
5.7£ WACT LFcE Portal TAIE.
6.5CE WLAN BRIV,
772 NCE fR5588 LECE Portal TAIIE,
8.3RIIE Portal TAILE,

6.2.2 BCEL TR

TR1 BEENKEE

# WERELSRIESE 522 EHHHNSE 1, EREEA,
F$I 2 FEE DHCP RS 3E

# WEELRIESE 522 EHHHNLSE 2, HEAREER,
F£I 3 F2E iMaster NCE-Campus 5 WACT Z[EIRMKEEE

# WEELRIESE 522 EDHHILE 3, HHEABEER,
T4 BEAP L%

# WERESRIESE 522 EHHHNLSRE 4, HEREEA,
IR 5 EE Portal SAIE (WACT)

# EE RADIUS PREZS2HEMR o

[WAC1] radius-server template radius_huawei

[WAC1-radius-radius_huawei] radius-server authentication 172.21.39.88 1812 source vlanif 100
[WAC1-radius-radius_huawei] radius-server accounting 172.21.39.88 1813 source vlanif 100
[WAC1-radius-radius_huawei] radius-server shared-key cipher Huawei@123
[WAC1-radius-radius_huawei] quit

[WAC1] radius-server authorization 172.21.39.88 shared-key cipher Huawei@123 server-group
radius_huawei

[WACT] radius-server authorization server-source all-interface

Warning: All interface listening has security risks.

If configured, the configuration of the specified listening IP address will be removed. Continue?[Y/N] y
Info: This operation may take some time, please wait for a moment .....
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# BoE RADIUS BRHTANIES £,

[WAC1] aaa

[WACT-aaa] authentication-scheme radius_huawei
[WACT-aaa-authen-radius_huawei] authentication-mode radius
[WAC1-aaa-authen-radius_huawei] quit

# BoE RADIUS ARHIITERE.

[WACT1-aaa] accounting-scheme scheme!
[WACT1-aaa-accounting-scheme1] accounting-mode radius
[WAC1-aaa-accounting-scheme1] accounting realtime 3
[WACT1-aaa-accounting-scheme1] quit

[WACT-aaa] quit

# BoE URL #81R, NCE{EJ9 Portal BRS328AT, Portal TREAAIELIAIROIS /9 19008,

[WAC1] url-template name url1
[WACT-url-template-url1] url https://172.21.39.88:19008/portal

[WACT-url-template-url1] url-parameter redirect-url redirect-url ssid ssid user-ipaddress userip user-mac
usermac device-ip ac-ip

[WACT-url-template-url1] quit

# FECE Portal fRB2E1ER . NCE {E9 Portal JRSZ2EAT, BRIAMAMF 50200 ik,

[WAC1] web-auth-server server-source all-interface

Warning: All interface listening has security risks.

If configured, the configuration of the specified listening IP address will be removed. Continue?[Y/N] y
[WAC1] web-auth-server abc

[WAC1-web-auth-server-abc] server-ip 172.21.39.88

[WAC1-web-auth-server-abc] source-ip 10.23.100.1

[WAC1-web-auth-server-abc] shared-key cipher Huawei@123

[WAC1-web-auth-server-abc] port 50200

[WAC1-web-auth-server-abc] url-template url1

[WAC1-web-auth-server-abc] quit

# BlEE Portal IENKEMNR “portall” , FBCE Portal INIEIZE Portal TAIIE

[WACT1] portal-access-profile name portall
[WAC1-portal-access-profile-portal1] web-auth-server abc direct
[WAC1-portal-access-profile-portal1] quit

# SINERNAEIRIEE BT RITHRERNNMNEZGIENR, G105 DNS iRSSE8. FE4MNT .
FHRSES. L NAET NCE fRS3=81IL

[WAC1] free-rule-template name free1
[WAC1-free-rule-free1] free-rule 1 destination ip 172.21.39.88 mask 32
[WAC1-free-rule-free1] quit

# FEEINEENR “p1” , FHEIAEENRGS| A Portal IAENR “portall” . SIATEMNIER
“free1” . RADIUS IRSZ2E#EHR “radius_huawei” . IANIEAZE “radius_huawei” . 25
2 “schemel” ,

[WAC1] authentication-profile name p1
[WACT1-authentication-profile-p1] portal-access-profile portal1
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[WACT1-authentication-profile-p1] free-rule-template freel
[WACT1-authentication-profile-p1] radius-server radius_huawei
[WACT1-authentication-profile-p1] authentication-scheme radius_huawei
[WACT1-authentication-profile-p1] accounting-scheme scheme?
[WACT1-authentication-profile-p1] quit

6 BEELEHIWS
# BIEEEZA “wlan-net” NEZLER, HEELZEREE,

[WACT] wlan

[WAC1-wlan-view] security-profile name wlan-net
[WAC1-wlan-sec-prof-wlan-net] security open
[WAC1-wlan-sec-prof-wlan-net] quit

# CIEEZA “wlan-net” B9 SSID 18tk , FELE SSID FFRA “wlan-net” ,

[WAC1-wlan-view] ssid-profile name wlan-net
[WACT1-wlan-ssid-prof-wlan-net] ssid wlan-net
[WACT1-wlan-ssid-prof-wlan-net] quit

# BIEEZA “wlan-net” B9 VAP &, BEWSHIBEAER . W55 VLAN, #E5|IAZE
&t SSID &R . TAIEEIR

[WAC1-wlan-view] vap-profile name wlan-net
[WAC1-wlan-vap-prof-wlan-net] forward-mode tunnel
[WAC1-wlan-vap-prof-wlan-net] service-vlan vlan-id 101
[WACT1-wlan-vap-prof-wlan-net] security-profile wlan-net
[WAC1-wlan-vap-prof-wlan-net] ssid-profile wlan-net
[WACT1-wlan-vap-prof-wlan-net] authentication-profile p1
[WAC1-wlan-vap-prof-wlan-net] quit

# BoE AP fH5|FH VAP &R .

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 0
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 1
[WAC1-wlan-ap-group-ap-group1] quit

[WAC1-wlan-view] quit

1 7 EE Portal iAIE ( NCE)

7£ NCE _81# Portal I\IEFRFERIFB R Z 1513
# FEEFERGEE BN > EANZR > BREE”
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wr &S wiE  fHr R w
EAZE PN ]
| RREE W | NS
iMaster NCE-Campus . =
HREE BANRE
EEE WSShETT
ENRE Z2E
NEBEIER FRE
EHIAE SRR
RREER IP-Z24ETH
HWTACACSIEREHY IP-ZLEER
1BEWsS
ERITHEE

VXLAN Fabricfi4g
RADIUSITERE

# %R “AFEE > BR7 , =E “+7 &, FEAFE “HAP-WLAN”

% iMaster NCE-Campus

o]

B
ellf= 22
QD €| =rasn HCIP-WLAN
R ]
E & RooOT RN
A Guest e
HOSR
BERGRE
mik

«» oI

# 1 “HCIP-WLAN” B4R, g “IiE” , FEATF PortalIMERIAFE “portal-
user” , BELIRE AN “Huawei@123” , RIFEFRAHXEE “Portal” 1 “802.1X & Portal
2.0” , %E“ﬁi “E E” o
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‘: iMaster NCE-Campus @it BE A R Y R

BREH
B
BAER
' BPE: portal-user
=88
BARES:  seeesseees
me:
B\ R ® Ko
o
| Fresex=s @
| ' RIFERAT Portal 802.1X & Portal 2.0 HWTACACS
(A EBEMERIAE »
Hityfze
BASEER
RADIUSE @

£ NCE _EiFImENRE (WACT) ©
# %R CEN > EATRR > BENEET , BEEENES.

wt ®B= A 7
o HAZIR HENREE
BrER NS
IMaster NCE-Campus i Fepga
HRER ENRE
REER VSRt
# A zem
ShERAUETR HiRE
ESIAE BRI
RREER IP-Z24EiTH
HWTACACSIAIEREH IP-ZLEFER
> 18EWwsS
) ERTAEE

VXLAN Fabricfi4&
. s RADIUSIHEig%E

# IR “BEHEANRET , =T BIR7 , SIEB=FEANRS.
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‘; iMaster NCE-Campus

EWES A [ WP BWET RADIUSUE SR PortaliESE HWTACACSIAE... e

[

# IR SHHTEE, Hp SNETEER" 5 ‘IR 1979 Huawei@123, 12
[AERRE N 3 98, 5 WACT FEENSHFRIF—H.

'; iMaster NCE-Campus

NS T

B=AENEE

EIEB=RHENEE

FEREE ey, WAC
MNigE

“|PititE: 10.23.100.1

E{IP: @

gt FRp: Huawei NAC

RADIUSLIESE:

CoANER: No CoA Port Bounce Reauth ®

CoARO: @

bi: NSk

SAIEFEEE: esssesee ®
CELMEAEEE: 0 sessessens
ERIEIR: esssessen ®
CRLEIEE: 0 eeeseseens

IR EEA(S ) 3 @

BEEYMACIAE=ETS:
# EoE Portal INIFS#], Portal #MYi%EIE “Huawei Portal(Portal2.0)” , Portal Z5$5/
“Huawei@123” (5 WACT LEZERJ shared-key fR#5—51 ) , Portal AERCIRIFERAE
2000, BRfESE “BIA” o LAY PortalIAERH WACT BUAMIFEC, FAFIAIR Portal
B
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| Portali)iFZ3: |
Portaltims : Huawei Portal(Portal2.0)

PortalEzzEFES: (D @

PortalBkieLs: ® No.
*Portal=48: sesssssses @
+¥E\Portal=48:
URLEE48: @
HiAURLESR:

EimIPIBLIFIZR

*Portali\iEEO 2000 O]

Service-TypeEIEER {. '
=: d

HWTACACSIAIESE: 9

£ NCE ERIEIAIERN .. RGN, RINGER .
#IREFE CHEN > NGRS > INEER .

HNEE NSRS

BrER WEER 7% |

IMaster NCE-Campus mEeE Rz
spEE EARE
TEEE BT
I NG =28
SHEBHIETR Gy 72|
IEIAE SRS
EREER IP-Z24ETE
HWTACACSIAIESHY IP-Z2AETR

B s
. R HER

VXLAN Fabricii4%
RADIUSIHERRE

# &R SGNERN” , i “eIE7 , IRNTSHEEINERR .
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% iIMaster NCE-Campus

IAEARMY

BUEBTAVERNY

BAER

=t Portal

ik

INERT: AP EENAE MAGIAIE REEENE

F=FaPortal-HACAHHY: » o
A B%  GENE
BRER
FIFE(EB IR

BPa: ROOT\HCIP-WLAN
MS{EE0E: »
BEESIE: »
usiE2
SEAEEITE: »
RN IREEITRL: »
BARERE: -
REEEE: »
SSIDPTEE:

SsID:

wlan-net

RigIERITAL: » o

£2i5IPSEE
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RADIUSHEk
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*HUER:

WEFINE:
TRAERBI:

*ANERMY :

SRR
MEAIFE:

BARTAERM:

# R RN
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O 1 AHEETER

S0

PAPIMY (AtEMES, AD, LDAP, RADIUS Token, S=JHTTPIES:E)
CHAPHNY(F1EHS)

EAP-MDSHMY(THEMS)

EAP-PEAP-MSCHAPV2IfY (i HE, AD. LDAP)

EAP-TLSHMY (HEMS, AD. LDAP)

EAP-PEAP-GTCIMY(AHB#E, AD, LDAP, RADIUS Token)

B EAP-TTLS-PAPHMY(AHEMKS, AD. LDAP)

B EAP-PEAP-TLSHMY(ZIBHES, AD, LDAP)

PAPHNY, CHAPHMFIEAP-MDSHHY Azl

priol

EBE

, Rl ‘BT, RINTSEECERSIN

%1400
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'.' iMaster NCE-Campus

AU
BUERIERRNY
HiER
=52 FR: Paortal
feEik
WIERSE: FEFUENIAE MACIATE BEEEAE
EERPortal- HACAMI: » o
AR B ERRE
ARER
EFEERIE:
+FAFR: ROOT\HCIP-WLAN
SHEBEISEIE: »
WS EEIE: »
BEEEIE: »
UEER
SIS AR @ ]
BN REATE: »
BAIRERE: - @
BESEIE: 2»
SSIDPEES:
wlan-net
LSS IR » o
£2iZIPSER:
2001:0C
IPthiFES 1.1- h
IR »
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=

TS B EE
MDM{EE

MDM#&E:
Hitfs=

FEEE:

TERIFAt:

NSRBI ADE:

CWA portal [TE:

EBUAR

|*T§$§é§$: SR - |

£ NCE LACE Portal TUEHMEXZREE ( EXIFHF RAEREBARNE ) -
# R EN > BEARR > WEEE" , X Portal WEIHITEE.

L BAKE AR

mrEE SAEEIR

iMaster NCE-Campus e RresEs
EREE EARE
NEEE V7 | WssHEt
EABE zem
SR ame
MEEIAE FREEE
BEEER IP-Z224E1TE
HWTACACSIIEE P-Z24EER

> SEsS
VXLAN FabricRig LRGAEE

RADIUSTHERE

# R “Portal WEMEXRKES” , s “OIE7 , FEHEXSRES “Portal” , IRIBUNTSEH
1TEhE, &RERE “BE” .
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'. iIMaster NCE-Campus

Portal S EHEEE

« 2T Portal

i}
od

BN
e
WSS B »
wmASEEE BTz,
SSIDPSEE:
wlan-net
HENREE! »
B ERSEITED:
Windows PC 105 Android Linux/Unix
Windows Phone MAC OS Other
EXTRERIN
* INEAR: BRE=EBIAE
* IBATE: SENEENES] CEAENEE? S5 EA > EASE > AEEE > AEEs
]
BARPEEE)
~ EiETE: HRE BFRAIRE
* INERTIEBkES T

# B Portal TAEMEESRES, W
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»" iMaster NCE-Campus

Portal MEEEEFERS

= £ MBS AEEH
1 Portal FAFREZEAE FINAPEEEIAEERTE
Default EEIAE SFINESIMNEEHRE

6.3 5RIGIE
6.3.1 {88 AP LIRS

# £ WACT E#1T display ap all ©5%, BE AP I LIRS, “State” 79 normal &R AP
RRIN L4, AP B9 IP #BhbEId DHCP BhZSFREY, SERRARLASCISER 0,

[WAC1] display ap all
Total AP information:
nor :normal [3]
Extralnfo : Extra information

ID MAC Name Group [P Type State STA Uptime Extralnfo

0 9cb2-e82d-54f0 AP1 ap-group1 10.23.100.225 AirEngine5761-11 nor 0 6D:18H:42M:59S -
1 9cb2-e82d-5410 AP2 ap-groupl1 10.23.100.214 AirEngine5761-11 nor 0 6D:18H:41M:33S -
2 9cb2-e82d-5110 AP3 ap-groupl 10.23.100.117 AirEngine5761-11 nor 0 6D:18H:42M:46S -

Total: 3

6.3.2 & VAP (58
# £ WAC1 #1147 display vap all 5%, &E VAP SR,

[WAC1] display vap all

Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type  STA SSID

0 AP1 0 1 9CB2-E82D-54F0 ON Open+Portal 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON Open+Portal 0 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON Open+Portal 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON Open+Portal 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON Open+Portal 0 wlan-net
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2 AP3 1 1 9CB2-E82D-5120 ON Open+Portal 0 wlan-net

Total: 6

6.3.3 STA i&@id Portal IMES TN TS MR
# 7£ STA EFTFRNIRASE, #IN(EES IP futil, J5S38Y Portal IAMERAE o

@ Web Authentication Redirect X +

< &

A Fz=2 | 1111 | 2 % 0O 2

# BEMZE Portal IMIERME, WA “portal-user” , Z#5 “Huawei@123” , 4k
“EPE” , #ITER.

S == x  +

< C | A T== | hitps)//172.21.39.88:19008/portalpage/pP0000000-0000-0000-0000-00000000... © Y O &

A portal-user

BERWIFI, RANSEHDSRS!

# RAIERRT, RELRNAIIEREBIEIMERIE
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@ ==an X  +

< C A F== | hips//172.21.39.88:19008/portalpage/00000000-0000-0000-0000-00000000... = ¥ O &

W=, INERT!

BRE: portal-user
FRmE: TR
FRETE: TRl
IS HEAY ] FolRS!

1

BEhiRSS

Kg
15
i

6.3.4 & NCE ZimAIEHE
# FENCE |, 3653 "2 > BHAS > QIHNIAS , SELIHAIAE.

i S5 pEsE
IMaster NCE-Campus
2 e
IR R, RS EIRRS SR,
S REEE
18360 EEEN
WACH s o
WLANZE R FHAT
Rt EEAERS 7 |
| B REXABEET
E‘: >3 SETO REEEAs
| imeE
VXLAN Fabrichis . e
FEXVXLANREEHY BEBES NAFRIRE
s EE
SETERE
N

# %R “Portal L TF&BEZE” , TJLAEE Portal RiHIAIFCSE, WS
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)-; iMaster NCE-Campus

238 IAERE AEIAERS * PAGEBTIE): 00:00:00 235959

e wiZena) T FmE SIE AR EmIPaEE e

ROOT\HCIP-WLAN 09:22:.. 0#+4+96

6.3.5 7£ WACT1 BRI AIEER

£1471

# £ WACT LEE NACENAFINFAER, “Success” RRAIHEN, WTFAR.

[WAC1] display access-user detail

Basic:
User ID 165623
User name : portal-user
User MAC : 081f-7153-90b4
User IP address :10.23.101.196

User vpn-instance -
User IPv6 address -
User access Interface : Wlan-Dbss17499

User vlan event : Success
QinQVlan/UserVlan 1 0/101
User vlan source : user request
User access time 1 XXXX 09:21:06
User accounting session 1D : WAC10000000000010194****0100057
User accounting mult session ID : 9CB2E82D5410081F715390B463283***8D7D1C1
User access type : WEB
AP name : AP2
Radio ID 01
AP MAC : 9cb2-e82d-5410
SSID : wlan-net
Online time : 1166(s)
Web-server IP address 1 172.21.39.88
User Group Priority :0
AAA:
User authentication type : WEB authentication

Current authentication method : RADIUS
Current authorization method t-
Current accounting method : RADIUS

Total: 1, printed: 1
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6.4 BLESE
6.4.1 WACT i &

Software Version V200R021C00SPC100
#
defence engine enable
sysname WAC1
#
http timeout 10080
http secure-server ssl-policy default_policy
http secure-server server-source -i Vlanif100
http server enable
#
vlan batch 100 to 101
#
authentication-profile name p1
portal-access-profile portal1l
free-rule-template free1
authentication-scheme radius_huawei
accounting-scheme scheme
radius-server radius_huawei
#
web-auth-server server-source all-interface
#
management-port isolate enable
management-plane isolate enable
#
radius-server template default
radius-server template radius_huawei
radius-server shared-key cipher %/%#]gR#5-y9p=z#}}Pk4-L;WGPdIm[,VBkhjz&Wf<G%%\%#
radius-server authentication 172.21.39.88 1812 source Vlanif 100 weight 80
radius-server accounting 172.21.39.88 1813 source Vlanif 100 weight 80

radius-server authorization 172.21.39.88 shared-key cipher %/%#5jF1YZq(*OsX-2U&P}A<] IXH,|-
r15kUd$G}=]"%A"%# server-group radius_huawei

radius-server authorization server-source all-interface
#
free-rule-template name default_free_rule
#
free-rule-template name free1
free-rule 1 destination ip 172.21.39.88 mask 255.255.255.255
#
url-template name url1
url https://172.21.39.88:19008/portal
url-parameter redirect-url redirect-url ssid ssid user-ipaddress userip user-mac usermac device-ip ac-ip
#
web-auth-server abc
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server-ip 172.21.39.88
port 50200
shared-key cipher %/%#/H+oJc*rtC_]{(WRUDt4un;&<1:g~NP{q(SD$ux#%"%#
url-template url1
source-ip 10.23.100.1
#
portal-access-profile name portali
web-auth-server abc direct
#
portal-access-profile name portal_access_profile
#
aaa
authentication-scheme radius_huawei
authentication-mode radius
accounting-scheme scheme
accounting-mode radius
accounting realtime 3
local-aaa-user password policy administrator
domain default
authentication-scheme default
accounting-scheme default
radius-server default
domain default_admin
authentication-scheme default
accounting-scheme default
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif100
ip address 10.23.100.1 255.255.255.0
management-interface
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source interface vlanif100

149
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capwap dtls psk %A%#EJVsX!hYudYZ2_G4#DzXA@:RKV34&REZ}|-y_ImY%A%#
capwap dtls inter-controller psk %/\%#{9Wo07!%#BFZ<@EQ|JG>Rp<|47s,v>YPa.#AJA9%A%#
capwap dtls no-auth enable
#
wlan
calibrate flexible-radio auto-switch
temporary-management psk %A\%#PwWFE@vw_"@\n9{>}k<,-;9CD7K;0/%e,LB)9,AFX%"\%#
ap username admin password cipher %"\%#PBMhAQ{@}1q,vb:X0*) B\.KXW7QH=0gpvg'K*Y) 1%/ %#
traffic-profile name default
security-profile name default
security-profile name wlan-net
security open
security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net
vap-profile name default
vap-profile name wlan-net
forward-mode tunnel
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
authentication-profile p1
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
ap-group name default
ap-group name ap-group1
regulatory-domain-profile domain1
radio 0
vap-profile wlan-net wlan 1
radio 1
vap-profile wlan-net wlan 1
ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0 ap-sn 2102353VUR10N5119370
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ap-name AP1
ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410 ap-sn 2102353VURT0N5119363
ap-name AP2
ap-group ap-group1
ap-id 2 type-id 144 ap-mac 9cb2-e82d-5110 ap-sn 2102353VURT0N5119339
ap-name AP3
ap-group ap-group1
provision-ap
#
return

6.4.2 SW-Core fid&

ISoftware Version V200R021C00SPC100
#
sysname SW-Core
#
vlan batch 99 to 101
#
dhcp enable
#
vlan 99
name Manage
#
interface Vlanif1
#
interface Vlanif99
ip address 172.21.39.253 255.255.128.0
#
interface Vlanif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface
#
interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4
port link-type access

port default vlan 99
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#

interface MultiGE0O/0/5

#

interface MultiGE0/0/6

#

interface MultiGEO/0/7

#

interface MultiGE0/0/8

#

interface MultiGE0/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101

#

return

6.4.3 SW-Access fic&

ISoftware Version V200R021C00SPC100
#
sysname SW-Access
#
vlan batch 100 to 101
#
interface Vlanif1
#
interface MEth0/0/1

ip address 192.168.1.253 255.255.255.0
#
interface MultiGEO/0/1

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/3

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/9

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
return
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6.5 =&
FiRSLIEHRECE DNS RS 25, iBBE: DNS IRSSESE Portal ENIAEFR B AIER?
SELR:

DNS 1= ARS8, AU IRA AR, (£15 AP AJLAHITEEMDE! Portal 1A
IERHE, BPZ&imihafE=iE& A EEmE! Portal IAMIERE
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7 WLAN ;&i575C58

7.1 SCEGA 12

7m1%$$$%

HS*E?EE‘B%E% o
7.1.2 LB HAY
o EiE WAC H”EEHHEMEE .
o EiE WAC B=EEHHEMEE .
=
7.1.3 SCERZHM MR
GE0/0/1
SW-Core
MultiGE0/0/9
WAC2 MultiGEO/0/9
1,
) %Cfo/
S %
C
GEO0/0/0 2 | croop0 GEO/0/0
AP1 I (( AP3
(FIT AP) (FIT AP) (FIT AP)
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#7-1 VLAN #i&1

51551

RE i WP Sl VLANZ#{
PVID:1
MultiGEOQ/0/1 Trunk
Allow-pass: VLAN 100 101
PVID:1
SW-Core MultiGEOQ/0/2 Trunk
Allow-pass: VLAN 200 201
PVID:1
MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101 200 201
PVID:1
MultiGEQ/0/9 Trunk
Allow-pass: VLAN 100 101 200 201
, PVID:100
MultiGEQ/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Access
_ PVID:100
MultiGEO/0/2 Trunk
Allow-pass: VLAN 100 101
, PVID:200
MultiGEO/0/3 | Trunk
Allow-pass: VLAN 200 201
PVID:1
WAC1T GEO0/0/1 Trunk
Allow-pass: VLAN 100 101
PVID:1
WAC2 GEO0/0/1 Trunk
Allow-pass: VLAN 200 201
#7-2 IP Ml
1553 iwE IPitbiik
VLANIf 100 10.23.100.1/24
WACT
VLANIf 101 10.23.101.254/24
VLANIf 200 10.23.200.1/24
WAC2
VLANIf 201 10.23.201.254/24
VLANIf 100 10.23.100.254/24
SW-Core
VLANIf 200 10.23.200.254/24
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2%£7-3 WACT WSSE3Ix

WLANKSZ 2%
HEREL BHiEEA
BIEVLAN 100
ASSVLAN 101

APZH ap-group1
VAPIEIR wlan-net1
LZEER wlan-net
REHRHE WPA/WPA2+PSK+AES

CA T a12345678
SSIDt&E#R wlan-net

SSID wlan-net

R7-4 WAC2 A58 560%

WLANMIEZ e
ERELR BHiERA
SIEVLAN 200
AI$SVLAN 201

APZH ap-group2
VAPIEHR wlan-net2
LZEER wlan-net
LR WPA/WPA2+PSK+AES

=g a12345678
SSID#&E#R wlan-net

SSID wlan-net
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7.2 SCIS(TSREcE

7.2.1 BcE B
1.EEZMES WACT. WAC2, SW-Access. SW-Core Z[BRIMLREIE .
2.BicE& WACT, WAC2 JJ DHCP fR5528%, 45 AP & STA 53Fg IP it
3.EE AP1, AP2 £ WACT k45,
4FCE AP3 £ WAC2 k&,
5.f& WLAN W558%), SCHL STA i518) WLAN RIZEINEE
6.B.E WAC [EiEiiIh8E
7HIEEHHER

722 BB R
TR 1 EENKEE

ECE NI SW-Access 1Z8 -
# 7£ SW-Access E8I7 VLAN 100, 101, 200. 201,

HCIP-WLAN V2.0 LI5S F 51571

<Huawei> system-view
[Huawei] sysname SW-Access
[SW-Access] vlan batch 100 101 200 201

# ECE SW-Access MTim[3E8Y . PVID FIA1FEIAY VLAN,

[SW-Access] interface MultiGE 0/0/1
[SW-Access-MultiGEO/0/1] port link-type trunk
[SW-Access-MultiGEO/0/1] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/1] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/1] quit

[SW-Access] interface MultiGE 0/0/2
[SW-Access-MultiGE0/0/2] port link-type trunk
[SW-Access-MultiGE0/0/2] port trunk allow-pass vlan 100 101
[SW-Access-MultiGE0/0/2] port trunk pvid vlan 100
[SW-Access-MultiGE0/0/2] quit

[SW-Access] interface MultiGE 0/0/3
[SW-Access-MultiGE0/0/3] port link-type trunk
[SW-Access-MultiGE0/0/3] port trunk allow-pass vlan 200 201
[SW-Access-MultiGEQ/0/3] port trunk pvid vlan 200
[SW-Access-MultiGE0/0/3] quit

# ECE SW-Access H1Tim 288N RiFEIIAY VLAN,

[SW-Access] interface MultiGE 0/0/9

[SW-Access-MultiGE0/0/9] port link-type trunk
[SW-Access-MultiGE0/0/9] port trunk allow-pass vlan 100 101 200 201
[SW-Access-MultiGE0/0/9] quit
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BCEZ O SHRH| SW-Core 1258
# £ SW-Core L8 VLAN 100, 101, 200, 201,

<Huawei> system-view
[Huawei] sysname SW-Core
[SW-Core] vlan batch 100 101 200 201

# BLE SW-Core TR OB R A1FEIZHY VLAN,

[SW-Core] interface MultiGE 0/0/9

[SW-Core-MultiGE 0/0/9] port link-type trunk

[SW-Core-MultiGE 0/0/9] port trunk allow-pass vlan 100 101 200 201
[SW-Core-MultiGE 0/0/9] quit

# BLE SW-Core 5 WACT BBKimARIZEEV R R1FEIZAY VLAN,

[SW-Core] interface MultiGE 0/0/1

[SW-Core-MultiGE 0/0/1] port link-type trunk
[SW-Core-MultiGE 0/0/1] port trunk allow-pass vlan 100 101
[SW-Core-MultiGE 0/0/1] quit

# BCE SW-Core 5 WAC2 BEfix[OAYEE R iF@IZHY VLAN,

[SW-Core] interface MultiGE 0/0/2

[SW-Core-MultiGE 0/0/2] port link-type trunk
[SW-Core-MultiGE 0/0/2] port trunk allow-pass vlan 200 201
[SW-Core-MultiGE 0/0/2] quit

& WACT 8%,
# £ WAC1T 613 VLAN 100, 101,

<AirEngine9700-M1> system-view
[AirEngine9700-M1] sysname WAC1
[WACT] vlan batch 100 101

# BicE WACT B9 GE0/0/1 im [N /8iFEidRY VLAN .

[WAC1] interface GigabitEthernet 0/0/1

[WAC1-GigabitEthernet /0/1] port link-type trunk
[WAC1-GigabitEthernet /0/1] port trunk allow-pass vlan 100 101
[WAC1-GigabitEthernet /0/1] quit

& WAC2 iR%%
# £ WAC2 613 VLAN 200, 201,

<AirEngine9700-M1> system-view
[AirEngine9700-M1] sysname WAC2
[WAC2] vlan batch 200 201

# BLE WAC2 B9 GE0/0/1 im[OZKEL N fiF@I3RY VLAN .

[WAC2] interface GigabitEthernet 0/0/1

[WAC2-GigabitEthernet /0/1] port link-type trunk
[WAC2-GigabitEthernet /0/1] port trunk allow-pass vlan 200 201
[WAC2-GigabitEthernet /0/1] quit
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# BECE SW-Core Y IP #utit,

5159

[SW-Core] interface vlanif 100
[SW-Core-V0anif100] ip address 10.23.100.254 24
[SW-Core-Vlanif100] quit

[SW-Core] interface vlanif 200
[SW-Core-Vlanif200] ip address 10.23.200.254 24
[SW-Core-Vlanif200] quit

# FECE WACT 89 IP fitit,

[WACT] interface vlanif 100

[WAC1-Vlanif100] ip address 10.23.100.1 24
[WAC1-Vlanif100] quit

[WACT] interface Vlanif 101

[WAC1-Vlanif101] ip address 10.23.101.254 24
[WAC1-Vlanif101] quit

# BCE WAC2 BY IP btk

[WAC2] interface vlan 200

[WAC2-Vlanif200] ip address 10.23.200.1 24
[WAC2-Vlanif200] quit

[WAC2] interface vlan 201

[WAC2-Vlanif201] ip address 10.23.201.254 24
[WAC2-Vlanif201] quit

# £ SW-Core EEZE WLAN WEHEXIEH,

[SW-Core] ip route-static 10.23.101.0 255.255.255.0 10.23.100.1
[SW-Core] ip route-static 10.23.201.0 255.255.255.0 10.23.200.1

# £ WACT FECETREIRA,

[WAC1] ip route-static 0.0.0.0 0.0.0.0 10.23.100.254

# £ WAC2 HELEREIRA,

[WAC2] ip route-static 0.0.0.0 0.0.0.0 10.23.200.254

2 F2E DHCP pRs32e

# EcE WACT {E5 DHCP fR33829 AP1. AP2. STA 7> IP Bt

[WAC1] dhcp enable

[WACT] interface Vlanif 100
[WAC1-Vlanif100] dhcp select interface
[WAC1-Vlanif100] quit

[WACT] interface Vlanif 101
[WAC1-Vlanif101] dhcp select interface
[WAC1-Vlanif101] quit

# EcE WAC2 {E9 DHCP fR$38289 AP3. STA 73R IP ithtit,

[WAC2] dhcp enable
[WAC2] interface Vlanif 200
[WAC2-Vlanif200] dhcp select interface
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[WAC2-Vlanif200] quit

[WAC2] interface Vlanif 201
[WAC2-Vlanif201] dhcp select interface
[WAC2-Vlanif201] quit

5

3 FEEEAP1. AP2 t£
# £ WAC1 EFFE CAPWAP DTLS ANAME, ( V200R021C00 Rz Z fRhRAS )

[WAC1] capwap dtls no-auth enable

Warning: This operation allows for device access in non-DTLS encryption mode even when DTLS is
enabled and brings security risks. After the device goes online for the first time, disable this function to
prevent security risks. Continue? [Y/N]: y

# £ WACT LECE CAPWAP Bix[l, FERAIREIUTSEH:

DTLS FiHt=240: IAECE a1234567;

WAC j8] DTLS FREZ= %50 AR E ) a1234567;

FIT AP NEIESH ( BFRE/%EE ) « kA& admin/Huawei@123;
LEREEIE VAP (IEREN: AECES a1234567,

[WAC1] capwap dtls psk a1234567

[WACT1] capwap dtls inter-controller psk a1234567
[WACT] wlan

[WAC1-wlan-view] temporary-management psk a1234567
[WAC1-wlan-view] ap username admin password cipher

Enter the password (plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters): Huawei@123

Confirm password: Huawei@123
[WAC1T-wlan-view] quit
[WACT1] capwap source interface vlanif 100

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021C00 or enable DTLS certificate-mandatory-match if it runs V200R021CO00 or later.

# QI AP 4H “ap-groupl” , FE8& AP1. AP2 IIA\E— AP 4Brh,

[WAC1] wlan

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] quit
[WAC1-wlan-view] quit

# £ WAC1 HEeE AP IAIEATUA MACAIE,

[WACT] wlan
[WAC1-wlan-view] ap auth-mode mac-auth
[WAC1-wlan-view] quit

# £ WACT L3750 AP ( AP B9 MAC ttihit DASERRIEIRE ) ©

[WACT] wlan
[WAC1-wlan-view] ap-id 0 ap-mac 9cb2-e82d-54f0
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[WAC1-wlan-ap-0] ap-group ap-group1
[WAC1-wlan-ap-0] ap-name AP1
[WAC1-wlan-ap-0] quit

[WAC1-wlan-view] ap-id 1 ap-mac 9cb2-e82d-5410
[WAC1-wlan-ap-1] ap-group ap-group1
[WAC1-wlan-ap-1] ap-name AP2
[WAC1-wlan-ap-1] quit

[WAC1-wlan-view] quit

T4 FREAP3 L&

# 1€ WAC2 EFFiE CAPWAP DTLS FIAME. ( V200R021C00 K22 fghiRAs )

[WAC2] capwap dtls no-auth enable

Warning: This operation allows for device access in non-DTLS encryption mode even when DTLS is
enabled and brings security risks. After the device goes online for the first time, disable this function to
prevent security risks. Continue?[Y/N]: y

# £ WAC2 LFeE CAPWAP [Bin[l, FEEFIREUTSH:

DTLS fit=%5H: IthtECE Y a1234567;

WAC (8] DTLS FREZ=Z$R: At E D a1234567;

FIT AP NEIESH ( BFPE/%E1E ) « A&/ admin/Huawei@123;
£EBLEIE VAP WEREN: tabECE Y a1234567,

[WAC2] capwap dtls psk a1234567

[WAC2] capwap dtls inter-controller psk a1234567
[WAC2] wlan

[WAC2-wlan-view] temporary-management psk a1234567
[WAC2-wlan-view] ap username admin password cipher

Enter the password (plain-text password of 8-128 characters or cipher-text password of 48-188
characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters): Huawei@123

Confirm password: Huawei@123

[WAC2-wlan-view] quit

[WAC2] capwap source interface vlanif 200

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Warning: Before an added device goes online for the first time, enable DTLS no-auth if it runs a version
earlier than V200R021C00 or enable DTLS certificate-mandatory-match if it runs V200R021CO00 or later.

# B AP £H “ap-group2” .

[WAC2] wlan

[WAC2-wlan-view] ap-group name ap-group2
[WAC2-wlan-ap-group-ap-group2] quit
[WAC2-wlan-view] quit

# £ WAC2 HEeE AP INEA A MACAIE,

[WAC2] wlan
[WAC2-wlan-view] ap auth-mode mac-auth
[WAC2-wlan-view] quit
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# £ WAC2 L3700 AP ( AP B9 MAC it LASERRIEIRIE )

[WAC2] wlan

[WAC2-wlan-view] ap-id 0 ap-mac 9cb2-e82d-5110
[WAC2-wlan-ap-0] ap-group ap-group2
[WAC2-wlan-ap-0] ap-name AP3
[WAC2-wlan-ap-0] quit

[WAC2-wlan-view] quit

5

5 EEXZWS (WACT)

# BUEEEEIREEERS, REERAEATE (NRREEFELSIMBXNFELHK
STRAIEZRT ) o

[WACT] wlan

[WAC1-wlan-view] regulatory-domain-profile name domain1
[WACT1-wlan-regulate-domain-domain1] country-code CN
[WAC1-wlan-regulate-domain-domain1] quit

# 1£ AP B 5| FHEETRER

[WAC1-wlan-view] ap-group name ap-group1

[WAC1-wlan-ap-group-ap-group1] regulatory-domain-profile domain1

Warning: This configuration change will clear the channel and power configurations of radios, and may
restart APs. Continue?[Y/N]: y

[WAC1-wlan-ap-group-ap-group1] quit

# SEEA “wlan-net” NZ2ER, HEEZERIL.

[WACT] wlan

[WAC1-wlan-view] security-profile name wlan-net

[WACT1-wlan-sec-prof-wlan-net] security wpa-wpa2 psk pass-phrase a12345678 aes
[WAC1-wlan-sec-prof-wlan-net] quit

# BIEEEA “wlan-net” B9 SSID #&#lk, HECE SSID BFRA “wlan-net” ,

[WAC1-wlan-view] ssid-profile name wlan-net
[WACT1-wlan-ssid-prof-wlan-net] ssid wlan-net
[WAC1-wlan-ssid-prof-wlan-net] quit

# QUEEA “wlan-net1” B9 VAP &k, ECEISHIER AL, W55 VLAN, FE5IBZE
1EHRAN SSID &R .

[WAC1-wlan-view] vap-profile name wlan-net1
[WAC1-wlan-vap-prof-wlan-net1] forward-mode direct-forward
[WACT-wlan-vap-prof-wlan-net1] service-vlan vlan-id 101
[WACT-wlan-vap-prof-wlan-net1] security-profile wlan-net
[WAC1-wlan-vap-prof-wlan-net1] ssid-profile wlan-net
[WACT-wlan-vap-prof-wlan-net1] quit

# EcE AP 4H5|FH VAP &R,

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net1 wlan 1 radio 0
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net1 wlan 1 radio 1
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[WAC1-wlan-ap-group-ap-group1] quit
[WAC1-wlan-view] quit

6 BELXEKWS (WAC2)

# BIEEEEIREEERS, REERAEATE (NRREEFELIMBXNFELH
SHRAIEZR ) o

[WAC2] wlan

[WAC2-wlan-view] regulatory-domain-profile name domain1
[WAC2-wlan-regulate-domain-domain1] country-code CN
[WAC2-wlan-regulate-domain-domain1] quit

# 7 AP A5 | I EIRENR .

[WAC2-wlan-view] ap-group name ap-group2

[WAC2-wlan-ap-group-ap-group2] regulatory-domain-profile domain1

Warning: This configuration change will clear the channel and power configurations of radios, and may
restart APs. Continue?[Y/N]: y

[WAC2-wlan-ap-group-ap-group2] quit

# SEEA “wlan-net” NZ2ER, HEEZERIL.

[WAC2] wlan

[WAC2-wlan-view] security-profile name wlan-net

[WAC2-wlan-sec-prof-wlan-net] security wpa-wpa2 psk pass-phrase a12345678 aes
[WAC2-wlan-sec-prof-wlan-net] quit

# BUERA “wlan-net” B9 SSID &tk , HECE SSID BFRA “wlan-net” .

[WAC2-wlan-view] ssid-profile name wlan-net
[WAC2-wlan-ssid-prof-wlan-net] ssid wlan-net
[WAC2-wlan-ssid-prof-wlan-net] quit

# QIEEA “wlan-net2” B9 VAP &k, ECEISHIERAELL. W55 VLAN, FE5IBZE
FEHRAN SSID &R .

[WAC2-wlan-view] vap-profile name wlan-net2
[WAC2-wlan-vap-prof-wlan-net2] forward-mode direct-forward
[WAC2-wlan-vap-prof-wlan-net2] service-vlan vlan-id 201
[WAC2-wlan-vap-prof-wlan-net2] security-profile wlan-net
[WAC2-wlan-vap-prof-wlan-net2] ssid-profile wlan-net
[WAC2-wlan-vap-prof-wlan-net2] quit

# BoE AP fH5|FH VAP &R .

[WAC2-wlan-view] ap-group name ap-group2
[WAC2-wlan-ap-group-ap-group2] vap-profile wlan-net2 wlan 1 radio 0
[WAC2-wlan-ap-group-ap-group2] vap-profile wlan-net2 wlan 1 radio 1
[WAC2-wlan-ap-group-ap-group2] quit

7 BtE WAC [BiEiiheE

# £ WACT LeIEEiEihseH, FHEE WACT F1 WAC2 JiEhfB R .

[WACT] wlan
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[WAC1-wlan-view] mobility-group name mob1
[WAC1-mc-mg-mob1] member ip-address 10.23.100.1
[WAC1-mc-mg-mob1] member ip-address 10.23.200.1
[WAC1-mc-mg-mob1] quit

# £ WAC2 LeIEEEihseH, FHEE WACT F1 WAC2 JiEhrEkR .

[WAC2] wlan

[WAC2-wlan-view] mobility-group name mob1
[WAC2-mc-mg-mob1] member ip-address 10.23.100.1
[WAC2-mc-mg-mob1] member ip-address 10.23.200.1
[WAC2-mc-mg-mob1] quit

3

28 FLE WAC [af%@ DTLS inzs

HFZEIIEES, B2LEE T WAC (8 DTLS INFNIMREEEE, M EEEERE.
# £ WAC1 LS WAC [alf#ianz.

N

[WACT1] capwap dtls inter-controller control-link encrypt on

Warning: This operation may cause devices using CAPWAP connections to reset or go offline. Continue?
[Y/N]: y

# 1€ WAC2 FFEF WAC [BIB%iEnnz .

[WAC2] capwap dtls inter-controller control-link encrypt on

Warning: This operation may cause devices using CAPWAP connections to reset or go offline. Continue?
[Y/N]: y

7.3 ZERIGUE
7.3.1 t8&E AP %

# 1€ WAC1 Lf#EH display ap all §5$16E AP1. AP2 Y EERIRES .

[WAC1] display ap all
Total AP information:
nor :normal [2]
Extralnfo : Extra information

ID MAC Name  Group IP Type State STA Uptime Extralnfo

0 9cb2-e82d-54f0 AP1 ap-groupl 10.23.100.97 AirEngine5761-11 nor 0 2M:44S -
1 9cb2-e82d-5410 AP2 ap-groupl 10.23.100.85 AirEngine5761-11 nor 0 2M:32S -

# 1€ WAC2 t{E display ap all &5 $162 AP3 B LIRS,

[WAC2] display ap all
Total AP information:

nor :normal [1]
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ID MAC Name Group IP Type State STA Uptime Extralnfo
0 9cb2-e82d-5110 AP3  ap-group2 10.23.200.249 AirEngine5761-11 nor 0 TM:28S -
Total: 1
-\

7.3.2 183 VAP K&
# 1€ WACT E#4T display vap all 5%, && VAP (EEUIT,
[WAC1] display vap all
Info: This operation may take a few seconds, please wait.
WID : WLAN ID
AP ID AP name RfID WID BSSID Status Auth type STA  SSID
0 AP1 0 1 9CB2-E82D-54F0 ON WPA/WPA2-PSK 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON WPA/WPA2-PSK 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON WPA/WPA2-PSK 0 wlan-net
Total: 4
# 1€ WAC2 E#4T display vap all #5<, &B& VAP 2T,
[WAC2] display vap all
Info: This operation may take a few seconds, please wait.
WID : WLAN ID
AP ID AP name RfID WID BSSID Status Auth type STA  SSID
0 AP3 0 1 9CB2-E82D-5110 ON WPA/WPA2-PSK 0 wlan-net
0 AP3 1 1 9CB2-E82D-5120 ON WPA/WPA2-PSK 0 wlan-net
Total: 2

7.3.3 EEFHERE

# 7€ WAC1/WAC2 #1147 display mobility-group name mob1 %4, MEEFERS. H

fh “State” 79 normal,

FRIEE, LAWACT 16, BT,

[WAC1] display mobility-group name mob1

Description

State IP address
normal 10.23.100.1
normal 10.23.200.1
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| Total: 2

7.3.4 MMZR STA EER

# £ AP1 BUESEERCEZAH, STAEBERLA(ES “wlan-net” , MIAHZZE
“a12345678” , BN WLAN M5,

8~ wlan-net

LN ey =

# £ WAC1 EEE STAEANER, KW STAENT AP1,

[WAC1] display station all
Rf/WLAN: Radio ID/WLAN ID
Rx/Tx: link receive rate/link transmit rate(Mbps)

STAMAC APID Apname Rf/WLAN Band Type Rx/TxRSSI VLAN IP address SSID

081f-7153-90b4 0 AP1 1/1 5G 11ac 156/144 -31 101 10.23.101.83 wlan-net

Total: 1 2.4G: 0 5G: 1

# BBE STAFim AP2 WNEBEZEXIERR), &I STA EFEIT AP2,

[WAC1] display station all
Rf/WLAN: Radio ID/WLAN ID
Rx/Tx: link receive rate/link transmit rate(Mbps)

STAMAC APID Apname Rf/WLAN Band Type Rx/TxRSSI VLAN IP address SSID

081f-7153-90b4 1 AP2 1/1 5G 11ac 156/115 -17 101 10.23.101.83 wlan-net

Total: 1 2.4G: 0 5G: 1

# £ WAC! EEBEFNTU TR (WAC RZEEH) -

[WAC1] display station roam-track sta-mac 081f-7153-90b4
Access SSID:wlan-net

Rx/Tx: link receive rate/link transmit rate(Mbps)

s:Same Frequency Network c:PMK Cache Roam

r:802.11r Roam d:802.11r over ds Roam p:proprietary 802.11r Roam

L2/L3 AP-AC IP AC-AC IP Ap name Radio ID
BSSID TIME In/Out RSSI Out Rx/Tx
-- 10.23.100.1 - AP1 1

9cb2-e82d-5500 XXXX-XX-XX/19:58:10 -22/-23 156/130
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L2 10.23.100.1 - AP2 1
9cb2-e82d-5420 XXXX-XX-XX /20:00:02 -31/- -/-
Number: 1

16731

# PAIGHEE STA 445 AP3 IBEXIFiEs, &I STA EhEIT AP3,

[WAC2] display station all
Rf/WLAN: Radio ID/WLAN ID
Rx/Tx: link receive rate/link transmit rate(Mbps)

Total: 1 2.4G: 0 5G: 1

STAMAC APID Apname Rf/WLAN Band Type Rx/TxRSSI VLAN IP address SSID

081f-7153-90b4 0 AP3 /1 5G - -/- = 101  10.23.101.83 wlan-net

# £ WAC2 LEEEFNTA TR (WAC BI=EgH) -

[WAC2] display station roam-track sta-mac 081f-7153-90b4
Access SSID:wlan-net

Rx/Tx: link receive rate/link transmit rate(Mbps)

s:Same Frequency Network c:PMK Cache Roam

r:802.11r Roam d:802.11r over ds Roam p:proprietary 802.11r Roam

L2/L3 AP-AC IP AC-AC IP Ap name Radio ID
BSSID TIME In/Out RSSI Out Rx/Tx

-- 10.23.100.1 - AP1 1
9cb2-e82d-5500 XXXX-XX-XX /19:58:10 -22/-23 156/130

L2 10.23.100.1 - AP2 1
9cb2-e82d-5420 XXXX-XX-XX /20:00:02 -31/-27 156/115

L3 10.23.200.1 10.23.200.1 AP3 1
9cb2-e82d-5120 XXXX-XX-XX /20:01:58 -26/- -/-

Number: 2

7.4 BoESE
7.4.1 WACT i &

Software Version V200R021C00SPC100
#
sysname WACT
#
http timeout 2880
http secure-server ssl-policy default_policy

http secure-server server-source -i Vlanif100
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http server enable
#
vlan batch 100 to 101
#
stp enable
#
dhcp enable
#
management-port isolate enable
management-plane isolate enable
#
pki realm default
certificate-check none
#
aaa
local-user admin password irreversible-cipher $1a$a9AWCs-
g5.$n|ec5XhLviw, (JKNf[B%K[OITJ[:\T2~FLl/&R&(T$
local-user admin privilege level 15
local-user admin service-type ssh http
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif100
ip address 10.23.100.1 255.255.255.0
dhcp select interface
management-interface
#
interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source interface vlanif100
capwap dtls inter-controller control-link encrypt on

51683
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capwap dtls psk %"A%#GE$'=NySIMd>$B62GoO'Mkw:TmVsCChcg,Ni(--%%A%#
capwap dtls inter-controller psk %/%#ntHh31}TQ:k#NH4i%We/,E>XRRTHDnduu,AM,AE%A%#
capwap dtls no-auth enable
#
wlan
temporary-management psk %/ %#peYt1<1l-Bs8Im-DJ)}*/_jFT1LDN!+ILS/"\s"WL%A%%#
ap username admin password cipher %A%#0/dj$>]yQ$1V=ZTXMsa'FHcAAV!ApO5S$-;RB8D$%A%#
traffic-profile name default
security-profile name default
security-profile name wlan-net
security wpa-wpa2 psk pass-phrase %A%#N.vo7TDv>20UvyQiZvgNw<IMUJnR!0%4#{IPK;sG%"\%# aes
security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net
vap-profile name default
vap-profile name wlan-net1
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
mobility-group name mob'1
member ip-address 10.23.100.1
member ip-address 10.23.200.1
ap-group name default
ap-group name ap-group1
regulatory-domain-profile domain1
radio 0
vap-profile wlan-net1 wlan 1
radio 1
vap-profile wlan-net1 wlan 1
ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0 ap-sn 2102353VUR10N5119370
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ap-name AP1
ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410 ap-sn 2102353VURT0N5119363
ap-name AP2
ap-group ap-group1
provision-ap
#
return

5170

7.42 WAC2 tie&

Software Version V200R021C00SPC100

#
sysname WAC2

#
http timeout 2880
http secure-server ssl-policy default_policy
http secure-server server-source -i Vlanif200
http server enable

#

vlan batch 200 to 201

#

stp enable

#

dhcp enable

#

management-port isolate enable

management-plane isolate enable

#

aaa

local-user admin password irreversible-cipher
$1a$6]9"ZyZND7$<a0>2*V(IaTNN+gWg:0101Q)ewt6V[@y>HXMIP@$

local-user admin privilege level 15
local-user admin service-type ssh http

#

interface Vlanif1
ip address dhcp-alloc unicast

#

interface Vlanif200
ip address 10.23.200.1 255.255.255.0
dhcp select interface
management-interface

#

interface Vlanif201
ip address 10.23.201.254 255.255.255.0
dhcp select interface

#

interface MEth0/0/1




W

HUAWEI HCIP-WLAN V2.0 L3815 SFft EAVAD
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 200 to 201
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 10.23.200.254
#
capwap source interface vlanif200
capwap dtls inter-controller control-link encrypt on
capwap dtls psk %/A%#vn\1=HRVL@N"+C-7e:b#11% PR@S60sh\SOH2r69%"\%#
capwap dtls inter-controller psk %/%#ia.O&Gj]IXF|RgJut_t)$l05E-|%MH!}Y-(c.3@D%A"%#
capwap dtls no-auth enable
#
wlan
temporary-management psk %/\%#6E3B'v&//<O[IYOiY (x#RGRYEhAB|SdwLO" AlZT%A%#
ap username admin password cipher %/\%#:Te88XR+1A]0tUUBTR6(lnY3=wgkm>_jFW90q;BV%/ %#
traffic-profile name default
security-profile name default
security-profile name wlan-net
security wpa-wpa2 psk pass-phrase %A%#Xf(jQiRAg>Y4|IB"xG<W6-FyP(p'Z'iw_+W8"6zQ%"\%# aes
security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net
vap-profile name default
vap-profile name wlan-net2
service-vlan vlan-id 201
ssid-profile wlan-net
security-profile wlan-net
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default




S

HUAWEI HCIP-WLAN V2.0 L3815 SFft $F172;
wireless-access-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
mobility-group name mob1

member ip-address 10.23.100.1
member ip-address 10.23.200.1
ap-group name default
ap-group name ap-group2
regulatory-domain-profile domain1
radio 0
vap-profile wlan-net2 wlan 1
radio 1
vap-profile wlan-net2 wlan 1
ap-id 0 type-id 144 ap-mac 9cb2-e82d-5110 ap-sn 2102353VUR1T0N5119339
ap-name AP3
ap-group ap-group2
provision-ap
#
return

7.4.3 SW-Core fic &

ISoftware Version V200R021C00SPC100
#
sysname SW-Core
#
vlan batch 100 to 101 200 to 201
#
http server-source -i MEth0/0/1
#
interface Vlanif1
#
interface Vlanif100
ip address 10.23.100.254 255.255.255.0
#
interface Vlanif200
ip address 10.23.200.254 255.255.255.0
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2
port link-type trunk
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port trunk allow-pass vlan 200 to 201
#
interface MultiGEO/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101 200 to 201
#
interface NULLO
#
ip route-static 10.23.101.0 255.255.255.0 10.23.100.1
ip route-static 10.23.201.0 255.255.255.0 10.23.200.1
#
return

7.4.4 SW-Access Bfic&

ISoftware Version V200R021C00SPC100
#
sysname SW-Access
#
vlan batch 100 to 101 200 to 201
#
interface Vlanif1
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/3
port link-type trunk
port trunk pvid vlan 200
port trunk allow-pass vlan 200 to 201
#
interface MultiGEO/0/4
shutdown
#
interface MultiGE0/0/5
shutdown
#
interface MultiGE0/0/6
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shutdown
#
interface MultiGEO/0/7
shutdown
#
interface MultiGEO/0/8
shutdown
#
interface MultiGEO/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101 200 to 201
#
interface NULLO
#
return

7.5 BEW

HAERIES MRS BEERNRZERE, BRE, £RERBEFENIHMRERSHITS
hEs?

P2y a—N
SELER:

NREHFRIRE AP LB ENRERER, KinFAiLEIF TN,
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8.1 LA/ 4R
8.1.1 XTF7ALLE

PSS 3 G OB NN B

8.1.2 LG BRY
o EiE WLAN SHREAEXEE .
o EiE WLAN STESAAMEXECE
o 4R WLAN GEi9EHEXEE
o Zi2 WLAN AP CAC IRERIHEXECE .

8.1.3 SCIGZAMN A

BREERXRARAIECE,

I REEIR RE IR AR EMEE

GEO/0/1 MultiGED/0/1
= EOEEET .

WAC1
SW-Access
GE0/0/0
AP1 AP2
(FIT AP) (FIT AP)

C

MultiGE0Q/0/2

MultiGED/0/9

MultiGED/0/9

GEO0/0/0 GE0/0/0

(D) =y

< <
4 =
STA

-1 S RERESEI RS N
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HUAWEI
8.1.4 SCIOFLK!
28-1 VLAN #1%
2T i i W E-Sa VLANS ¥
PVID:1
MultiGEOQ/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Core
PVID:1
MultiGEQ/0/9 Trunk
Allow-pass: VLAN 100 101
PVID:1
MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEO/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Access
PVID:100
MultiGEO/0/2 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEQ/0/3 Trunk
Allow-pass: VLAN 100 101
PVID:1
WAC1 GEO0/0/1 Trunk
Allow-pass: VLAN 100 101
%8-2 IP iR
" imM IPitiiE
Vlanif100 10.23.100.254/24
SW-Core
Vlanif101 10.23.101.254/24
WAC1 Vlanif100 10.23.100.1/24
728-3 WLAN ASSE30%
WLANYKSS e
HRER BEEER
BIBVLAN 100
S$SVLAN 101
APZH ap-group1
VAPIEHR wlan-net
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LZER wlan-net
R WPA/WPA2+PSK+AES
BRI a12345678
SSIDI&E#R wlan-net
SSID wlan-net

8.2 SLIFERHECE

8.2.1 BcERER
1 EEEMMNERE, ROKFEAN_"E. = EE#&.
2EE AP E2,
3.BCE WLAN IS5,
ABRCEEE. SMEBhEEE .
5. ESE SAMINEE .
6. BB ITE
7.BCERIF CAC IhRE,

8.2.2 BB IE

S EEEMME. AP B, TS

# WEELBESE 12255 (RESE ) PSR 1~-58 5, HAREER,
£/ 2 RESHLAN

# BESHRAMERN auto 5, HREBOBMEATIEDERA 1440 S,

‘ [WACT-wlan-view] calibrate enable auto

# FFIS£/S DFA IHEE, TURITHRAIAMIEEZL auto-switch &,

‘ [WAC1-wlan-view] calibrate flexible-radio auto-switch

# 15 24G SRFFTREE. IERNSEEINEE.

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] radio 0
[WAC1-wlan-group-radio-ap-group1/0] calibrate auto-channel-select enable
[WAC1-wlan-group-radio-ap-group1/0] calibrate auto-txpower-select enable
[WAC1-wlan-group-radio-ap-group1/0] quit

# £ 5G SMRFEEE. &, HEISEEINE. (FEISEENT 56 FHIER )
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[WAC1-wlan-view] ap-group name ap-group
[WAC1-wlan-ap-group-ap-group1] radio 1
[WAC1-wlan-group-radio-ap-group1/1] calibrate auto-channel-select enable
[WAC1-wlan-group-radio-ap-group1/1] calibrate auto-txpower-select enable
[WAC1-wlan-group-radio-ap-group1/1] calibrate auto-bandwidth-select enable
[WAC1-wlan-group-radio-ap-group1/1] quit

# FEIRRARSHSTEMN .

[WAC1-wlan-view] calibrate manual startup

Warning: The operation may cause business interruption, continue? [y/n]: y

L3 BREMESH

# {£8E VAP RSIESHINEE. (REBR TEEMEE)

[WAC1-wlan-view] vap-profile name wlan-net
[WAC1-wlan-vap-prof-wlan-net] undo band-steer disable

[WACT1-wlan-vap-prof-wlan-net] quit

# G RRM &R, BECEINESMSH . BREENBPEGEIAIIR 90 4, 56 AR GEEI IR
79 80%, 5G {f£5ca9 SNR #2441 IFEF9 18 dB.,

[WAC1-wlan-view] rrm-profile name wlan-rrm
[WAC1-wlan-rrm-prof-wlan-rrm] band-steer balance start-threshold 90
[WAC1-wlan-rrm-prof-wlan-rrm] band-steer balance gap-threshold 80
[WAC1T-wlan-rrm-prof-wlan-rrm] band-steer snr-threshold 18

# SUESHIENR, 51F RRM &R,

[WACT1-wlan-view] radio-2g-profile name wlan-2g
[WAC1-wlan-radio-2g-prof-wlan-2g] rrm-profile wlan-rrm
[WACT-wlan-radio-2g-prof-wlan-2g] quit
[WACT-wlan-view] radio-5g-profile name wlan-5g
[WAC1-wlan-radio-5g-prof-wlan-5g] rrm-profile wlan-rrm
[WAC1-wlan-radio-5g-prof-wlan-5g] quit

# 9% 2G §HatENR “wlan-2g” S|HZE AP fHAY radio 0 #, %5 5G §H5iitENR “wlan-5g” 5|H
Z AP 2BAY radio 1 #1,

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] radio-2g-profile wlan-2g radio 0
Warning: This action may cause service interruption. Continue?[Y/N] y
[WAC1-wlan-ap-group-ap-group1] radio-5g-profile wlan-5g radio 1
Warning: This action may cause service interruption. Continue?[Y/N] y

TR A4 BERHIYE

# BLEETRPHRIEIESREIIEINGE. BRE STARRRKIIRA 124, ZEIIRA S &
TRHEIEARM T RSSI FE-63 dBm.,

[WAC1-wlan-view] rrm-profile name wlan-rrm
[WACT-wlan-rrm-prof-wlan-rrm] undo sta-load-balance dynamic disable
[WAC1T-wlan-rrm-prof-wlan-rrm] sta-load-balance dynamic sta-number start-threshold 12
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[WAC1-wlan-rrm-prof-wlan-rrm] sta-load-balance dynamic sta-number gap-threshold number 5
[WAC1-wlan-rrm-prof-wlan-rrm] sta-load-balance dynamic rssi-threshold -63
[WAC1-wlan-rrm-prof-wlan-rrm] quit

L'/ 5 FEEBERF CACIIA

# BeEFIP CAC IhBE, FIFETFRFEEY CAC IhRE, ECEIRAFIENFSELT S 40; FTHES
ESZIRZZILENIDAE, EcE SNREESN 13 dB,

# ERSENEIRIARSE BRI SSID RITNEE.

[WAC1-wlan-view] rrm-profile name wlan-rrm

[WAC1-wlan-rrm-prof-wlan-rrm] uac client-number enable
[WAC1-wlan-rrm-prof-wlan-rrm] uac client-number threshold access 40 roam 40
[WAC1-wlan-rrm-prof-wlan-rrm] uac client-snr enable
[WAC1-wlan-rrm-prof-wlan-rrm] uac client-snr threshold 13
[WAC1-wlan-rrm-prof-wlan-rrm] uac reach-access-threshold hide-ssid

[WAC1-wlan-rrm-prof-wlan-rrm] quit

8.3 Z55RIGIE

8.3.1 & RRM i&R(E R
# £ WAC1 E&Z& RRM EIRIECEEE, TR,

[WAC1] display rrm-profile name wlan-rrm

Retransmission rate threshold for trigger channel/power select(%) : 60
Noise-floor threshold for trigger channel/power select(dBm) : -75

Calibrate tpc threshold(dBm): : -60
Maximum 2.4G calibration TX power(dBm) 1127
Maximum 5G calibration TX power(dBm) 1127
Minimum 2.4G calibration TX power(dBm) :9
Minimum 5G calibration TX power(dBm) :12
Calibrate retransmission rate check interval(min) 01

Calibrate retransmission rate check traffic threshold(kbps) : 1250

Airtime fairness schedule : disable
Dynamic adjust EDCA parameter : disable
Dynamic EDCA be-service threshold 16

UAC check client's SNR : enable
UAC client's SNR threshold(dB) 113

UAC check client number : enable
UAC client number access threshold : 40

UAC client number roam threshold 140
Action upon reaching the UAC threshold : SSID hide
Band steer deny threshold :0

Band steer SNR threshold(dB) :18

Band balance start threshold

: 90
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Band balance gap threshold(%)

Client's band expire based on continuous probe counts

Station load balance
Station load balance mode
Station load balance RSSI threshold(dBm)

Station load balance RSSI-diff-gap threshold(dBm)

Station load balance sta-number start threshold

Station load balance sta-number gap threshold(percentage)
Station load balance sta-number gap threshold(number)

Station load balance deauth fail times
Station load balance BTM fail times
Station load balance steer-restrict restrict time(s)

Station load balance steer-restrict probe threshold
Station load balance steer-restrict auth threshold

Station load balance probe-report interval(s)
BSS color switch

Spatial reuse switch

Smart-roam

Smart-roam Al mode

Smart-roam quick kickoff

Smart-roam check SNR

Smart-roam quick kickoff check SNR
Smart-roam check rate

Smart-roam quick kickoff check rate
Smart-roam standing SNR threshold(dB)
Smart-roam SNR quick-kickoff-threshold(dB)
Smart-roam rate threshold (%)

Smart-roam rate quick-kickoff-threshold(%)
Smart-roam high level SNR margin(dB)
Smart-roam low level SNR margin(dB)
Smart-roam SNR check interval(s)

Smart-roam unable roam client expire time(min)
Smart-roam quick-kickoff SNR check interval(ms)
Smart-roam quick-kickoff SNR P-N observe time
Smart-roam quick-kickoff SNR P-N qualify time
Smart-roam advanced scan

Smart-roam quick-kickoff back off time

AMC policy

High density AMC optimize

Antenna-mode

SFN roam check high threshold(dBm)

SFN roam check low threshold(dBm)

SFN roam check interval(ms)

SFN roam report interval(ms)

SFN roam check rssi-accumulate threshold(dB)
SFN roam check sta-holding times

SFN roam check gap-rssi(dB)

SFN roam check better-times

5180

: 80

:35

: enable
: sta-number
:-63

:5
112

:5

1120

: enable
: enable
: enable
: enable
: enable
: enable
: enable
: disable
: disable
120
215
: 20
: 20
215
16
13
: 120
: 500
16
14
: enable
160
: auto-balance
: disable
: omnidirection
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DFS smart select : enable
DFS recover delay time(min) :0
Multimedia air optimize

Switch : disable
Voice threshold : 30
Video threshold : 100
Voice downlink-slice-ratio : medium
Video downlink-slice-ratio : medium
Voice downlink-delay-guarantee : medium
Video downlink-delay-guarantee : medium
Congestion-control tcp-window-tuning switch : enable
Rate limit dynamic interval :5
Rate limit dynamic threshold : 80

8.3.2 BE 2G FHEIRIZE
# £ WACT EBE 2G SHMERIIECEES, WTFR.

[WAC1] display radio-2g-profile name wlan-2g
Radio type : 802.11ax
Power auto adjust : disable
Beacon interval(TUs) : 100
Beamforming switch : disable
Support short preamble : support
Fragmentation threshold(Byte) : 2346
Channel switch announcement : enable
Channel switch mode : continue
Guard interval mode : short
802.11ax Guard interval mode : dot8
A-MPDU switch : enable
HT A-MPDU length limit :3
A-MSDU switch : auto
RTS-CTS-mode : rts-cts
RTS-CTS-threshold : 1400
802.11bg basic rate 012
802.11bg support rate 112569111218 24 36 48 54
Multicast rate 2.4G : auto adapt
Interference detect switch : enable
Co-channel frequency interference threshold(%) 160
Adjacent-channel frequency interference threshold(%) : 60
Station interference threshold 125
WMM switch : enable
Mandatory switch : disable

Auto-off start time
Auto-off end time
Auto-off time-range
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: signal-strength

Utmost power switch : auto
Rrm-profile : wlan-rrm
Air-scan-profile : default
Smart-antenna : default
Agile-antenna-polarization : disable

CCA threshold(dBm) T -

High PER threshold (%) : 80
Low PER threshold (%) : 20
Training interval(s) : auto
Training mpdu num : 640
Throughput trigger training threshold (%) 210
Autonavigation roam optimize beacon interval(TUs): 60
VIP user bandwidth reservation ratio (%) 120

AC VO 3 2
AC VI 4 3

AC BE 6 4
AC BK 10 4

ECWmax ECWmin AIFSN TXOPLimit(32us) Ack-Policy

47 normal
94 normal
normal

normal

5182

Lo

8.3.3 &BE 5G SIiEIR(EE

(=1

# £ WAC1 L&EZE 56 HEIRNEEREE, TR,

[WAC1] display radio-5g-profile name wlan-5g

Radio type : 802.11ax
Power auto adjust : disable
Beacon interval(TUs) : 100
Beamforming switch : disable
Fragmentation threshold(Byte) : 2346
Channel switch announcement : enable
Channel switch mode : continue
Guard interval mode : short
802.11ax guard interval mode : dot8
A-MPDU switch : enable
HT A-MPDU length limit :3

VHT A-MPDU length limit 27
A-MSDU switch : auto
VHT A-MSDU Max frame number 12
RTS-CTS-mode : RTS-CTS
RTS-CTS-threshold : 1400
802.11a basic rate 161224
802.11a support rate 169121824 364854
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Multicast rate 5G : auto adapt
VHT mcs :99999999
Interference detect switch : enable
Co-channel frequency interference threshold(%) : 60
Adjacent-channel frequency interference threshold(%) : 60
Station interference threshold : 25
WMM switch : enable
Mandatory switch : disable

Auto-off start time
Auto-off end time
Auto-off time-range
WiFi-light mode

: signal-strength

Utmost power switch : auto
Rrm-profile : wlan-rrm
Air-scan-profile : default
Smart-antenna : default
Agile-antenna-polarization : disable

CCA threshold(dBm) -

High PER threshold (%) : 80
Low PER threshold (%) : 20
Training interval(s) :auto
Training mpdu num 1640
Throughput trigger training threshold (%) 210
Autonavigation roam optimize beacon interval(TUs): 60
VIP user bandwidth reservation ratio (%) : 20

ECWmax ECWmin AIFSN TXOPLimit(32us) Ack-Policy

AC VO 3 2 1 47 normal
AC VI 4 3 1 94 normal

AC BE 6 4 3 0 normal
AC_BK 10 4 7 0 normal

51831

8.3.4 EEIHIHIINEER
# 1E WAC FEESBSHIORSIER, BRCHmsemE, T,

[WAC1] display radio all

Info: This operation may take a few seconds. Please wait for a moment.done.
CH/BW:Channel/Bandwidth

CE:Current EIRP (dBm)

ME:Max EIRP (dBm)

CU:Channel utilization

ST:Status

WM:Working mode (normal/monitor/monitor dual-band-scan/monitor proxy dual-band-scan)
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AP ID Name RfID Band Type ST CH/BW CE/ME STA Ccu WM
0 AP1 O 24G  11ax on 1/20M 9/29 0 15% normal
0 AP1 1 5G 11ax on 56/20M 12/30 0 5% normal
1 AP2 O 24G  11ax on 6/20M 9/29 0 20% normal
1 AP2 1 5G 11ax on 44/20M 12/30 0 5% normal
2 AP3 O 24G  11ax on 11/20M 9/29 0 33% normal
2 AP3 1 5G 11ax on 161/20M 12/30 1 6% normal
Total:6

1841

8.4 FLES®E
8.4.1 WAC1 tie&

Software Version V200R021C00SPC100
#
defence engine enable
sysname WAC1
#
http timeout 10080
http secure-server ssl-policy default_policy
http secure-server server-source -i Vlanif100
http server enable
#
vlan batch 100 to 101
#
stp enable
#
authentication-profile name default_authen_profile
authentication-profile name dot1x_authen_profile
authentication-profile name mac_authen_profile
authentication-profile name macportal_authen_profile
authentication-profile name portal_authen_profile
#
management-port isolate enable
management-plane isolate enable
#
diffserv domain default
#
radius-server template default
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif100
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ip address 10.23.100.1 255.255.255.0
management-interface
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source interface vlanif100
capwap dtls psk %A%#EIVsXIhYudYZ2_GA4#DzXA@:RKV34&REZ}|-y_1mY%A%#
capwap dtls inter-controller psk %/%#{9Wo07!%#BFZ<@EQ|JG>Rp<|47s,v>YPa.#AJA9%%#
capwap dtls no-auth enable
#
wlan
calibrate flexible-radio auto-switch
temporary-management psk %A\%#PwWFE@vw_"@\n9{>}k<,-;9CD7K;0/%e,LB)9,AFX%A%#
ap username admin password cipher %"\%#PBMhAQ{@}1q,vb:X0*) B\.KXW7QH=0gpvg'K*Y) 1%/ %#
traffic-profile name default
security-profile name default
security-profile name wlan-net

security wpa-wpa2 psk pass-phrase %A%#+POS/J(&<Mm==dL=vxXYhhlfU|YWjQH}) Q<WoUTU%"%##
aes

security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net

ssid wlan-net
vap-profile name default
vap-profile name wlan-net

service-vlan vlan-id 101

ssid-profile wlan-net

security-profile wlan-net
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1
air-scan-profile name default
rrm-profile name default
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rrm-profile name wlan-rrm
uac reach-access-threshold hide-ssid
band-steer balance gap-threshold 80
uac client-snr enable
uac client-snr threshold 13
uac client-number enable
uac client-number threshold access 40 roam 40
band-steer balance start-threshold 90
sta-load-balance dynamic rssi-threshold -63
sta-load-balance dynamic sta-number start-threshold 12
sta-load-balance dynamic sta-number gap-threshold number 5
band-steer snr-threshold 18
radio-2g-profile name default
radio-2g-profile name wlan-2g
interference detect-enable
interference co-channel threshold 60
interference adjacent-channel threshold 60
rrm-profile wlan-rrm
interference station threshold 25
radio-5g-profile name default
radio-5g-profile name wlan-5g
interference detect-enable
interference co-channel threshold 60
interference adjacent-channel threshold 60
rrm-profile wlan-rrm
interference station threshold 25
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
ap-group name default
ap-group name ap-group1
regulatory-domain-profile domain1
radio 0
radio-2g-profile wlan-2g
vap-profile wlan-net wlan 1
radio 1
radio-5g-profile wlan-5g
vap-profile wlan-net wlan 1
calibrate auto-bandwidth-select enable
ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0
ap-name AP1
ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410
ap-name AP2

51861
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ap-group ap-group
ap-id 2 type-id 144 ap-mac 9cb2-e82d-5110
ap-name AP3
ap-group ap-group
provision-ap
#
dot1x-access-profile name dot1x_access_profile
#
mac-access-profile name mac_access_profile
#
return

8.4.2 SW-Core fid&

ISoftware Version V200R021C00SPC100
#
sysname SW-Core
#
vlan batch 100 to 101
#
dhcp enable
#
interface Vlanif1
#
interface Vlanif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface
#
interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4
#
interface MultiGEO/0/5
#
interface MultiGEO/0/6
#
interface MultiGE0/0/7
#
interface MultiGE0/0/8
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#

interface MultiGE0/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101

#

return

8.4.3 SW-Access tie&

ISoftware Version V200R021C00SPC100
#
sysname SW-Access
#
vlan batch 100 to 101
#
interface Vlanif1
#
interface MEth0/0/1

ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/3

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/9

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
return

8.5 EBZERn
SRS RET 2.4G ELEEERAR 1. 6. 11 (58, BEE: FAHLKEE1. 6. 111
ERER 2.4G A SEE,
SEXKE:
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1. 6. 11 SERT 246 RIFEBEE, TJLERESTH.
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9 = IR SELE

9.1 LIS/ M8

9.1.1 XFARLLG
ANECEGEIGFER WLAN Planner SWZERZ=HTIELZT, HBEZRPITEEK.,

9.1.2 LI HAY
o  ZEE WLAN EIMEMLIRIE
e  ZER WLAN Planner TERIEAIRIE,

9.1.3 SLIGIH=NA

RRAFEADAXIUE WLAN W8, 1ZIRERIRFRELSRINE 9-1 Frir. AHEASRTELE]
PRRBELEMER, WHZATHT (ZER ) NERTHL, R WLAN NEBEEFE
KAUFFBXE, FRElSHEK,
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BiE §¢@J 018 | perrg
% 1
B FRD AKX B o FBAK T
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£ 2] 8|
3 [ sia E3
13| X | &%= L= Z1P= [
sgEEE| = = Zsig
240 mmf&is 12 mmigEs

E9-1 WLAN Z= PRI ELR

9.1.4 guHA/ERTIE
WLAN FEEHTEIMRIEZ 4 SR SR TI7 T EIRGERS 4ER o
0.1.4.1 FTRIKEE

FRIEERERTE WLAN MERIIZESR—2, BIEMEZRYIBISEFRRS 08, WEEEH
MIREMFIRES, BRI T #IERAMEINERRITHIER.

FREMBRMRIRNIEREEEERT R, WEFRURZEFK=AE, FEERKREER

o
#+9-1 BEXRFKRIKEE checklist
TERIEAPRE] E=RfE: CN
S ELR JPGLEBIEILR, ZBIFNIKE 45K
B=HR EX e
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#9-2 WSERIKEE checklist

%192,

oy E it WEELR
BEEEEXE: ABRDAK. DAE. SNE. KIE=E
B= X EEEEXE: T
TEEEXE: #5. P4iE. 558E. (5118
FAXIE: > -65dBm
1mEERK . ‘
@ X1E: > -70 dBm
AR AKX: EAR40NIN, BREENTIAREKIREE
SINE: FBEEI0AN, BA1LIE
BEANLIRH INEINE: HEESA, BA1KiR
SEE: FHE12A, BA2&iE
PRAE., RER: BA, SABIISEiK
RURARY i8R, FHLl. Pad
AKX : 4 Mbps; FA&Z: 100%
s SiINE: 8 Mbps; HAZE: 100%
T o o oK L .
£E=: 16 Mbps; FHAR: 80%
DAE. FIE=E: 16 Mbps; FHAEZ: 100%
#9-3 TEFTERIWEE checklist
o5y T it WELER
BoEE 5 POE3ZIRH{HLER
TR E AT F5EREE
YK TeAFTRTER

0.1.4.2 HlinT &)

i TEIRIEZBERIZREERZIRMEER, TR, BEYSE. RESE. g
ISMFISSEAFER, BESENEMRFRAE AP IRE, RUEMALN . HBEEEFRIT.

9-4 BhIgEE
Bli% T BhSREETR A
EPIRHER ST —E
HAER S RAEER SIF—

BESEN2.6 m
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RERERF: 2. BESELE, WESTFKX, 28
HMNEEEIR 9240 mmiBiEEt

BRAMERIRE | SNE. DRE. 2EESHN240 mmilEEtE

ZFoKiEl, XEN=E. JigA12 mmilEEEE

HATFHUIR WLANREE B &= XIS TT IR

I SAPZ BIMEIIERCIRBINANIEE, feikES, 747

7
SRR | SRESEE TS
LN ESRE AT

9.2 SLIMFERBCE

9.2.1 FeEBIE
1RIBIBER, #HITERO.
2IRIEFR R TREIEE, HItE AP =,
3. &5 WLAN Planner &, SAERER.
4HIRE . [ERSAD .
5117 AP il
6.IFE AP S¥ . XERAE.
7T AENAIL . LS.

8HITESIHE.
QOIEEAPE, REHTESHE, HIIESEEES.
10.SH MRS .

9.2.2 LR
B RO
RIBRIEA S RIREFNTUA T8, DiTELATSE:
%9-5 MERSE
SR DHER

ESERE] CN
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FHEEL JPGLULBIELR, ZBINIKEII45K
BEHN eSS
FHBIAK: RinH1605; BEinmaask4 Mbps; F&ZX: 100%
AENE: BinHB305; BEinTm s K8 Mbps; F&Z: 100%
ek INENE: BirHBE,; BRInh e k8 Mbps; FAZE: 100%
SEE: BinH24E; REinTH K16 Mbps; FHA&FE: 80%
PRE, RIE=E: RIFHSE; 16 Mbps; FHEZR: 100%
NEBEE—TEE
. BRESEXE: —IESEE. BPMARLLK. =EPMaNE, =18
BEX
R ADAE
EEEEXE: EE
BaEEXE: >-65dBm
1maEEK EEE=X: >-70 dBm
HhtttizeE: TEK
KimERY TR, FH. Pad, XiF2*2 MIMO, 5 GHZEREESZ#540 MHz
HEBS POEZZIEM{LER
ZRAN IR T4
N ZRMNE | REL TA55FRIE, PoEEBIEEMSGEEK
ERISKIRRANE | TTAFREK

L2 REEE. HHEAPHE
HAERIFRS SHATHRINS AP FHFEORR, HEHEMXEMT AP #E.
#9-6 EAIZRIIFE SLLSITER

A EEELE
o = (ﬁbpﬁ = ERFE FEWSHEE
hHE | BRI | ABDRK | SNZE | BADRE | 8=
AKHER 50 30 0% 2% 15% 10%
1080PHISH 16 12 0% 8% 15% 10%
720PHI5H 8 4 0% 7% 15% 10%
B FERTEIRE 32 16 0% 0% 0% 10%
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== e 32 16 6% 8% 10% 10%
R TR S 8 4 21% 30% 20% 30%
hERK 2 1 8% 5% 10% 0%
DAY E, 0.512 | 0.256 35% 20% 10% 10%
VolP ( Voice ) 0.256 | 0.128 30% 30% 5% 10%
BHAPESERE (Mbps) - (iF 4 8 16 16

#&9-7 B AP HEORE

Wi-Fi 6 AP FEiREARIAFPEAT R FRSAH ZZiRE
(2.4G@20 MHz 5G@40 MHz, Lim#BZ#F Wi-Fi 6, YNZ=Eik )

_ . | BB (5G) WA (5G6) | =58 (2.4G+5G1+5G2)
FS | BPEANEE | _ i _ " _ "
EAHERGS | RAHERIR EAFH R EIRE
1 2 Mbps 56 85 141
2 4 Mbps 39 56 95
3 6 Mbps 27 38 65
4 8 Mbps 21 30 51
5 16 Mbps 12 18 30

RIBERENER, tEHREINBEXBNRAH LRI, tEIERUT:
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Campuslinsight E8Ei=4EsCLG

11.1 SCIGN4A
11.1.1 FFARLIE

ASLIGIBIEE Campusinsight HESEATF A, (53R EERBELGEHT AR TEME
BIBES .

11.1.2 =CEGHAY
o ZE4B WAC 5 Campuslinsight 3ERE %
o  THRELRH Campusinsight iZ#EIHRE,

11.1.3 SCIGZHM 123

e
[

iMaster NCE

WACT MultiGEO/0/5
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Eﬂ /of S [0/ . SW-Core
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GE0/0/0

AP1
(FIT AP)

GEO0/0/0

AP3
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ARsCIEH, AP1. AP2. AP3 HH WACT St—E1EBFIECE, Campusinsight BRS588 S0
SW-Core HEX, FREMERA 172.21.0.0/17, WAC1T 5 Campusinsight BRSS28315Exzh, 1Bl
FiztTHEEYE LIRZE Campusinsight fRS528, SERAILAUEIL Campusinsight X WLAN
MBI TR —E BT

11.1.4 SCIGHRY
%11-1 VLAN #1%1

% iwH o WE-SiS) VLANZ#
) PVID:1
MultiGEOQ/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Core . PVID:1
MultiGEQ/0/9 Trunk
Allow-pass: VLAN 100 101
MultiGEO/0/5 | Access PVID: 99
, PVID:1
MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEO/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Access
, PVID:100
MultiGEO/0/2 | Trunk
Allow-pass: VLAN 100 101
PVID:100
MultiGEO/0/3 | Trunk
Allow-pass: VLAN 100 101
PVID:1
WAC1T GEO0/0/1 Trunk
Allow-pass: VLAN 100 101
11-2 IP HshbRI
155 i | IPitahit
Vl0anif100 10.23.100.254/24
SW-Core Vl0anif101 10.23.101.254/24
Vlanifo9 172.21.39.253/17
WACT V0anif100 10.23.100.1/24
CampuslnsightiRS3 28 / 172.21.39.99/17
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%11-3 WLAN \$38501%)

552447

WLANJKSZ 2%
HEREL HiE®E
SIEBVLAN 100
AFSSVLAN 101
APZH ap-group1
VAPIERR wlan-net
RZEIER wlan-net
LR WPA/WPA2+PSK+AES
=9 a12345678
SSIDI&E#R wlan-net
SSID wlan-net

11.2 SCIG(ESSECE

11.2.1 Bc BB

1.B2E& SW-Core. SW-Access. WACT i8&HI VLAN (S E.,

2 FeEEMZIZEAT IP HIHER, RRNEER.

3TERZOHE, SW-Core FEZE DHCP BRS588, R AP BTLAIREY IP it

4.BCE Campusinsight 18X M4E, HRIRNEER.
5.B0& WLAN WS524), SCH STA AN,

6.B5CE WACT 5 Campusinsight fRSS 2885 .

71853 Web &5 Campuslinsight RSB EELIMESREIEHE

11.2.2 Bl ELE

I 1 RBEMNEEE. AP F&. BEIS

# WRESEESE 122510 (BRELR ) FRIZER 1~-2ZR 5, AFRBER,

IR 2 EE Campusinsight 5 WACT Z[EIMKREHIB

Campusinsight B9 IP A1 KRR L b EREECE TR, AL ABER

Campuslnsight t#31t5 172.21.39.99/17, M&itit2 172.21.39.253 ( f7F SW-Core £ ) o
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# BELE SW-Core B9 VLAN 2% IP #lit

[SW-Core] vlan 99

[SW-Core-vlan99] name Manage
[SW-Core-vlan99] quit

[SW-Core] interface MultiGE 0/0/5
[SW-Core-MultiGEO/0/5] port link-type access
[SW-Core-MultiGEO/0/5] port default vlan 99
[SW-Core-MultiGEO/0/5] quit

[SW-Core] interface Vlanif 99
[SW-Core-Vlanif99] ip address 172.21.39.253 17
[SW-Core-Vlanif99] quit

# BoE WACT BIBNAREH, T—Hkitbitgm SW-Core 1% .

‘ [WACT1] ip route-static 0.0.0.0 0.0.0.0 10.23.100.254

£ 3 FiRE SNMP HY

FE SNMP MY AIBHIRIE WACT iFI0ZE Campusinsight TSR,
# SNMPv2c 2ALZ &MY, BINEEZEAI SNMPV3 MY o

[WAC1] mgmt isolate disable

Warnning: Disabling management plane isolation may bring security risks. Are you sure you want to
continue ? [y/n]:y

[WACT] snmp-agent sys-info version v3

[WAC1] snmp-agent mib-view HCIP-test include iso

[WAC1] snmp-agent group v3 test-group privacy write-view HCIP-test notify-view HCIP-test
[WAC1] snmp-agent usm-user version v3 test-user group test-group

[WAC1] snmp-agent usm-user version v3 test-user authentication-mode sha2-256

Please configure the authentication password (<8-64>)

Enter Password: Huawei@123

Confirm password: Huawei@123

[WACT] snmp-agent usm-user version v3 test-user privacy-mode aes256

Please configure the privacy password (<8-64>)

Enter Password: Huawei@456

Confirm password: Huawei@456

# Ltk SNMP HMYRIFBFRA A test-user, TAIEZETS Huawei@123, INZEZERDH
Huawei@456, &5 Campusinsight IECE—%,

T4 FRE SFTP Y

# ECE SFTP thXAIBAHIZ(E Campusinsight BE{EFE SFTP tIMXMIRZMIEE AP EXREE.
wOEER. HEREESE,

‘ [WACT1] ssh client first-time enable

S5 EE LLDP HEIATIINY

# BoE LLDP §5i8 A MY AIBHIZE Campusinsight BEI2& IR EEHY LLDP §488 .
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[WACT1] lldp enable

[WACT] wlan

[WAC1-wlan-view] ap-system-profile name default
[WAC1-wlan-ap-system-prof-default] lldp report enable
[WAC1-wlan-ap-system-prof-default] quit

£ 6 BEASHELER

BE AT HIRINAEEMIAT IS HTTP/2 #1 UDP AR HMSGEE, R HTTP/2 1Y,
# BoE WACT I8EHY HTTP/2 tiMYEBIE

[WAC1] undo access-user syslog-restrain enable
[WAC1] wmi-server

[WAC1-wmi-server] server ip-address 172.21.39.99 port 27371
[WAC1-wmi-server] collect-item log-data interval 60
[WAC1-wmi-server] log module mid ff760000
[WAC1-wmi-server] log module mid ff5f0000
[WAC1T-wmi-server] log module mid ff630000
[WAC1-wmi-server] log module mid fff30000
[WAC1-wmi-server] log module mid ff620000
[WAC1T-wmi-server] log module mid ff050000
[WAC1-wmi-server] log module mid d0410000
[WAC1-wmi-server] log module mid ff5a0000
[WAC1-wmi-server] log module mid ff8c0000
[WAC1-wmi-server] log module mid ff5d0000
[WAC1T-wmi-server] quit

# BCE APIRFAY HTTP/2 hiXiEiE,

[WACT] wlan

[WACT-wlan-view] wmi-server name test
[WAC1-wlan-wmi-server-prof-test] server ip-address 172.21.39.99 port 27371
[WAC1T-wlan-wmi-server-prof-test] collect-item log-data interval 60
[WAC1-wlan-wmi-server-prof-test] ap log module mid FF600000
[WAC1-wlan-wmi-server-prof-test] ap log module mid D0410000
[WAC1-wlan-wmi-server-prof-test] ap log module mid FF620000
[WAC1-wlan-wmi-server-prof-test] ap log module mid FFED0O0OO
[WAC1-wlan-wmi-server-prof-test] ap log module mid FFEFO000
[WAC1-wlan-wmi-server-prof-test] ap log module mid FFF30000
[WAC1-wlan-wmi-server-prof-test] ap log module mid FF2B0000
[WAC1-wlan-wmi-server-prof-test] ap log module mid FEO11004
[WAC1-wlan-wmi-server-prof-test] quit

[WAC1-wlan-view] ap-system-profile name default
[WAC1-wlan-ap-system-prof-default] wmi-server test index 2
[WAC1-wlan-ap-system-prof-default] quit

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] ap-system-profile default
[WAC1-wlan-ap-group-ap-group1] quit
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IR 7 BB WLAN B HEEsinsuR LR
# s EBY WLAN Ml SSitaetetngiiE a0 iR ZE Campusinsight #7047 o

[WAC1] pki realm default

[WAC1-pki-realm-default] certificate-check none
[WACT1-pki-realm-default] quit

[WAC1] wmi-server

[WACT-wmi-server] collect-item device-data interval 60
[WACT-wmi-server] collect-item interface-data interval 60
[WAC1-wmi-server] collect-item cpcar-data interval 60
[WACT-wmi-server] collect-item security-data interval 60
[WAC1-wmi-server] quit

[WACT] wlan

[WACT-wlan-view] wmi-server name test
[WAC1-wlan-wmi-server-prof-test] report-interval 60
[WAC1T-wlan-wmi-server-prof-test] collect-item device-data interval 60
[WAC1-wlan-wmi-server-prof-test] collect-item radio-data interval 60
[WACT1-wlan-wmi-server-prof-test] collect-item ssid-data interval 60
[WACT1-wlan-wmi-server-prof-test] collect-item terminal-data interval 60
[WAC1-wlan-wmi-server-prof-test] collect-item non-wifi-data interval 60
[WAC1-wlan-wmi-server-prof-test] quit

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] radio 0
[WACT1-wlan-group-radio-ap-group1/0] wids device detect enable
[WAC1-wlan-group-radio-ap-group1/0] spectrum-analysis enable
[WAC1-wlan-group-radio-ap-group1/0] channel-monitor enable
[WAC1-wlan-ap-group-ap-group1] radio 1
[WAC1-wlan-group-radio-ap-group1/1] wids device detect enable
[WAC1-wlan-group-radio-ap-group1/1] spectrum-analysis enable
[WAC1-wlan-group-radio-ap-group1/1] channel-monitor enable
[WAC1-wlan-group-radio-ap-group1/1] quit
[WAC1-wlan-ap-group-ap-group1] quit

[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] ap-system-profile default
[WAC1-wlan-ap-group-ap-group1] quit

IR 8 FELE Campusinsight BRS358

# &F Campusinsight, FEEZBAEE “&HR” TR Ui I, SE R
hn” #&=$H,
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VAR X,

# IR, BIRA “HCP-test” , XI=)9 “Global” , AEmE “HE” -

# R “R/R > B%RE” , /& EINRE” , &F ‘8N .
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® BhimEE v

BRI

# REEWITSHTECE  IP #Eht)9 WACT gOtBlE “10.23.100.17 , uhsa-XigiksE “HCIP-
test” , IRFABIEE “WAC” ,

# SNMP 1SGEIR “ FrhYRiE SNMP 280" , IRAIEE “v37 , Z2BEEN “test-
user” , EMMIERE “HMAC_SHA2 256" , FABTMXIEIE “AES_2567 , iw[ 161, A
P8 “Huawei@123” , INZEZREA “Huawei@456” . RaaE “BE” .

# ML EZEES WACT LEER SNMP BRE—3, EfttsHthEE—X,

~ SNMPh
BE=EEESNMPEIISE () FAuEESNMPEENSE ¢ FIERESNMPEE

O EiRiERE ey i3 N EAES VI, (EASNMPYIRE, $SEEMYHMAC SHA, HMAC_MDSHIHMAC SHA2 224 Fihilas

# MBRHRRBLEIRE, &I WACI EEEZ,
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# WACT i¥10% Campusinsight f5, EHEIEAY AP IESBRIRINZE] Campusinsight A9 AP FIjZ
4, 2E ‘TERIRE , RI=8 AP IIEEL.

# 7E “HCIP-test” SheRmRiRIIET . IR “BR > WS- , & “HCP-test” , #AF
=& “Rm7 .

iMaster NCE

# HBUEEE ‘B3, BIRECE “Building 01”7 , mdE “HE” o
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iMaster NCE

i &)

Building 01

# £ “Building_01” HFHRIEER . EF “BIR > th=-Xig” , 1%+ “Building_017 ,
AiE=E A7 .

HC( st

@ Fl Building 01

# RENKIR ‘R , SFRECEAN “First floor” , mtE “HE”
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iMaster nCE

# R /R > THIRE” , EINES=8 AP, RE=E ‘BE1 , B=8 AP BmE
“First floor” #E2h,

# KUM= AP “uhe-XiE" BRTEN “/HCIP-test/Building_01/First floor” ,
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I 9 EZE Campuslnsight iZ4E AL

BEEMIRS.

# R GRE > ST, TIUEE “HCIP-test” WmETRIRS. BEE. AFPH. A&
8. AP EX/REFXRER, FEERALTRMNEIEKEITER.

iMaster nCE

® Globa
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iMaster NCE-Campusinsight &

Il 75 g5y

eI NGB AR S | SSID

24G 5G

0
00:00 00:220 00:40 01:00 01:20 01:40 02:00 02:20 02:40 00 03:20 0340 0400 04:220 04:40 0500 05:20

AP /i
1,100.48KB £iEft: 106,343.42KB
Kbps NEE g Re

BEELLRRE.
# %R N > TERERE” , JUBELENEETINE.

BAE &/ME
94.70%  95.83%  93.42%

00:00 12:0 S 06:00 08:00

# MBI EEGE: BANRIIR. BAZN. ENXRR. E55Fi. 3=REE. &
MAFRERE,
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75
50
25

0

1
0

25
Biraa S 0

00:00

00:00

582550

01:00

01:00

01:00

01:00
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{SIEFI kR

00:00 01:00

JESGEESESH:

kR

L

00:00 01:00

BEAFIRE.
# %R “FF > BFIRE” , & “EANET REFITUBERNAFIEREE.

2SR, #ad: 260ms

HAE VIP{RE] B

# SHEAEBER MAC (LA 08-1f-71-53-90-b4 A5l ) , AILABSEEINFMARIIEIR.

St HCIP-test

ApEs

08-14-71-53-90-b4 20 (T) b

081171539004 N
TP-LINK TECHNOLOGIES CO,L 11/]‘3‘."'1753%4‘ 94,93MB
246156
@) @
172.64 Mbps

BINCLE 0

X m. RSN A @ DHCPER
A
DHCP&:% El
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11.3 Z5RIGUE
11.3.1 & WACT 89 SNMP X

# 1€ WACT E#4T display snmp-agent mib-view <, && SNMP B MIB (S8,

HCIP-WLAN V2.0 SEIIESF 48

52573

[WACT1] display snmp-agent mib-view HCIP-test
View name: HCIP-test
MIB subtree: iso
Subtree mask:
Storage type: nonVolatile
View type: included
View status: active

# £ WAC1 #1147 display snmp-agent group %<, B& SNMP fUEEE.,

[WACT1] display snmp-agent group
Group name: test-group
Security model: v3 AuthPriv
Readview: ViewDefault
Writeview: HCIP-test
Notifyview: HCIP-test
Storage type: nonVolatile

Total number is 1

# 1€ WACT 4T display snmp-agent usm-user &5<, && SNMP lIEFEE.,

[WACT1] display snmp-agent usm-user
User name: test-user
Engine ID: 800007DB039CB2E8B5A224
Group name: test-group
Authentication mode: sha2-256, Privacy mode: aes256
Storage type: nonVolatile
User status: active

Total number is 1

11.3.2 & WACT B9 VAP B
# 1€ WACT #1147 display vap all §5%, && VAP (8.,

[WACT1] display vap all

Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type STA SSID

0 AP1 0 1 9CB2-E82D-54F0 ON WPA/WPA2-PSK 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON WPA/WPA2-PSK 1 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON WPA/WPA2-PSK 0 wlan-net
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1 AP2 1 1 9CB2-E82D-5420 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON WPA/WPA2-PSK 0 wlan-net
2 AP3 1 1 9CB2-E82D-5120 ON WPA/WPA2-PSK 1 wlan-net

Total: 6

114 BEiES=E
11.4.1 WAC1 e &

Software Version V200R021C00SPC100
#
defence engine enable
sysname WAC1
#
http timeout 10080
http secure-server ssl-policy default_policy
http secure-server server-source -i Vlanif100
http server enable
#
vlan batch 100 to 101
#
stp enable
#
management-port isolate enable
management-plane isolate enable
#
mgmt isolate disable
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif100
ip address 10.23.100.1 255.255.255.0
management-interface
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
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interface NULLO
#
snmp-agent local-engineid 800007DB039CB2E8B5A224
snmp-agent group v3 test-group privacy write-view HCIP-test notify-view HCIP-test
snmp-agent mib-view HCIP-test include iso
snmp-agent usm-user version v3 test-user
snmp-agent usm-user version v3 test-user group test-group
snmp-agent usm-user version v3 test-user authentication-mode sha2-
256 %/"\%#D~DQT_u@3&)9hQ=w|Y)IgQC6UOb-A,$Qj{:_f<eH% %#
snmp-agent usm-user version v3 test-user privacy-mode
aes256 %N%#]W!IAG{&Y1Tx4&s,{ex:0Be2EE{ Pw(V$%"&zwwQC%A%7#
snmp-agent
#
ssh server-source -i Vlanif100
ssh client first-time enable
sftp server enable
stelnet server enable
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source interface vlanif100
capwap dtls psk %A%#EIVsXIhYudYZ2_GA4#DzXA@:RKV34&REZ}|-y_1mY%A%#
capwap dtls inter-controller psk %A%#{9Wo07!%#BFZ<@EQ|:JG>Rp<|47s,v>YPa.#A1]JA9%N%#
capwap dtls no-auth enable
#
wmi-server
server ip-address 172.21.39.99 port 27371
collect-item device-data interval 60
collect-item log-data interval 60
collect-item security-data interval 60
collect-item cpcar-data interval 60
log module mid ff760000 name WEB
log module mid ff5f0000 name DOT1X
log module mid ff630000 name CM
log module mid fff30000 name WLAN
log module mid ff620000 name DHCP
log module mid ff050000 name IFPDT
log module mid d0410000 name SHELL
log module mid ff5a0000 name AAA
log module mid ff8c0000 name ENTITYTRAP
log module mid ff5d0000 name AM
#
wmi-server2
#
wlan
calibrate flexible-radio auto-switch
temporary-management psk %A%#PwFE@vw_"@\n9{>}k<,-;9CD7K;0/%e,LB)9,AFX%"%#
ap username admin password cipher %A\%#PBMhAQ{@}1q,vb:X0*) B\.KXW7QH=0gpvg'K*Y) 1%/ %#
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traffic-profile name default
security-profile name default
security-profile name wlan-net
security wpa-wpa2 psk pass-phrase %/7%#914c;d4z)+#$)D3kxgr@w>*(.LIMo~Sf}H8U2\c[E%"\%# aes
security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net
vap-profile name default
vap-profile name wlan-net
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
wmi-server name test
server ip-address 172.21.39.99 port 27371
collect-item device-data interval 60
collect-item radio-data interval 60
collect-item terminal-data interval 60
collect-item log-data interval 60
collect-item non-wifi-data enable
ap log module mid FF2B0O000
ap log module mid FE011004
ap log module mid FF600000 name PORTAL
ap log module mid D0410000 name SHELL
ap log module mid FF620000 name DHCP
ap log module mid FFEDOOOO name SEA
ap log module mid FFEFO000 name WSRV
ap log module mid FFF30000 name WLAN
ap-system-profile name default
lldp report enable
wmi-server test index 2
port-link-profile name default
wired-port-profile name default
ap-group name default
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ap-group name ap-group
regulatory-domain-profile domain1
radio 0
vap-profile wlan-net wlan 1
wids device detect enable
spectrum-analysis enable
channel-monitor enable
radio 1
vap-profile wlan-net wlan 1
wids device detect enable
spectrum-analysis enable
channel-monitor enable
ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0 ap-sn 2102353VUR10N5119370
ap-name AP1
ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410 ap-sn 2102353VURT0N5119363
ap-name AP2
ap-group ap-group1
ap-id 2 type-id 144 ap-mac 9cb2-e82d-5110 ap-sn 2102353VURT0N5119339
ap-name AP3
ap-group ap-group1
provision-ap
#
return

11.4.2 SW-Core fig &

ISoftware Version V200R021C0O0SPC100
#
sysname SW-Core
#
vlan batch 99 to 101
#
dhcp enable
#
vlan 99
name Manage
#
interface Vlanif1
#
interface Vlanif99
ip address 172.21.39.253 255.255.128.0
#
interface V0anif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface
#
interface Vlanif101
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ip address 10.23.101.254 255.255.255.0
dhcp select interface

#

interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0

#

interface MultiGE0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101

#

interface MultiGE0O/0/5
port link-type access
port default vlan 99

#

interface MultiGEO/0/6

#

interface MultiGEO/0/7

#

interface MultiGE0/0/8

#

interface MultiGEO/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101

return

11.4.3 SW-Access Bt &

ISoftware Version V200R021CO0SPC100
#
sysname SW-Access
#
vlan batch 100 to 101
#
interface Vlanif1
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlan 100 to 101
#
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interface MultiGE0/0/3

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/9

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
return

11.5 BE
LIASLIGSEEE Campusinsight SEEXI &M EHITEBEIGYE, BEE, HebEHERTESR
=AU (WAC Web Rl ) BIRLELE?
SELER:
ARIEeJE: ETF Telemetry REIERE, BRFPESNASHZIKRIEATIM
DB EMIERFIFIREREMN: BETFSELZ . ABUIBXBHFERBEKE; KPI XD
O EIRL, BEEMETIRE
PILETM ARG : @i Al et AP BIREIEE, TR MEZATUNIME R o
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1 2 BEAFE SR AL

12.1 LGN 4R

12.1.1 XFASLIE

AL BIN EFLRATIEHITHIE, (EXREENEHEN—RSG X,

12.1.2 LIS BERY
o  IHAMIERNIMSKIEXREE
o  ERHAIEMIENSE

12.1.3 SEEGZHM 1B

¢
[

iMaster nCE

WAC1

Eil GEO0/0/1

MultiGEO/0/4

MultiGEO/0/1
. SW-Core

MultiGEO/0/9

MultiGEO/0/9

SW-Access

MultiGEO/0/2

GE0/0/0

GEO/0/0 GE0/0/0

AP1
(FIT AP)

°
=
=

AP3
(FIT AP)

Y i

S—

L1

STA

°
=
=

E12-1 BEHFE RS SCI R NE
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%12-1 VLAN #ix1

552653

RE i WP Sl VLANZ#{
PVID:1
MultiGEOQ/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Core . PVID:1
MultiGEQ/0/9 Trunk
Allow-pass: VLAN 100 101
MultiGEQ/0/4 | Access PVID: 99
PVID:1
MultiGEO/0/9 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEO/0/1 Trunk
Allow-pass: VLAN 100 101
SW-Access
, PVID:100
MultiGEO/0/2 | Trunk
Allow-pass: VLAN 100 101
_ PVID:100
MultiGEQ/0/3 Trunk
Allow-pass: VLAN 100 101
PVID:1
WAC1 GEO0/0/1 Trunk
Allow-pass: VLAN 100 101
212-2 |P Mkl
15331 ] IPithit
Vl0anif100 10.23.100.254/24
SW-Core Vl0anif101 10.23.101.254/24
Vl0anif99 172.21.39.253/17
WACT Vl0anif100 10.23.100.1/24
iMaster NCE-Campus / 172.21.39.88/17

%12-3 WLAN W'SSS550%1

WLANIEZ 2¥
ERIEL pREE AR
EIEVLAN 100
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AF$SVLAN 101
APZH ap-group1
VAPE#R wlan-net
REIEIR wlan-net
TR OPEN
SSID#&EHR wlan-net
SSID wlan-net

RADIUSINUMES Z&FR: radius_huawei
RADIUSIHE S EETR: schemel
RADIUSIRSEZ 1R ZFR: radius_huawei, Erb:
RADIUSIAIES%{ | IPHbit: 172.21.39.88

NERAS: 1812

ITEiRAS: 1813

HZ=F4H: Huawei@123

BFR: abc

PortalfRS3884& R | IPHEIE: 172.21.39.88

PortabAIERZ%$A: Huawei@123

BFR: portall
ARERYIENR: PortalfRS3281& Rabc

FINEMINENR | BFR: default_free_rule

B p

AREREIRFIAIE S Z::

Portal#E \1&HRportall

PINNZ 1 RADIUSERSS s t&Hradius_huawei
RADIUSIAIESS Zradius_huawei
RADIUSIHZ 53 scheme
FBINENERdefault_free_rule

PortaliE N5t
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12.2 SCUG{FSBBCE
12.2.1 BcE I

1.SATECE.
2 AR ISR THES -

12.2.2 BLEEEIE

LR BAWES

# B\ WACT B9FRERE .

HCIP-WLAN V2.0 LI5S 526731

Software Version V200R021C00SPC100
#
defence engine enable
sysname WAC1
#
vlan batch 100
#
authentication-profile name p1
authentication-scheme radius_huawei
accounting-scheme scheme
radius-server radius_huawei
#
web-auth-server server-source all-interface
#
management-port isolate enable
management-plane isolate enable
#
radius-server template default
radius-server template radius_huawei
radius-server shared-key cipher %A%#]gR#5-y9p=z#}}Pk4-L;WGPdIm[,VBkhjz&Wf<G%%%#
radius-server authentication 172.21.39.88 1812 source Vlanif 100 weight 80
radius-server accounting 172.21.39.88 1813 source Vlanif 100 weight 80

radius-server authorization 172.21.39.88 shared-key cipher %/%#5jF1YZq(*OsX-2U&P}A<]IXH,|-
r15kUd$G}=]"%"%# server-group radius_huawei

radius-server authorization server-source all-interface
#
url-template name url1
url https://172.21.39.88:8445/portal
url-parameter redirect-url redirect-url ssid ssid user-ipaddress userip user-mac usermac device-ip ac-ip
#
web-auth-server abc
server-ip 172.21.39.89
port 50100
shared-key cipher %/\%#N[ePT/10_2@zKz/>v:dTE_H%#s@Cy<{-|g:s'&\8%"%#
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url-template url1
source-ip 10.23.100.1
#
portal-access-profile name portali
web-auth-server abc direct
#
portal-access-profile name portal_access_profile
#
aaa
authentication-scheme radius_huawei
authentication-mode radius
accounting-scheme scheme!
accounting-mode radius
accounting realtime 3
local-aaa-user password policy administrator
domain default
authentication-scheme default
accounting-scheme default
radius-server default
domain default_admin
authentication-scheme default
accounting-scheme default
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif100
ip address 10.23.100.1 255.255.255.0
management-interface
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source interface vlanif100

capwap dtls psk %A%#EIVsXIhYudYZ2_G4#DzXA@:RKV34&REZ}-y_1mY%A%#
capwap dtls inter-controller psk %A%#{9Wo07!%#BFZ<@EQ|.JG>Rp<|47s,v>YPa.#A\JA9%%#

capwap dtls no-auth enable

552683
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#
wlan
calibrate flexible-radio auto-switch

temporary-management psk %A\%#PwWFE@vw_"@\n9{>}k<,-;9CD7K;0/%e,LB)9,AFX%"%#

52603

ap username admin password cipher %"\%#PBMhAQ{@}1q,vb:X0*) B\.KXW7QH=0gpvg'K*Y) 1%/ %#

traffic-profile name default
security-profile name default
security-profile name wlan-net
security open
security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net
vap-profile name default
vap-profile name wlan-net
forward-mode tunnel
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
authentication-profile p1
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
ap-group name default
ap-group name ap-group1
regulatory-domain-profile domain1
radio 1
radio disable
ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0 ap-sn 2102353VUR1T0N5119370
ap-name AP1
ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410 ap-sn 2102353VURT0N5119363
ap-name AP2

ap-group ap-group]
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ap-id 2 type-id 144 ap-mac 9cb2-e82d-5110 ap-sn 2102353VURT0N5119339
ap-name AP3
#
return

282700

# B SW-Core BIFRECE -

ISoftware Version V200R021C00SPC100
#
sysname SW-Core
#
vlan batch 99 to 101
#
dhcp enable
#
vlan 99
name Manage
#
interface Vlanif1
#
interface Vlanif99
ip address 172.21.39.253 255.255.128.0
#
interface Vlanif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface
#
interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGEO/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4
port link-type access
port default vlan 99
#
interface MultiGE0/0/5
#
interface MultiGE0/0/6
#
interface MultiGE0/0/7
#
interface MultiGE0/0/8
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#
interface MultiGE0/0/9

port link-type trunk

port trunk allow-pass vlan 100 to 101
return

2711

# B\ SW-Access HIFRECE .

ISoftware Version V200R021C0O0SPC100
#
sysname SW-Access
#
vlan batch 100 to 101
#
interface Vlanif1
#
interface MEth0/0/1

ip address 192.168.1.253 255.255.255.0
#
interface MultiGEO/0/1

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/3

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/9

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
return

# INERSBBFEESET 6.22 (RELER ) PHLR 7 —X, ALBRABHER,

2 HIENE: BnTEERIITLES

# TE STA LR SSID 55, RUHARERE “wlan-net” NELES, WNFEHEAPE

BEZ L%, T WACT HBIT:

[WAC1] display ap all
Total AP information:
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nor :normal [3]
Extralnfo : Extra information
ID MAC Name Group IP Type State STA Uptime Extralnfo

0 9cb2-e82d-54f0 AP1 ap-group1 10.23.100.225 AirEngine5761-11 nor 0 10M:12S -
1 9cb2-e82d-5410 AP2 ap-group1 10.23.100.214 AirEngine5761-11 nor 0 9M:42S -
2 9cb2-e82d-5110 AP3 default 10.23.100.117 AirEngine5761-11 nor 0 10M:16S -

Total: 3

# RO=8 APIIE L%, (BR2HEH AP3 HKRET “ap-groupl” B, ATHRREEL WACI
TARZE AP BURIEZ—, LERAFEIE AP3 XIS ZEIEFRAY AP AR, EEWNT:

[WACT] wlan

[WAC1-wlan-view] ap-id 2

[WAC1-wlan-ap-2] ap-group ap-group1

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, Whether to continue? [Y/N]: y

Info: This operation may take a few seconds. Please wait for a moment.. done.

[WAC1-wlan-ap-2] quit

# BIREE, RKN=68 APIET “ap-group1” H, HHEIEE %,

[WAC1] display ap all
Total AP information:
nor :normal [3]
Extralnfo : Extra information

ID MAC Name Group IP Type State STA Uptime Extralnfo
0 9cb2-e82d-54f0 AP1 ap-groupl 10.23.100.225 AirEngine5761-11 nor 0 17M:12S -
1 9cb2-e82d-5410 AP2 ap-group1 10.23.100.214 AirEngine5761-11 nor 0 16M:42S -
2 9cb2-e82d-5110 AP3  ap-group1 10.23.100.117 AirEngine5761-11 nor 0 10S -

# BT SRILEREERER) SSID, FRLA%EESR VAP RPIRSER, T

[WAC1] display vap all
Info: This operation may take a few seconds, please wait.
WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type STA SSID

# KRYIFTE AP I9;885 XD VAP (B8, BIEEER WACT B9ECE, &I VAP &EIRFHKRE
AP HF5|H, BB EWT:

[WAC1] wlan
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[WAC1-wlan-view] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 0
[WAC1-wlan-ap-group-ap-group1] vap-profile wlan-net wlan 1 radio 1
[WAC1-wlan-ap-group-ap-group1] quit

# BIREE VAP (58, K=& AP WEBKEFRA “wlan-net” BYSSID, B2 APHY
Radio 1 B9 A “OFF” , iRBA 5G S5t <iA, EEFFTF.

[WACT1] display vap all
Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type STA  SSID

0 AP1 0 1 9CB2-E82D-54F0 ON Open 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 OFF Open 0 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON Open 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 OFF Open 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON Open 1 wlan-net
2 AP3 1 1 9CB2-E82D-5120 OFF Open 0 wlan-net
Total: 6

# FoFE 56 54, EEMT:

[WACT] wlan

[WAC1-wlan-view] ap-group name ap-group1

[WAC1-wlan-ap-group-ap-group1] radio 1

[WAC1-wlan-group-radio-ap-group1/1] undo radio disable
[WAC1-wlan-group-radio-ap-group1/1] quit

# BF VAP REER, BIELEE, TFR:

[WAC1] display vap all

Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type STA  SSID

0 AP1 0 1 9CB2-E82D-54F0 ON Open 1 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON Open 0 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON Open 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON Open 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON Open 0 wlan-net
2 AP3 1 1 9CB2-E82D-5120 ON Open 0 wlan-net
Total: 6

IR 3 HEHE: RIEXREXES, LXK




S

HUAWEI

HCIP-WLAN V2.0 LI5S F 52741

# STAEEE “wlan-net” (Z2/5, TE5FEN IP ik, B AT VAP HIEIEFEE S M ELE
%, B2 WACT EER/MISS VLAN (ER, £ WACT EFEI6IE VLAN 101, EeEWTF:

[WACT] vlan 101
[WAC1-vlan101] quit
A

# STARRFF “wlan-net” (55, SAGENEREE, RILAUEFEIREY IP #elk, (#FH “ipconfig” 5
U .

f7:546e:45al1%12

IR 4 HEEHEE: Portal IAMMETL X8 Portal IAIESRE

# STAEERE “wlan-net” (555, #iTiERE, ARFTFANEEE, BAEE Pibil, LWL
%38 Portal IAIEDI@

v - m| ®
@ 172.21.39.88 x =+

[

& C @ 172.21.39.88:8445/portal?redirect-url=http%3A%2F%2F 192E1%2E1%2E1 &ssid=wlan-net&userip=10%... 1= ¥ O &

B

yRr Y]]l id E

172.21.39.88 iE4 T Fl IA0EESR,

T

# Toixs#H Porta INEREMIRRRSZ, B5EAE VAP EiRESIEMS|IB TIAIEER . VAP T
EEEEE,

vap-profile name wlan-net
forward-mode tunnel
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
authentication-profile p1

# MBEINIERESEE L. INEEIR NRECE Portal NS,

’ authentication-profile name p1
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authentication-scheme radius_huawei

accounting-scheme scheme

radius-server radius_huawei

# BUEEEE, WACI FELRMSEE Portal IEAENR “portal1l” , TEINIEENRF S|
“portal1l” , BCEUNT:

[WAC1] authentication-profile name p1

[WACT1-authentication-profile-p1] portal-access-profile portal1

Info: This operation may take a few minutes, please wait....

Warning: Changing the authentication profile will cause online users to go offline. Continue? [Y/N] y
Authentication profile p1 : done.

[WAC1-authentication-profile-p1] quit

# BT &I STA PR E58H Portal IAIETRE, && Portal FREZZEIRAYECE . Portal fRSS
SEROMb A NIR O BCEEIR, IEMREIINIZZ 172.21.39.88, xS AiziZeE 50200,

#
web-auth-server abc
server-ip 172.21.39.89
port 50100
shared-key cipher %/A%#N[ePT/10_2@zKz/>v:dTE_H%#s@Cy<{-|g:s'&\8%"%#
url-template url1
source-ip 10.23.100.1
server-detect
#

# BEEIEARVARS s, BT ATIHRGERZEEES NCE—, EffcEX=ZHEH
Huawei@123, EcEMIT:

[WAC1] web-auth-server abc

[WAC1-web-auth-server-abc] undo server-ip 172.21.39.89

Warning: Server-ip access-users will be offline, sure to continue?[Y/N] y
[WAC1-web-auth-server-abc] server-ip 172.21.39.88
[WAC1-web-auth-server-abc] port 50200

[WAC1-web-auth-server-abc] shared-key cipher Huawei@123

# BE Portal JRSZIKZ, Portal BRSEEAIRESR “DOWN”

[WAC1] display portal-server state

Web-auth-server : abc
Total-servers : 1
Live-servers : 0
Critical-num : 0

Status : Abnormal
Ip-address Status
172.21.39.88 DOWN

# 1BREMASINRETTS Portal IRSS[HRNINEE, MINERSZARECE . WHEBFNX
4] Portal BRS528ERMITNRE, BCEINT:

[WAC1] web-auth-server abc
[WAC1-web-auth-server-abc] undo server-detect
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| [WAC1-web-auth-server-abc] quit

# BIRIQE Portal RSZEAVATS, WEH “UP” , WITFEIR:

[WACT1] display portal-server state
Web-auth-server : abc
Total-servers : 1
Live-servers : 1
Critical-num : 0
Status : Normal
Ip-address Status
172.21.39.88 upP

# R STABXNE, ZTUKIBLEEYE Portal INERE, AMPMERERNKROSA
8445, T NCE {EJ9 Portal BR55E8H9EAIAIR A 19008, BEEHEE WACT EAY URL &1k, A&
I URL HBhtppYis O SEEEIR, W RER:

#
url-template name url1
url https://172.21.39.88:8445/portal

url-parameter redirect-url redirect-url ssid ssid user-ipaddress userip user-mac usermac device-ip ac-ip
#

# 824 URL %9 19008, ECEUIT:

[WAC1] url-template name url1
[WACT-url-template-url1] url https://172.21.39.88:19008/portal
[WACT-url-template-url1] quit

# £ STA LT EZ&EE, AREHERE “wlan-net” , KIMEE AT Portal IAIER
M, MARBPZ/Z%, Portal INERRIN.

12.3 £RIGUF
12.3.1 {&8& VAP (B

# 7 WAC1 347 display vap all 5%, && VAP EEUITF.

[WAC1] display vap all

Info: This operation may take a few seconds, please wait.

WID : WLAN ID

AP ID AP name RfID WID BSSID Status Auth type  STA SSID

0 AP1 0 1 9CB2-E82D-54F0 ON Open+Portal 0 wlan-net
0 AP1 1 1 9CB2-E82D-5500 ON Open+Portal 0 wlan-net
1 AP2 0 1 9CB2-E82D-5410 ON Open+Portal 0 wlan-net
1 AP2 1 1 9CB2-E82D-5420 ON Open+Portal 0 wlan-net
2 AP3 0 1 9CB2-E82D-5110 ON Open+Portal 0 wlan-net
2 AP3 1 1 9CB2-E82D-5120 ON Open+Portal 0 wlan-net
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Total: 6

12.3.2 STA XEXEZAES, INIEEE
< C | A Tz | ht—t-ps://‘l72.21,39.88:19008/porta|page{l)0000000—000070000~0000~00000000... 2 % 0O a

XK sEFHWIFI!

2o

=

A portal-user

FREEEWIFI, RANSBRDEIRE!

& C A F== | hitpsy//172.21.39.88:19008/portalpage/00000000-0000-0000-0000-00000000... & ¥ O &

FHEZR, IR

HRE: portal-user
FRRE FoPR
FRATH FobRE
I EAAYIE]: TP

BRE

it

BBk
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124 GiBBES®
12.4.1 WACT Bic&

Software Version V200R021C00SPC100
#
defence engine enable
sysname WAC1
#
http timeout 10080
http secure-server ssl-policy default_policy
http secure-server server-source -i Vlanif100
http server enable
#
vlan batch 100 to 101
#
authentication-profile name p1
portal-access-profile portal1l
free-rule-template free1
authentication-scheme radius_huawei
accounting-scheme scheme
radius-server radius_huawei
#
web-auth-server server-source all-interface
#
management-port isolate enable
management-plane isolate enable
#
radius-server template default
radius-server template radius_huawei
radius-server shared-key cipher %A%#]gR#5-y9p=z#}}Pk4-L;WGPdIm[,VBkhjz&Wf<G%%\%#
radius-server authentication 172.21.39.88 1812 source Vlanif 100 weight 80
radius-server accounting 172.21.39.88 1813 source Vlanif 100 weight 80

radius-server authorization 172.21.39.88 shared-key cipher %A%#5jF1YZq(*OsX-2U&P}A<] IXH,|-
r15kUd$G}=]"%A"%# server-group radius_huawei

radius-server authorization server-source all-interface
#
free-rule-template name default_free_rule
#
free-rule-template name free1
free-rule 1 destination ip 172.21.39.88 mask 255.255.255.255
#
url-template name url1
url https://172.21.39.88:19008/portal
url-parameter redirect-url redirect-url ssid ssid user-ipaddress userip user-mac usermac device-ip ac-ip
#
web-auth-server abc
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server-ip 172.21.39.88
port 50200
shared-key cipher %/%#/H+oJc*rtC_]{(WRUDt4un;&<1:g~NP{q(SD$ux#%"%#
url-template url1
source-ip 10.23.100.1
#
portal-access-profile name portali
web-auth-server abc direct
#
portal-access-profile name portal_access_profile
#
aaa
authentication-scheme radius_huawei
authentication-mode radius
accounting-scheme scheme
accounting-mode radius
accounting realtime 3
local-aaa-user password policy administrator
domain default
authentication-scheme default
accounting-scheme default
radius-server default
domain default_admin
authentication-scheme default
accounting-scheme default
#
interface Vlanif1
ip address dhcp-alloc unicast
#
interface Vlanif100
ip address 10.23.100.1 255.255.255.0
management-interface
#
interface MEth0/0/1
ip address 169.254.1.1 255.255.255.0
#
interface Ethernet0/0/47
ip address 169.254.3.1 255.255.255.0
#
interface GigabitEthernet0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface NULLO
#
ip route-static 0.0.0.0 0.0.0.0 10.23.100.254
#
capwap source interface vlanif100

5279
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capwap dtls psk %A%#EJVsX!hYudYZ2_G4#DzXA@:RKV34&REZ}|-y_ImY%A%#
capwap dtls inter-controller psk %/\%#{9Wo07!%#BFZ<@EQ|JG>Rp<|47s,v>YPa.#AJA9%A%#
capwap dtls no-auth enable
#
wlan
calibrate flexible-radio auto-switch
temporary-management psk %A\%#PwWFE@vw_"@\n9{>}k<,-;9CD7K;0/%e,LB)9,AFX%"\%#
ap username admin password cipher %"\%#PBMhAQ{@}1q,vb:X0*) B\.KXW7QH=0gpvg'K*Y) 1%/ %#
traffic-profile name default
security-profile name default
security-profile name wlan-net
security open
security-profile name default-wds
security-profile name default-mesh
ssid-profile name default
ssid-profile name wlan-net
ssid wlan-net
vap-profile name default
vap-profile name wlan-net
forward-mode tunnel
service-vlan vlan-id 101
ssid-profile wlan-net
security-profile wlan-net
authentication-profile p1
wds-profile name default
mesh-handover-profile name default
mesh-profile name default
regulatory-domain-profile name default
regulatory-domain-profile name domain1
air-scan-profile name default
rrm-profile name default
radio-2g-profile name default
radio-5g-profile name default
wids-spoof-profile name default
wids-whitelist-profile name default
wids-profile name default
wireless-access-specification
ap-system-profile name default
port-link-profile name default
wired-port-profile name default
ap-group name default
ap-group name ap-group1
regulatory-domain-profile domain1
radio 0
vap-profile wlan-net wlan 1
radio 1
vap-profile wlan-net wlan 1
ap-id 0 type-id 144 ap-mac 9cb2-e82d-54f0 ap-sn 2102353VUR10N5119370
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ap-name AP1
ap-group ap-group1
ap-id 1 type-id 144 ap-mac 9cb2-e82d-5410 ap-sn 2102353VURT0N5119363
ap-name AP2
ap-group ap-group1
ap-id 2 type-id 144 ap-mac 9cb2-e82d-5110 ap-sn 2102353VURT0N5119339
ap-name AP3
ap-group ap-group1
provision-ap
#
return

12.4.2 SW-Core fit &

ISoftware Version V200R021C00SPC100
#
sysname SW-Core
#
vlan batch 99 to 101
#
dhcp enable
#
vlan 99
name Manage
#
interface Vlanif1
#
interface Vlanif99
ip address 172.21.39.253 255.255.128.0
#
interface Vlanif100
ip address 10.23.100.254 255.255.255.0
dhcp select interface
#
interface Vlanif101
ip address 10.23.101.254 255.255.255.0
dhcp select interface
#
interface MEth0/0/1
ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/4
port link-type access

port default vlan 99
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#

interface MultiGE0O/0/5

#

interface MultiGEO/0/6

#

interface MultiGEO/0/7

#

interface MultiGE0/0/8

#

interface MultiGE0/0/9
port link-type trunk
port trunk allow-pass vlan 100 to 101

return

12.4.3 SW-Access ic&

ISoftware Version V200R021C0O0SPC100
#
sysname SW-Access
#
vlan batch 100 to 101
#
interface Vlanif1
#
interface MEth0/0/1

ip address 192.168.1.253 255.255.255.0
#
interface MultiGE0/0/1

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGE0/0/2

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/3

port link-type trunk

port trunk pvid vlan 100

port trunk allow-pass vlan 100 to 101
#
interface MultiGEO/0/9

port link-type trunk

port trunk allow-pass vlan 100 to 101
#
return
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12.5 BEm

Asciedh, WACT EECERY URL HitibFs Portal BRS328HY IP HEAEERR, SCRREFIAEH, URL
Mt E A REFR. tAY, EEE PortalIMIEE TR, FEIVYNIEHAEIN?

SELR:

EF STA 71519 Portal IRS3ZIAVETEF, FEEIT DNS IRSZASIHZ /AT P ibik, FRLA

EEBE Portal INIEISIES, EEFIMNIERINERNENR, B5H0E DNS IRSSEEA9IE, R
IE DNS fZHTIERf




